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It is clear that greater action is needed, and many 
organizations are now seeking effective solutions to this 
problem. 

Market needs 
The OECD [ref 1] identifies a number of ways that the market 
in counterfeits could be controlled, including: “1) establishing 
a common approach for collecting enforcement data; 2) 
developing a reporting framework to document the health and 
safety effects of counterfeit and pirated product; 3) making 
more extensive use of surveys to provide insights into the 
markets for counterfeit and pirated products; and 4) increasing 
co-operation between governments and business.” 
However, there is a significant problem with all these 
techniques, you need to be able to prove which items are fake 
and which ones are genuine, and without a solution to this 
basic requirement, all of the other levels become 
compromised. 

Traditional Security Solutions 
Of course, counterfeit or substandard goods have existed for 
millennia.  Governments have been taking action and setting 
standards for a similar period.  There are many clever 
solutions to make it hard to copy items such as bank notes, 
many of them border on the brilliant.  
All the techniques have their legitimate place as part of the 
solution and they all fall into two groups, overt or covert 
solutions. 
However, regardless of the technology the key elements of 
any solution are that it must be secure, be able to be 
monitored in all of the channels to the marketplace and justify 
any costs incurred through genuine benefit to the consumer 
and brand owner.  In practice, many of these solutions fall 
short. 

Overt solutions 
Overt solutions, ones that can be seen by the purchaser 
provide consumer reassurance and have historically proven to 
be an effective deterrent.  They include- 
 

• Optically variable devices (colloquially known as holograms) 
• Certificates of authenticity 
• Numbering 
• Secure features such as metalized strips, micro threads  
• Complex or specialized manufacturing processes such as 

intaglio printing.  
• Secure anti tamper tapes or labels 

 
Overt solutions are globally trusted as a sign of quality and 
legitimacy however often now this reassurance is more 
illusory than real. 
Just like the products themselves, counterfeiters have proven 
to be very effective at copying these features.  As an example 
holograms, have been copied within weeks and are sometimes 
found on the counterfeit product and not the original.  
The weakness of overt features is that they rely on the 
purchaser to evaluate legitimacy, and for most applications, 
this is unlikely to be effective.  This leaves overt solutions in 

the curious position of being a security feature that provides 
reassurance but in practice can easily be copied. 

Covert Solutions 
Covert solutions are not intended to be detectable by the 
customer.  Their role is in authenticating the product, or 
providing information that can be used to manage the 
distribution chain.  They can take many forms such as:- 
 

• Light related markers such as UV or IR absorbers, frequency 
shift or other optically active techniques 

• The use of synthetic DNA 
• The use of Isomers or trace contaminants 
• Deliberate errors- a form of Steganography 

 
Covert solutions give the impression of greater security than 
overt solutions but this security itself needs to be protected.  
For chemical based techniques, this can mean that materials 
need to be delivered and used securely, giving unanticipated 
costs and security risks.  Once a secure feature becomes 
known, either it will be replicated or a close substitute 
applied.  Keeping the feature confidential through the product 
life cycle requires care and a whole life approach. 
However, the main draw back comes not in their security, but 
in the need for a closed system.  As the covert feature is by its 
nature hidden, a network of monitoring points must be 
established to allow the feature to be detected and the 
distribution chain behavior monitored- to allow action when a 
problem is detected and before it becomes significant. 
There is little supply chain benefit in a solution that is secure, 
but is not regularly checked.  This is often overlooked when 
promoting secure features to brand owners. 
This network must be able to monitor the distribution chain, if 
a complex or time consuming detection process is needed, it 
may be hard or impossible to establish such a monitoring 
system, and the value of the covert feature may be lost. 

Layered Solutions 
To make a product more secure there can be advantages in 
layering up different techniques so that a range of needs can 
be addressed.  Examples of this could be using an optical 
technique to carry out a basic level of authentication, whilst 
using a chemical marker to provide a greater degree of 
authentication, if greater certainty were needed. 
It is usual to find many different layers specified in a brand 
protection program, but these will add cost and must be 
applied with care. 

How can printing technology help 
Modern production lines for goods will almost inevitably 
have a coding system at the end of the line that is used to 
apply batch numbers of sell by dates to products.  This can be 
one of a number of techniques, but they are usually capable of 
printing unique information on each product that passes under 
them.  This has come about because of the need for “to the 
second” recording of manufacturing date, to allow modern 
process control and traceability. 
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Example the Secure Trace program  
A combination of layers of security based around printing 
equipment was recently trialed in a government-funded 
project led by Pera, a UK independent research body and 
involving many partners, including Domino.  Although the 
trial was focused on the needs of the pharmaceutical supply 
chain, a simplified form could be applied to many supply 
chains with little additional product cost. 
The secure trace concept had at its core Laser Surface 
Authentication (LSA)  This technique converts the 
microscopic imperfections in surfaces such as paper & plastic 
into an equivalent number that is more unique than human 
biometrics and which can be quickly authenticated (circa 1 
second per 100 million readings) using low cost handheld 
scanners.  Depending on the implementation method, 
authentication can be local, made by comparing scanned 
readings from the product with information printed upon it, or 
a database look up technique can be used.  
A number of different layers of security solution were 
evaluated and the trial demonstrated that these techniques 
could all be applied at full production line speed and that 
authentication could be consistently achieved. 

Conclusions 
Counterfeiting of products is growing fast and expanding in 
scope. 
Traditional methods of guaranteeing authenticity are 
becoming less effective as counterfeiters become better 
organized and better equipped. 
The introduction of digital printing technology has the 
potential to make this situation worse as it will enable high 
quality reproductions to be created simply and with little 
investment. 

Existing anti-counterfeit techniques whilst secure, do not 
allow end consumers to self authenticate and gain confidence 
in their products. 
If unique pack serialization is introduced, it becomes possible 
for end consumers to carry out a significant level of self-
authentication, providing a low cost surveillance and 
monitoring system to brand owners and increased levels of 
reassurance to their customers. 
If latest generation bar coding is used as a data carrier then 
verification of products can be carried out by end users 
without the need for without the need to use expensive or 
complex IT systems. 
If layers of security are applied to the product, then it is 
possible to build a system that meets all the required goals. 
The use of a system like Laser Surface Authentication (LAS) 
as one of these layers allows a high level of authentication to 
be carried out on packaging materials, without the need for 
expensive or complex product features and avoid the security 
risks of other covert techniques. 
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