Digital Print Technology — an Opportunity for Security Print, or

a Threat?

Glenn P. Wood, Reconnaissance International

For the security print industry, the advent of and rapid
advances in digital printing technology present both an
opportunity and a threat.

On the one hand, digital pre-press techniques are
revolutionising the speed with which security print designs can be
originated. Added to this, a new generation of software-generated
security features is now being offered by prepress and digital
giants such as Kodak, Xerox and Agfa that work on the basis that
digital printers can make any print element unique - a particular
attraction of such features being that they can be added in-line
with minimal on-cost and no changes to existing processes.

For example, Agfa has recently released security software for
those who want to offer their customers advanced protection from
piracy and unlawful duplication of designs on packaging, labels
and other printed materials. This software named: Apogee Secuseal
2.0 is a successor to :Secuseal 1.0 launched in 2007. :Secuseal 1.0,
was a set of plug-ins on Adobe Illustrator™ and applicable with
all standard design workflows, allowing designers to add security
elements to any printed design.

It is claimed that :Secuseal is the solution providing dedicated
designing and verification tools to generate complex security
designs and patterns that make imitations recognisable and
traceable.

This software capability is specifically aimed at designers and
printers of packaging and labelling for luxury goods,
pharmaceutics, official documents, identity cards and other
branded products.

The security modules of :Secuseal are able to create complex
backgrounds or convert images into complex linework patterns.
There are four modules in the plug-in set. Each allows a specific
security measure to be implemented directly on a printed design.

Furthermore, digital printing is ideally suited for serialisation
(an alternative to traditional letterpress printing), thus offering the
opportunity for financial and value documents to combine security
with traceability.

Xerox offers a suite of printing solutions under the generic
name of ‘FreeFlow™. These specialty imaging text effects can
only be printed with a FreeFlow digital front end in combination
with FreeFlow software — any other print server will print them as
normal text. Recognizing that counterfeit copies of documents like
coupons, tickets, and invoices can have serious financial impacts,
Xerox  combat this concern with exclusive fraud-resistant
specialty imaging effects for static and variable jobs which add an
extra level of security and authentication. The result is a printed
document with any or all of the following security features:
microtext 1 point size or smaller, ‘correlation marks’ the require a
transparent decoder, Glossmark which is a type of latent image
visible only when the glossy surface is tilted, uv. or infrared print
requiring the appropriate light source to render it visible.
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On the other hand, a combination of the falling prices in
digital printing technology and advances in the quality and
capabilities of these is lowering the bar to counterfeiting, and
making the tools for the production of fake documents available to
a much wider pool of potential counterfeiters. In other words,
counterfeiting is moving beyond the traditional, skilled criminals
and is now within the reach of the everyday opportunists —
presenting an explosion in fake security documents.

In their battle to stay one step ahead of the counterfeiters,
producers and issuers of secure documents are engaged in a
constant process of innovation and renewal involving the
reduction in the lifecycle of security designs and the development
of ever-more complex intrinsic and extrinsic security features.

Xeikon’s preferred anticounterfeit solution is a security toner.

Digital printing in combination with special security toner
makes for a complete solution to prevent counterfeiting of the
print (entrance tickets, local fancy fair lottery tickets). Xeikon
currently offers two types of security toner, which light up when
exposed to UV security light when printed on security paper.
Digital printing, by definition, allows for variation of the security
element for every print.

The recently announced (2 June, 2009) alliance between
Kodak and Xeikon extends the range of options for Web-Based
Solutions to the Digital Label and Packaging Market in the United
States and Canada. The fifth color station of the XEIKON 3300
Press can be used for spot colors, as well as “one-hit” opaque
white and special security toner. Using Xeicon’s Form Adapted
(FA) toner technology, the XEIKON 3300 combines the benefits
of chemically produced toner with the performance of traditionally
produced toner. Furthermore, the FA toner is FDA-approved for
use in certain food contact applications.

German press giant Heidelberg, has developed an anti-piracy
system for packaging which works using a combination of two
security technologies and an optical verification system. The
system is due to be launched in early 2009.

Linoprotect , as the system is called, uses ultra-thin copper or
metal threads that are combined to generate a random pattern
which is applied to the packaging on a label. This pattern is
analysed by the Linoprotect reading module, a special camera
system, and a cryptographic key that is unique to each customer
converts the pattern into an equally unique datamatrix code. This
code is printed onto the packaging next to the label with its pattern
of copper threads using a digital Linoprint drop-on-demand inkjet
system.

From the user’s point of view, the authenticity of the product
can be checked using just a mobile phone camera or a scanner and
special software that is freely available. The software compares
the two Linoprotect security features on the product or packaging
and immediately identifies whether or not the content of the data
matrix code matches the pattern in the adjacent field. Additional
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information such as expiration date, dosage or a personalised
hyperlink can also be provided.

An important aspect of the system is that it uses internal
verification meaning that the pattern and the 2D barcode must be
consistent. No reference to external databases s
required.Moreover it needs no databases — so consumers can check
for the Linoprotect signature as often as necessary without having
to go online.

This presentation will cover the principles of secure
document design and production, the methods of counterfeiting
(including an analysis of the growth of digital counterfeiting, the
key features that are being deployed in the battle against
counterfeiting (in particular the digital variety) and some of the
new generation of digitally-generated security features.

Special attention will be given to the digital printing of
variable data on tax stamps (banderols). The constitute secure
track and trace systems which provide both authentication and
reconciliation information about the items to which they are
attached. Such systems are already being introduced to reduce
smuggling, verify the product and simply the process of tax
collection.

Author Biography

Glenn P. Wood B.Sc., M.Sc., D.Phil (Oxon)

Glenn Wood is an Associate of Reconnaissance International —
consultants and publishers of market intelligence on authentication
technologies and strategies for brand protection, security print and
personal identification.

After obtaining a science doctorate at Oxford University in 1978, Dr
Wood worked with llford Ltd on the development of holographic materials
and then at OpSec Security Group as VP Business Development for
security products. He has written and lectured widely on all aspects of
counterfeiting and piracy and the technologies that can be used to combat
these crimes.

He joined Reconnaissance in 2007 and is primarily responsible for
technology awareness and legislative developments with particular
reference to the Americas. He is an active contributor to three monthly
business-to-business newsletters, Holography News, Authentication News
and the newly launched Tax Stamp News.

166

Society for Imaging Science and Technology



	_FRONT_COVER
	__INTRODUCTORY_MATERIALS
	Copyright
	Table of Contents
	Welcome to NIP25
	Welcome to Digital Fabrication 2009
	NIP25 Conference Committee
	Digital Fabrication 2009 Conference Committee
	IS&T Board of Directors
	Conference Sponsors
	Week At-a-Glance
	Conference Venue Floor Plans
	Schedule and Table of Contents
	Plenary Talks
	Slot, The Future of Research and Development...pg.1
	Derby, Applications for Ink Jet Printing I...pg.2
	McCreary, Electronic Paper Comes of Age...pg.4
	Hirakura, Environmental Strategy of Japanese...pg.5
	Someya, Ambient Electronics and Digital...pg.6

	Toner-based Printing: Materials
	Law, Adhesion and Adhesion Distribution...pg.7
	Karunanay, Effect of Surface Treatment...pg.11
	Ahuja, Frictional Flow and Developer Charge...pg.15
	Nash, A Conceptual Model of Toner Charge...pg.17
	Liu, External Additives for Toners: Treatment...pg.23
	Fomitchev, Tribocharge Performance of Colloidal...pg.27
	Amano, Comparison between De-agglomerated...pg.32
	Iimura, Charge Controlling Capability...pg.35
	Carroll, Surface Modified Pigments for Improved...pg.39
	Ashizawa, Low Energy Fusing Toner by Controlling...pg.43
	Choi, Polyester Chemical Toner with Low Fusing...pg.47
	Choi, Effects of Particle Size on Imaging...pg.50
	Law, Do We Need Better Materials than Teflon...pg.53
	Tse, Role of Charge Injection...pg.57

	Ink Jet Printing: Processes
	Grace, Droplet Velocity Fluctuations...pg.61
	Ahuja, Flow Stability in Liquid Inkjets Printers...pg.66
	Kipman, Three Methods of Measuring Velocity...pg.71
	Hoath, A Model for Jet Shortening in...pg.75
	Yang, Liquid Jet Instability and Dynamic Surface...pg.79
	Panchawagh, Silicon Micromachined Continuous...pg.83
	Ishikura, Improvement of Piezoelectric Ink Jet...pg.88
	Aubrey, Development of an Aqueous Compatible...pg.91
	Drury, Three-Fold Increase in Inkjet Speed...pg.95
	Furlani, Predicting the Performance of an...pg.99
	Mercier, Influence of the Rotation of Inkjet...pg.103
	CastrejonP, A Large-Scale Print-Head...pg.107
	Chen , Study on the Equal Pressure Distributed...pg.111

	Image Permanence
	Comstock, Improved Dark Storage Test Method...pg.114
	Wu, Light Fastness of Heat Transfer...pg.118
	Peleman, Photo Books: A New Take on an Old...pg.122
	Hofmann, Humidity Diffusion of Dye-Based...pg.126
	Debeljak, The Durability of UV Ink-Jet Prints...pg.130
	Comstock, Further Studies on Reciprocity...pg.134
	Salesin, Brittleness of Digital Reflection...pg.138
	Rima, Tendency of Digitally Printed Materials...pg.142
	Burge, Investigations into Potential Reactivity...pg.146
	Mozina, Influence of Light on Typographic...pg.150
	Muck, 2D Codes - Light Fastness and Readability...pg.154

	Security and Forensic Printing
	Simske, New Findings in Security Printing...pg.158
	OrtizSegov, Information Embedding...pg.161
	Wood, Digital Print Technology --...pg.165
	Simske, Barcode Structural Pre-Compensation...pg.167

	Design for Environmental Sustainability
	Sobotka, Presentation of a New Environmental...pg.170
	Ng, Deinking of HP Digital Commercial Prints:...pg.173
	Fischer, Deinkability Certification for Public...pg.177
	Evan, Pre-Competitive Collaboration and Open...pg.180

	Advanced and Novel Imaging Systems
	Biegelsen, Hypermodular Parallel Printing...pg.184
	Li, Influence of Aperture Electrodes Thickness...pg.188
	Wei, A Novel Method to Control UV Curable...pg.191

	Digital Packaging
	Lynn, Single-Pass Inkjet for High Quality...pg.196
	Newcombe, Tonejet: Delivering a Complete...pg.198
	Simske, Extended Packaging through Addition...pg.201

	Photoelectronic Imaging Materials and Devices
	Nauka, Surface Modification of an Organic...pg.204
	Seino, Photo-Induced and Dark Discharge...pg.208
	Uehara, Real Time Observation of Surface...pg.212
	Schein, Progress Towards Understanding...pg.216
	Salalha, Elastohydrodynamic Study of Deformable...pg.220
	Zhang, Study on Photosensitive Imaging System...pg.225

	Toner-based Printing: Processes
	Leoni, Numerical Simulation of Townsend...pg.229
	Shaw, Momentum-Control Scavenge-Less Jumping...pg.233
	Kawamoto, Dynamics of Toner and Carrier...pg.237
	Nakayama, Simulation of Two-Component...pg.241
	Kita, The Toner Replenishment System...pg.245
	Yoda, Pad Transfer System for Small Color Laser...pg.248
	Dianat, Model Predictive Control Methods...pg.252
	Stelter, Properties of Continuous and Discrete...pg.256
	Lee, Impedance Technique for Assessing...pg.257
	Kemp, Efficient Estimation of Critical Transfer...pg.261

	Ink Jet Printing: Materials
	Sujeeth, Sensient's Suite of Self-Dispersed...pg.265
	Shakhnovic, Polymeric Dispersants with Specific...pg.270
	Ahuja, Deformation of Cartridge Assembly...pg.273
	Shakhnov, New Inkjet Yellow Pigments...pg.276
	Poirier, Study and Stabilization of a Liquid...pg.279
	Corden, Next Generation Self-Dispersed Pigments...pg.283
	Norris, Developments in Dispersants for Inkjet...pg.286
	Ding, Effect of Additives on Colloidal...pg.288
	Zhang, Preparation of Nanoscale...pg.291
	Fang, Preparation of Macro-RAFT Copolymer...pg.295
	Sano, Multi Color Pigmented Inks for Large...pg.299
	Nelli, Surface Oxidized Carbon Black Pigments...pg.303
	Steenweg, The Influence of Surfactants...pg.307
	Weaver, Advances in Dryfilm Photoresist...pg.312
	Lundberg, On the Effect of Variations in Paper...pg.316
	Chen, Novel Black Dye Composition for Inkjet...pg.320
	Wei, Evaluation of the Pigment Dispersion...pg.323

	Color Science/Image Processing
	Sim, Determination of Significant Color Map...pg.327
	Matsushiro, Theoretical Analysis of Metamer...pg.331
	Chen , Study on the Phenomena of Moiré Fringe...pg.334
	Hoarau, A Human Readable Hardcopy Backup System...pg.337
	ElAsaleh, Disassembling of Composite Images...pg.341
	Rawashdeh, Detection of Monochrome Pages...pg.345
	Mestha, Recent Developments Towards...pg.350
	Mu, Image Binarization Based on Patch...pg.354
	Kitakubo, Simple Identification Process...pg.358
	Cousoulis, Quantified Evaluation of Various...pg.362
	Rawashdeh, Enhancement of Monochrome...pg.366
	Mosenson, Quantization Frequencies in AM...pg.371
	Bastani, Spectral Gamut Characteristics based...pg.373
	Kanai, Subjective Evaluation of Required Area...pg.378

	Digital Fabrication Processes
	Kwon, Methods for Detecting Jettting Failures...pg.382
	Kipman, Machine-Vision-Based Analytical Tools...pg.386
	Tada, Drops-on-Drops Micro-Film Formation...pg.390
	Pique, Laser-Based Digital Microfabrication...pg.394
	Kanda, A New Ejector for Highly Viscous Liquid...pg.398
	Hanel, R2R Technology for Organic Electronics...pg.402
	Currle, Special Phenomena in Multilayer...pg.403

	Printing of Biomaterials
	Umezu, Fundamental Characteristics...pg.407
	Pataky, High-Fidelity Printing Strategies...pg.411
	Hayes, Ink-Jet Microdispensing: A Tool...pg.415

	Fundamental Physics and Chemistry for Printing Technologies
	Hoshino, Toner Printing Technology...pg.418
	Chwalek, From Fundamental Physics to Novel...pg.422
	Tuladhar, Understanding Inkjet Inks and Factors...pg.423
	Mills, Piezoelectric and Other Drop Ejection...pg.427
	Law, Nanotechnology and Opportunities...pg.428
	Schein, The Role of Technical Innovation...pg.430

	Printing Technologies from DRUPA 2008
	Hanson, Hewlett Packard's Advances in Digital...pg.435
	Lynn, A Xaar Perspective on 'The Inkjet DRUPA'...pg.437
	Christoph, Kodak Digital Printing Technology...pg.440
	Slot, Océ Printhead and CrystalPoint...pg.443
	Namikawa, RICOH's Business Strategy...pg.445

	Electronic Paper and Paper-like Displays
	Lee, Paper Display Module Having Backside...pg.446
	Lin, Novel Liquid Toner Electrophoretic Display...pg.449
	Yoshimatsu, Color Electrophoretic Image Display...pg.452
	Koch, Roll-to-Roll Manufacturing of Electronic...pg.456
	Sprague, SiPix Microcup Electrophoretic Epaper...pg.460
	Inoue, Analysis of Fatigue Difference...pg.463
	Yanaka, Integral Photography Using Electronic...pg.467
	Wang, Study on Charge Mechanism of EPID...pg.471
	Nobusawa, Movement of Electrophoretic Particles...pg.475

	Print and Image Quality
	Rong, Quality Comparison of HP Indigo to Offset...pg.478
	Suhara, Measurement of Electrostatic...pg.482
	Jo, Image Banding Based on Opto-Mechanics...pg.486
	Sender, A New Approach for Art Reproduction:...pg.491
	Nachlieli, Automatic Mechanical-Band Perceptual...pg.495
	Cheng, Dependence of Edge Enhancement Condition...pg.499
	Booth, Methods to Automate Print Quality...pg.503
	Eid, Modeling of Photoconductor Print...pg.507
	Chen, Research on Quality Evaluation Method...pg.511
	Farnand, Further Investigation into the Image...pg.515
	Gepp, Measuring Cockling On-Line in High Speed...pg.521
	Halonen, The Challenges in Modeling Image...pg.524
	Tse, Towards Instrumental Analysis...pg.528
	Kuo, Printing System Optimization via...pg.532

	Media for Digital Printing
	Kornherr, Nano-Hybrid Technology † A New...pg.536
	BatzSohn, Improving Inkjet Print Performance...pg.539
	Ruffieux, Nanoporous Inkjet Photo Paper...pg.543
	Hornig, High Speed Ink Absorption Using...pg.547
	Gong, Application of Polyolefin Dispersions...pg.551
	Rose, Seeking New Alternatives: The Evaluation...pg.556
	Bhattachar, Investigation of Ink-Substrate...pg.561
	Puukko, UV-Inkjet Ink Penetration...pg.566

	Commercial and Industrial Printing
	Gila, High-Performance Charging Unit for Liquid...pg.570
	Case, Trends of Technology at DRUPA 2008...pg.573
	Ulichney, High Speed Page Matching...pg.577
	Zeng, Numerical Simulation and Analysis...pg.581
	Lin, Proposal for Next-Generation Commercial...pg.585

	Printed Electronics and Devices
	Huttunen, Dynamic Correction...pg.589
	Smith, Inkjet Printed MRI Coils and Increased...pg.593
	Knobloch, Printed Polymer Electronics...pg.594
	Heilmann, Inkjet Printed Quantitative...pg.595
	Daniel, The Prospects of Inkjet Printing...pg.599
	Tseng, Optimization of Inkjet-Based Process...pg.603

	Materials and Substrates
	Fudo, Fine Patterning Technology with Screen...pg.607
	Magdassi, Conductive Ink-Jet Inks for Plastic...pg.611
	Ohlund, Sintering Methods for Metal...pg.614
	Xu, Low Curing Temperature Silver Patterns...pg.618
	Schmidt, Choosing the Optimal Substrate Surface...pg.621
	Lee, Temperature Dependent Resistance...pg.623

	Industrial and Commercial Applications
	Crankshaw, From DMP to 40" TV † The Challenges...pg.627
	Tano, Novel Fine Electrode Patterning Using...pg.631
	Chen, Inert Piezoelectric Inkjet Print Head...pg.635

	Fusing, Curing, and Drying
	Ahuja, Contact and Non-Contact Fusing...pg.639
	Mitsuya, Considerations on Energy Supply...pg.642
	Villeneuve, New Materials for Radiation...pg.646
	Molamphy, Practical Application of UV-LED...pg.651
	Selman, Reactive Inkjet Formulations - Curing...pg.652

	Textile and Fabric Printing
	Fu, Colloidal Properties...pg.656
	Zhang, Preparation of Polymer-Encapsulated...pg.660
	Fang, Pigment Inkjet Printing Performance...pg.664
	Wang, Effect of Pigment Particle Size on Color...pg.667
	Tian, Color Performance of Cotton Fabrics...pg.671
	Zhang, Preparation of Organic Pigment...pg.675

	Printing Systems Engineering/Optimization
	Sim, Direct Color Consistency Control...pg.678
	Sugiyama, New Technologies for Image...pg.682
	Yang, Improving Tone Prediction Accuracy...pg.686
	Lee, Analysis of Idle Time Effect on Color...pg.690
	Chaurasia, Key Polyurethane Attributest...pg.694
	Birecki, Evanescent Wave Based System...pg.699
	Kuo, Modeling of Tone Deviation...pg.703
	Hashimoto, A Study on Mechanism of Local Dot...pg.707
	Mizes, Active Alignment of Print Heads...pg.711
	Duby, Establishing Inkjet Printhead Jetting...pg.715

	Digital Printing/Quality Control Instrumentation
	Jung, A New Method to Assess the Jetting...pg.719
	Rippetoe, Automated Print Quality Assessment...pg.723
	Asman, Scanner Characterization for Color...pg.727
	Huang, The Printing Quality Control of HP...pg.732
	Vadillo, The Effect of Inkjet Ink Composition...pg.736
	Kuo, Improving Tone Prediction Accuracy...pg.740
	Tse, A Second-Generation Portable Instrument...pg.744

	Thermal Printing
	Oi, Segmented Multi-Digit Thermal Printhead...pg.748
	Hirano, On-Demand Transcript Foil...pg.752
	Toyosawa, Study of Nib Formation...pg.755
	Hasan, Alteration of Reflection Spectra...pg.759
	Williams, Thermal Printing for the 21st Century...pg.762
	Sasaki, Development of Power Saving Thermal...pg.766
	Moto, Development of Ultra High Density Thermal...pg.770

	Industrial and Commericial Applications (continued from Wednesday)
	Sakai, Precise Inkjet Fabrication for Large...pg.774

	2D & 3D Digital Fabrication
	Detig, Electrostatic Printing of Nano Particles...pg.777
	Hammerschm, Digital Fabrication of Support...pg.780
	Fathi, Jetting of Reactive Materials...pg.784
	Sowade, Inkjet Printing of Polymer Microspheres...pg.788
	Perelaer, Fabrication of Two and Three-...pg.791
	Walters, 3D Printing and Fabrication of "Smart"...pg.795
	Huson, Further Developments in the Digital...pg.799

	Digital Fabrication Interactive Papers
	Kim, Direct Fabrication of Polymer Microlens...pg.803
	Moiseeva, Shear-Based Droplet Production...pg.806
	Li, Preparation and Characterization...pg.810
	Stanic, Image Analysis of Surface Elements...pg.813
	Li, A Study on the Effect of a Surfactanct...pg.817

	Novel Digital Fabrication Applications
	Jalbert, Using Conductive Thermal Transfer...pg.820
	Boley, Inkjet Printing Involving Palladium...pg.824



	_AUTHOR_INDEX
	_BACK_COVER

