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bstract. Digital imaging continues its expansion into various ap-
lications. Spectral images are becoming more popular as one field
f digital imaging. At the same time, the economic and security as-
ects in the utilization of images are finding increased emphasis. In

his study, the authors apply a watermarking method for spectral
mages, whereby embedding is based on the three-dimensional
avelet transform. The authors study the influence of illumination to

he watermarked images. The authors also define how to estimate
n unknown illuminant. Experiments were performed on a dataset of
3 spectral images. These experiments indicate that the illumination

n spectral images should be established before watermarking, ow-
ng to the properties of the illuminants. Using the proposed
atermarking method, the embedded watermark is also robust to-
ards lossy compression. Guidelines for the parameter selection for
atermarking with the proposed approach are given. © 2008 Soci-
ty for Imaging Science and Technology.
DOI: 10.2352/J.ImagingSci.Technol.�2008�52:3�030502��

NTRODUCTION
here are basically two reasons for hiding additional infor-
ation in captured images. The first considers security is-

ues and the second considers economic issues.1 Security
ssues include, e.g., watermarking for integrity control, veri-
cation of originality, copyright protection, and stegano-
raphy. For security, it is very important that the watermark
s not visible and that it cannot be detected or extracted
asily. The economic issues are related more to the utiliza-
ion of the images, e.g., copy control, identification, authen-
ication, and annotation. Now the watermark can be visible
n images or audible in sound, but still an incorrect or un-

eceived Oct. 26, 2007; accepted for publication Feb. 27, 2008; published
nline Jun. 12, 2008.
062-3701/2008/52�3�/030502/18/$20.00.
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erified extraction process should yield unusable or incorrect
nformation. As such, watermarked images can be freely dis-
ributed, and one can develop methods that use these im-
ges. The final, reliable results from the methods can be
omputed as soon as the original information is available.
rom the viewpoint of the image database provider, the free
istribution of images may attract new clients and extend
arkets for the images. From the viewpoint of the client,
ethods can be developed and implemented as soon they

re ready, and the required original information can be
ought from the image database provider. The original in-

ormation can be transmitted either as full, original images
r as secret keys for extracting the watermark from the freely
istributed watermarked images. In this approach both the

dentification and the authorization processes can be main-
ained through proper watermarking. The secret keys should
e designed such that further distribution of the images by
he client is, in practice, impossible. A possible strategy
ould be to include client-dependent information hidden in
robust way within the spectral image.

In this study, we consider the case where a database
ontains several spectral images which should be
atermarked for the economic reasons described above. The
atermarking system should embed a robust watermark. It

hould be difficult to extract the watermark if the embed-
ing process is unknown. If extracted some other way, it
ould also affect to the original information. Furthermore,

lients must be able to utilize various illuminants in the
isual range of the spectral images.

From the point of view of the database provider, the
ata can be also be compressed in a lossy manner. The data
ransmission and storage then requires less capacity, and still
May-Jun. 20081
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he client-side systems can be developed and implemented
ith this free data. The target of this study is to show and to
ive guidelines on how to perform watermarking of spectral
mages with various illuminants and with various lossy com-
ression conditions.

Economic issues are becoming more important as digi-
al imaging becomes dominant over analog modes. Digital
resentation allows preservation of the quality of images af-

er image processing operations, copying can be done
uickly and easily, and the copy is identical to the original.
igital watermarking offers a possibility for controlling ille-

al copying or, more generally, access to the original digital
nformation. As a complementary part to cryptography, the
atermarking technique protects the data by embedding a
atermark in such a way that it does not disturb the image

n normal image perception or processing conditions or in
he system development. The embedded watermark can then
e extracted for the identified, authorized clients.1,2

Color image watermarking has been extensively
tudied.2–10 Several watermarking techniques have been de-
eloped for grayscale and RGB images. Some of the tech-
iques embed the watermark in the spatial domain; some
mbed the watermark in a transform domain. Color image
atermarking has been studied mainly in RGB space or in

wo-dimensional (2D) transform space.11–15

Spectral color imaging is an imaging method whereby
he color of an object is represented more accurately than in
raditional three-channel RGB images. Spectral imaging is
ecoming a practical tool for various applications, e.g.,

n medical imaging, digital commerce, industrial quality
ontrol, and maintenance of cultural heritage in digital
useums.16

Watermarking images is an emerging method for sup-
orting intellectual property in digital media. If the human
isual system is used for measuring the embedding quality,
hen it is easier to define embedding procedures that provide
obust watermarking without large visual changes in the im-
ge. This approach is most general in watermarking color
mages. For spectral images the requirements set by the vari-
us applications may be very diverse. Again, for visual as-
essment, watermarking is simpler. In classification applica-
ions it is too risky to rely on the results if they are obtained
rom the modified spectral data, either through watermark
mbedding or lossy compression. Thus, the original infor-
ation, or information with very limited loss through noise

emoval, is needed for classification tasks. Typically, lossless
ompression of spectral images provides compression ratios
rom 3 to 5, depending on the image. With lossy methods,
ompression ratios from 5 to 100 are achieved in practice.
ear-lossless methods, which mostly perform limited noise-

emoval with lossy compression, have been shown to pro-
ide compression ratios from 5 to 10.17 Even though
atermarking may modify the original content of the image,

he intellectual property rights should be somehow man-
ged. This study defines the requirements for this reality
nd, as such, provides a practical approach to watermarking

pectral images. v

. Imaging Sci. Technol. 030502-
Spectral imaging allows separation of the object reflec-
ance and illumination. A reasonable approach for a data-
ase provider is to keep the reflectance data and then add
he illumination required by the client. This study considers
he joint operation of watermarking and illumination. Our
urpose is to provide guidelines on how to combine
atermarking and illumination.

In comparison to RGB images with three bands, spec-
ral images have many bands. The number of the bands
epends on the application. The normal range is from 8 to
56 spectral bands. Thus, spectral images have higher data
imensionality compared to regular RGB images. A
atermarking technique especially designed for spectral im-

ges can utilize the high dimensionality of spectral images
nd would, therefore, have advantages over application of
GB or grayscale watermarking techniques to spectral
ata.12,15,18–21 In this study we embed a grayscale watermark

n spectral images in the three-dimensional (3D) wavelet
ransform domain as in Ref. 20, where the approach of using
2D grayscale watermark in spectral imaging was proposed.
e analyze the approach extensively and draw general con-

lusions. The size of the image database is 13 spectral
mages.22 Two of the images were remote sensing images and
even were taken under laboratory conditions. The proper-
ies of the watermarking on this dataset are studied. The
esults are usable for spectral image database providers who
an watermark and compress their images for general, free
istribution. Still they will have full control over the original

nformation, even though method or system development
nd implementation for the clients is allowed.

The present report is organized as follows. In the fol-
owing section, we describe the three-dimensional wavelet
ransform. The next section contains the procedure for em-
edding and extracting the watermark. The Lossy Compres-
ion of Watermarked Images section describes the compres-
ion procedure. The section entitled Illuminants for Spectral
mage Processing describes the illumination effects. In the
xperiments section we report the experiments on the il-

uminants and on compression. We then have the Discussion
ection and in the Conclusions section.

HREE-DIMENSIONAL WAVELET TRANSFORM
n the one dimensional case, the wavelet transform fw�a ,b�
f a function f�t� can be presented as

fw�a,b� = �a�−�1/2� � f�t��� t − b

a
�dt , �1�

here ��t� is a mother wavelet with zero mean.23 The
other wavelet ��t� is defined as a two-parameter function,

�a,b�t� = �a�−�1/2��� t − b

a
� , �2�

llowing both scaling with parameter a and translation with
arameter b. The original function is recovered by the in-

erse wavelet transform,

May-Jun. 20082
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f�t� =
1

C�
/

fw�a,b��a,b�t�
1

a2
dadb �3�

ith the admissibility condition C� =��������2 /��d���
equired to ensure that ��0�=0, where ���� is the Fourier
ransform of wavelet function ��t�.

There exist many families of wavelets. Most popular are
rthonormal and biorthogonal wavelets. For discrete signal
rocessing, the continuous wavelets ��t�with parameters a
nd b are discretized and a multiresolution ladder is applied
o the signal. For higher dimensional data, the multiresolu-
ion is normally extended by separating the dimensions. The
avelet transform carries the perfect reconstruction property

s seen from Eqs. (1)–(3). In digital signal processing the
ontinuous functions ���t� , f�t�� are replaced by discrete val-
es (wavelet filter h, image I) and the filtering is performed
sing convolution. For the definition of the filter h, the con-

inuous parameters a and b in Eq. (3) are discretized for
fficient computation.

Spectral images are three-dimensional signals with two
patial dimensions and one spectral dimension. The spatial
imensions contain the visually seen structures, and the
pectral dimension presents the reflectance spectrum con-
ected to each pixel. In the three-dimensional separable case

he wavelet is

�j1,k1,j2,k2,j3,k3�x1,x2,x3� = �j1,k1�x1��j2,k2�x2��j3,k3�x3� ,

�4�

here �ji,ki�xi� is a one-dimensional orthonormal discrete
avelet basis as �j,k =2−j/2��2−j −k�. Each dimension of the

mage is dilated separately. Thus, the original spectral image
f size Nx ·Ny ·Nz is filtered into octants of size Nx /2, Ny /2,

z /2 (see Figure 1). Here Nx ·Ny is the number of pixels in
he spatial dimension and Nz is the number of bands in the
pectral dimension. In practical applications, the image size
s 2n2m2b, where n and m reflect the spatial sizes and b the
pectral size. If this requirement is not met, then the image is

Figure 1. Three-dimensional wavelet transform sch
and the coefficients d from the high pass filtering. Th
The first level and the second level results in horizonta
with their respective subscripts.
added to this size. T

. Imaging Sci. Technol. 030502-
MBEDDING AND EXTRACTING A WATERMARK
he wavelet transform has received increasing popularity in
atermarking applications.1,14,19,20,24–26 The wavelet trans-

orm is a general tool in space-frequency analysis of signals.
n addition, it is performed with a multiresolution approach
hat has correspondence to the human visual system.23 These
rofound properties of the wavelet transform also make it a
uitable system for watermarking where the robustness and
he perception of watermarks must be considered. In the
avelet transform domain it is possible to control the sub-
ands where the watermark is embedded providing control
ver the robustness of the watermark. The strength in em-
edding can be adjusted to control the visibility of the wa-
ermark. The extraction may be blind or nonblind (see the
xtraction subsection), depending on the requirements of

he application.
In this study, the watermark is a grayscale image. Now

he database provider can add this visual watermark, which
s easily recognized by humans. Thus, the client is conscious
f the watermark but can still develop applications using this

reely available watermarked data. On the other hand, the
atabase provider may embed a fragile watermark. Then the
urpose is to keep track of the integrity of the images. Now

he information or, more exactly, the original information
ontaining a fragile watermark, may be freely available, but
he client is not allowed to modify the information in any
ashion. Any modification of the information, e.g., low-pass
ltering, lossy compression, band manipulation, and crop-
ing, can be detected with a fragile watermark.

The embedding/extraction process in this study consid-
rs both of these cases. The embedding will be controlled by

strength parameter and a band-selection to receive the
equired degree of the robustness.

mbedding
ompared to RGB images, spectral images have higher di-
ensionality of the spectral data for each spatial location.

he coefficients a come from the low pass filtering
orm is applied with two levels in the multiresolution.
ertical �v�, and diagonal �d� dimensions, indicated
ema. T
e transf
l �h�, v
his gives us more possibilities for watermarking purposes.

May-Jun. 20083
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he watermark can be a binary image, a grayscale image, or
ven another spectral image. In this study, we used a 2-bit
rayscale image as a watermark. The embedding procedure
ollows the method described previously:20

(1) The original spectral image is transformed to 3D
wavelet domain.

(2) The original watermark is transformed to 2D wave-
let domain.

(3) The values of the transformed watermark are added
to the values of the transformed spectral image.

(4) The watermarked spectral image is reconstructed
using the inverse 3D wavelet transform.

The watermark is embedded in the 3D wavelet trans-
orm domain. First, a three-dimensional wavelet transform

wt of the spectral image I is computed. Then a two dimen-
ional wavelet transform Wwt of the watermark W is com-
uted. For both transforms we used a biorthogonal, sym-
etric wavelet with six and two taps in the analysis phase.
he spatial size of the watermark is equal to the spatial size
f the transformed approximating sub-band block Bwt of the

mage. This block Bwt is composed of the eight blocks a2,

2
s,d, d2

v,a, d2
v,d, d2

h,a, d2
h,d, d2

h,v, and d2
d,d, as displayed in Fig. 1

or the 3D wavelet transform with two levels. Thus, the size
f the spectral image, the size of the watermark, and the
umber of levels in the transforms should match. The trans-

ormed values of the watermark Wwt are added to the values
f the transformed block Bwt of the spectral image, resulting
o the watermarked block Bwt,wm as

Bwt,wm = Bwt + � · Wwt , �5�

here � is a weighting coefficient.
For each pixel of the watermark, a suitable band b from

he transformed block Bwt is selected. The band holding the
edian of the respective pixels among all the bands in block

wt is selected to store the pixel of watermark. In this way we
ry to ensure that the watermark is neither stored in a high-
nergy nor in a low-energy transformed bands of an image.
n the previous case, the watermark would be visible or
learly noticeable, and in the latter case, too fragile in com-
ression of the watermarked image. Still, after this defini-
ion, it is possible to control the robustness of the water-

ark. The strength of the watermarking is controlled by a
eighting coefficient �, which is calculated as a multiplica-

ion of two parameters as

� = �1 · �2. �6�

he first parameter �1 is selected such that it accounts for
he visual response in a band-wise manner. The parameter

1 depends on the frequency content of the wavelet trans-
ormed block Bwt,

26 and it is calculated with respect to a
ontrast sensitivity function of the band in order to mini-
ize perceptual error in the watermarked image, as

�1 =
�Sb

, �7�

max∀b�Sb w

. Imaging Sci. Technol. 030502-
Sb = 	
∀u,v

C�u,v��Fb�u,v��2, �8�

C�u,v� = 5.05e−0.178�u+v��e0.1�u+v� − 1� , �9�

here C�u ,v� is the contrast sensitivity matrix with frequen-
ies u and v, Fb�u ,v� is the discrete Fourier transform of the
and b in the block Bwt, and Sb contains the band-wise
verage values of the sensitivities. The final values for �1 are
eceived through scaling of the original values Sb.

The parameter �2 controls the strength of the water-
ark. The larger the parameter �2 is, the stronger the em-

edding may be. The values for this parameter are defined
xperimentally. In the experiments we studied the influence
f �2 on watermarking. Increasing the value of �2 makes
mbedded watermark more robust, but at the same time the
ifference between the original image and the watermarked

mage is increasing. Thus, the parameter �2 acts as a param-
ter for the database provider to control the strength of the
atermark. The first parameter �1 is defined such that both

argets, a robust watermark and a fragile watermark, are still
vailable. The parameter �1 then controls the embedding
trength for each band b in the block Bwt, which is needed to

aintain automatic control based on the visual content of
and b. The parameter value �2 is then fixed by the user.
ven though for a given image the parameter �2 remains
onstant, the embedding still respects the band-wise con-
ents of the image.

In the last phase of the embedding procedure, the spec-
ral image now containing the watermark is reconstructed by
he inverse 3D discrete wavelet transform (DWT). Since the
atermark is embedded in the low frequency sub-band in

he transform domain, then in the inverse transform the
nergy of the watermark is spread over all parts of the re-
onstructed spectral image due to the energy compaction
roperty of the wavelet transform.

xtraction
here are two ways to extract the watermark. The first ap-
roach is non-blind, it requires the original image for detec-
ion and extraction. This approach is suitable when a fragile
atermark is inserted and the database provider wants to

erify that the information is unmodified. Thus, the
atermarked image and the original image are available. On

he other hand, at purchase of the original spectral image,
he client has to download the full image and for her, this
ype of watermark extraction is not relevant.

Now the watermark extraction is an inverse operation
o the embedding procedure. The three-dimensional wavelet
ransforms Iwt and Iwt,wm are calculated both for the original
mage I and for the watermarked image Iwm, respectively.
hen, the difference in the transform domain contains the

atermark

May-Jun. 20084
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Bwt,wm = Iwt,wm − Iwt , �10�

here Bwt,wm is a block containing the watermark. As the
atabase owner knows the bands b of the block Bwt,wm,
here the watermark pixels were embedded, and the

trengths �1 and �2, the 2D watermark Wwt in the transform
omain can be reconstructed by collecting the correspond-

ng values from the known bands b. Then the 2D inverse
avelet transform will finally output the watermark Wr,wm.

The second approach to watermark extraction is blind.
his approach has similarities to the watermarking using
seudo-noise sequences.1 The database provider sends a se-
ret key to the client and then the client is able to remove the
atermark from the watermarked image. The symbolic pre-

entation for watermark extraction derived from Eq. (5) is

Bwt = Bwt,wm − � · Wwt . �11�

The client has the watermarked image and she can per-
orm the wavelet transform on it receiving the watermarked

Figure 2. An example of a watermarked image. Va
reconstructed. �b� Watermarked image, RGB recon
lock Bwt,wm. Then the secret key contains the information

. Imaging Sci. Technol. 030502-
equired for the extraction: the embedding bands b for each
ixel of the watermark, their corresponding strengths �1 and

2, and naturally the watermark Wwt. With the information
iven, the client can obtain the original image for further
rocessing. The database provider will get the economic
enefit through selling the secret keys. The secret key can be
efined such that it totally removes the watermark or, if
ecessary, the information in the key can be designed such

hat a fragile watermark or some client-dependent informa-
ion still remains in the image. With this approach, the client
s not able to distribute the information further. If the image
as originally compressed in a lossy manner, the secret key

an also contain the additional information to reconstruct
he original spectral image.

In Figure 2, we show an example of a watermarked
pectral image. The original watermark and the extracted
atermark are also shown. For the visualization, the corre-

ponding RGB-images from the spectral images were com-
uted. The reconstruction was done using CIE XYZ basis

unctions with D65 light model. The parameter �1 was cal-

the parameter: �2=1.0. �a� Original image, RGB
. �c� Original watermark. �d� Extracted watermark.
lue for
May-Jun. 20085
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ulated according to Eqs. (7)–(9), the control parameter �2

as set to unity.
Compared to the original image, the visual quality of

atermarked image is good, visual inspection cannot detect
ny differences between the RGB images. In the embedding,
he quality of the watermarked image, measured as the
ignal-to-noise ratio (SNR; see below), was 35 dB. The ex-
raction process can fully reconstruct the watermark which is
hy the original watermark and the extracted watermark

ppear similar.
The watermark in this study is a visual watermark. It

ontains information derived from the database provider.
here are two purposes in using this kind of watermark. The
rst purpose is to embed the watermark with a high strength
uch that the watermark is visible in the image. The extrac-
ion of the watermark would then make the spectral image
nusable since incorrect extraction would change the origi-
al information. The second purpose is to use it as a fragile
atermark where the changes can be easily visually detected.

OSSY COMPRESSION OF WATERMARKED
MAGES
he database provider may compress the original spectral
mages for various purposes: to maintain the capacity of the tracted watermark defined as

w

t
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I
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d
s
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ommunications channel for free download, to provide a
arger selection of images in a limited storage capacity, or
ven to perform noise removal with the lossy compression
pproach.

One purpose of this study is to define a reasonable
ange for parameter �2. To find this range, we study the
obustness of the embedded watermark with a lossy image
ompression procedure. A standard approach for the lossy
ompression of spectral images is based on PCA-wavelet
ompression.27 To reduce the spectral dimension, principal
omponent analysis (PCA) is applied to the spectra of the
mages. Compression is achieved by selecting only a limited
umber of principal components. The selection is based on

he importance of the components. The resulting principal
mages are compressed with a two-dimensional wavelet-
ased method, in this study we used the implementation
alled Kakadu.28,29 The spectral images are then recon-
tructed by multiplying the restored principal images by the
orresponding principal vectors. The original spectral im-
ges were watermarked and, thus, the watermarked spectral
mages were compressed with PCA-wavelet approach in a
ossy manner.

The following measures were used to evaluate the qual-
20
ty of the reconstruction. The quality of the reconstructed h

. Imaging Sci. Technol. 030502-
atermarked image is measured using the signal-to-noise
atio SNRimg defined as

SNRimg = 10 log10

	k=0

Nz 	j=0

Ny 	i=0

Nx Iwm
2 �i, j,k�

	k=0

Nz 	j=0

Ny 	i=0

Nx �Iwm�i, j,k� − I�i, j,k��2
,

�12�

here Iwm�i , j ,k� is the value of a pixel with spatial coordi-
ates �i , j� of the band k of the watermarked image, and
�i , j ,k� is the value of a pixel with the same coordinates of
he original image. SNR was selected since it is a common

easure in image compression; it describes the quality in the
ense of energy preservation. The visual quality of a
atermarked spectral image would be of interest, but visu-

lization of a spectral image is not straightforward. One ap-
roach is to compute band-wise visual measures and average

hem over all bands, but then the band-wise qualities are lost
nd the overall result incurs similar problems to SNR.

The watermark in this study is visual. Due to the lack of
he correspondence between SNR and the human visual sys-
em, the correlation coefficient (cc) was computed as a qual-
ty measure between the original watermark and the ex-
cc =
	i=1

m 	j=1

n
�Wwm�i, j� − W̄wm��Wrwm�i, j� − W̄rwm�

�	i=1

m 	j=1

n
�Wwm�i, j� − W̄wm�2�	i=1

m 	j=1

n
�Wrwm�i, j� − W̄rwm�2

, �13�
here Wwm is the original watermark and Wrwm is the ex-

racted watermark, W̄wm and W̄rwm are the respective means
alculated over all pixels. SNR acts as an energy measure
etween the two images and cc shows the statistical similar-

ty between them.

LLUMINANTS FOR SPECTRAL IMAGE PROCESSING
he database provider stores the reflectance or radiance

pectra of the images. Depending on the client’s require-
ents, the effects from illumination can be added to the

pectra, i.e., the viewing conditions change the perceived
olor of the spectrum. External illumination can be compen-
ated through convoluting the spectra of the image with the
pectrum of the illuminant.

In the preliminary tests, a set of standard light sources
re used with the spectral images.30 The characteristics of the
tandard light sources are shown in Figure 3. The length of
ach spectrum was 32 channels. For further experiments the
ight sources “A”, “D65,” and “F11” were selected. Light
ources “A” and “D65” represent typical illumination con-
itions for incandescent light and daylight, respectively. The
pectral characteristics for “A” emphasize red and limit blue
olors; “D65” emphasizes greenish colors. In general, they

ave smooth transitions from one wavelength to another.

May-Jun. 20086
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imilar characteristics can be seen also with illuminants “B”,
C,” “D50.” The F-series represent fluorescent lamps, typical
lluminants in office conditions. They have sharp peaks at

Figure 3. Relative spectral radiance factors of the s
redefined wavelengths thus providing totally different i

. Imaging Sci. Technol. 030502-
llumination compared to illuminants “A” and “D65.”
e selected illuminant “F11” to represent this family of

light sources for different visible light wavelengths.
tandard
lluminants.
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XPERIMENTS
hree scenarios for the illumination and watermarking were
valuated. In the first two scenarios the illumination was
dded by the database provider. The third case is different
rom the previous two: the illumination is added by the
lient, and now the database provider is not aware of the
ight model used by the client. The client has the
atermarked image available and she can modify it through

llumination for her applications.
We had two basic approaches. In the first approach, the

llumination was added before the watermarking and, in the
econd, the illumination was added after the watermarking.
etails of all the practical scenarios are

(a) Scenario 1. Illumination before watermarking by
the database provider: the original spectral image I
is multiplied by the illuminant L, and then the re-
sulting image IL is watermarked to become image
IL,WM. Then lossy compression is performed on the
watermarked image IL,WM to output the image
IL,WM,C/RC. The watermark WMe is extracted from
the image IL,WM,C/RC and compared to the original
watermark WM.

(b) Scenario 2. Illumination after watermarking by the
database provider: the original spectral image Iis
watermarked to become image IWM and then mul-
tiplied by the illuminant L; the output is IWM,L. The
resulting image IWM,L is lossy compressed and re-
constructed to image IWM,L,C/RC. The watermark
WMe is extracted from the reconstructed image
IWM,L,C/RC and compared to the original watermark
WM.

(c) Scenario 3. Illumination after watermarking by the
client: the original spectral image I is watermarked
to become image IWM by the database provider.
Then the watermarked image IWM is compressed in
a lossy manner to image IWM,C/RC. That image can
be downloaded from the database provider. The cli-
ent may apply illuminants L, depending on her ap-
plications; the resulted image is IWM,C/RC,L. The
database provider can extract the watermark
WMe from the image, but the model for the il-
luminant is unknown. The estimated illuminant Le

can be defined using the original image I and the
watermarked, compressed, and illumination multi-
plied image IWM,C/RC,L.

The proposed embedding procedure was applied to
atermarking. In the experiments, 13 spectral images were
atermarked and then compressed with different bit rates.
he embedded watermark was extracted from the recon-

tructed watermarked images. The SNR was calculated be-
ween the original image and the watermarked image. Qual-
ty of compression was also calculated as SNR. For the
xtracted watermark, the correlation coefficients between the
riginal and extracted watermark were calculated.

The original spectral images had different numbers of

ands and different spatial sizes. We normalized all the im- I

. Imaging Sci. Technol. 030502-
ges before watermarking in order to have a constant spatial
ize and a constant number of bands. The spatial size of the
ormalized spectral images was 256�256 pixels. The num-
er of bands was 32. As a watermark, we used a grayscale

mage with a spatial size of 128�128 pixels; see Fig. 2(c). All
mages, both the original spectral images and the watermark,
ere normalized to range [0,1]. All computations were per-

ormed using floating point values. In the wavelet compres-
ion the data was quantized to 16-bit resolution.

The compression procedure described in the Lossy
ompression of Watermarked Images section was applied to

he watermarked images. The number of principal compo-
ents for the spectral domain of the image varied for differ-
nt compression ratios. In the spatial domain, the lossy
avelet transform compression with various bit rates was
sed. In Table I we have collected the compression param-
ters. These values reflect a typical selection of compression
arameters between the PCA compression and the wavelet
ompression.27

As the first task, a reasonable range for the watermark’s
trength controller �2 should be found. A large value would

ean strong embedding and, thus, it would yield a visible
atermark in the image. A small value would result in weak

mbedding and, thus, fragile watermarking. As such, robust
atermarking would mean relatively strong embedding
ithout visible or otherwise annoying errors in the
atermarked image. In this experiment we used a relatively

arge set of spectral images, but the results were averaged to
efine only one common value of �2 for all images.

cenario 1. Illumination Before Watermarking by the
atabase Provider
his experiment was described as Scenario 1. Various values

or �2 were applied to embedding, and the compression ra-
ios as described in Table I were applied.

The results are shown in Figures 4–6 as a function of
he strength control parameter �2. The results are averaged
ver 13 spectral images. The embedding quality is shown in
ig. 4. The quality of embedding as the signal-to-noise ratio
as calculated between the two spectral images, namely, be-

ween the illuminated image IL and the watermarked image

L,WM. Figure 5 contains the compression quality in the left
olumn, and the extraction quality in the right column.
he former was calculated using the images IL,WM and

able I. Compression parameters: number of principal components in spectral domain,
it-rate in spatial wavelet compression as bits/pixel/band and the actual compression
atio.

CA components Bitrate in wavelet comp. Compression ratio �CR�

8 5 5.7

4 3.03 12.0

0 2.03 25.1

1.68 50.3

1.25 100.6
L,WM,C/RC, and the latter with watermarks WMe and WM. In
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ig. 6 we show an example of visual reconstruction quality.
n RGB image was computed from the spectral image using
IE XYZ basis functions with light model “D65”. The RGB

mage is in the left column and the extracted watermark is in
he right column.

According to the computations, the reasonable range for

2 would be 0.5��2 �2.0. With smaller values the embed-
ing is too weak against compression and the quality of the
xtracted watermark is too low for registration. Values larger
han �2 �2.0 would output an image with visible evidence
f the watermark. The RGB images in Fig. 6 do not show
isible degradation due to watermarking. The band-wise in-
pection of the spectral image reveals that with �2 �2.0
here is a watermark embedded. At higher compression ra-
ios, the extraction quality of the watermark deteriorates as
s evident from Fig. 5. The choice of the watermark strength

2 is illumination dependent. In general, high quality of a
atermarked image is achieved with SNR�35 dB. The cor-

elation coefficient of the extracted watermark should be at
east cc	0.6 for reliable watermark extraction, either visually
r computationally. Based on these requirements we found
hat for the illuminants “A” and “D65” a watermark strength
lose to �2 =1.0, and for the illuminant “F11” a watermark
trength close to �2 =0.5 gave results where these orthogonal
equirements are both met with sufficient quality. At the
ame time the compression ratio CR should be kept reason-
ble, i.e., CR�25.

cenario 2. Illumination After Watermarking by the
atabase Provider
his experiment was described as Scenario 2. The strength
arameter �2 was varied and the results are shown in Figures
–9 as a function of the parameter �2. The results are aver-
ged over the 13 spectral images. The embedding quality is
hown in Fig. 7 for all illuminants, “A”, “D65”, and “F11”.
ow the embedding does not depend on the illuminant. The
uality of embedding as SNR was calculated between the

mages I and IWM. Figure 8 contains the compression quality
n the left column and the extraction quality in the right
olumn. The former was calculated using the images IWM,L

nd IWM,L,C/RC, and the latter with watermarks WMe and

Figure 4. Quality in watermark embedding as SNR
F11 for �2�2.5.
M. In Fig. 9 an example of visual reconstruction quality is r

. Imaging Sci. Technol. 030502-
hown. An RGB image was computed form the spectral im-
ge. The RGB image is in the left column and the extracted
atermark is in the right column.

As seen from Fig. 7, the illumination has a stronger
ffect on the watermarked image than does either the com-
ression or the control parameter �2. The effect of compres-
ion is larger than in the previous case’ (see Fig. 8). The
xtraction quality of the watermark is not as high as in the
revious case (see Fig. 8 and 9). The quality of the RGB

mage is still good. Visual changes are not present at low
alues of �2; with �2 =2.0, there are visible errors in yellow,
ed, purple, and green rectangles, in the center of the image
s shown in Fig. 9.

In Figure 10 the bandwise images from one test image
re shown. The band numbers are 4, 9, and 32, representing
lue, blue-green, and red wavelengths. There are visible de-
ects in the spectral bands. In this experiment we set

2 =2.0, and the compression ratio was CR=12.0.
In band 4, the error appears as blurring; it is spread in

arger areas inside the patches, especially in the mid-gray
atches. In band 9, the rays of the watermark can be seen in

he light patches, e.g., see the second patch on the second
ow of band 9. In band 32, the errors exist as individual
rrors from incorrect wavelet coefficients. There are both
brupt contrast changes and changes in the uniformity of
he patch gray level. The changes in Fig. 10 are visible but
hey are not too large for application development. The cli-
nt can get nearly reliable results, but at the same time she is
ware of the manipulated values in the images. From the
atabase owner’s point of view, she has full control over the
ata, and she is able to remove the effect of the illumination
efore watermark extraction. Thus, the extracted water-
arks are of high quality (see Fig. 8). The compression af-

ects the extraction quality more heavily, and the compres-
ion ratio should be kept limited, i.e., CR�12.

cenario 3. Illumination After Watermarking by
he Client
his experiment was described according to Scenario 3. The

trength parameter �2 was varied and the results are shown
n Figures 11–14 as a function of the parameter �2. The

unction of �2. SNR is less than 15 dB for illuminant
as a f
esults are averaged over 13 spectral images. The embedding

May-Jun. 20089
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Figure 5. Quality dependence on �2. Left column: SNR for the compression of the image. Right column:
correlation coefficient, cc, for the extracted watermark. See text for the images in quality computation. �a�
Illuminant A. �b� Illuminant D65. �c� Illuminant F11.
. Imaging Sci. Technol. May-Jun. 2008030502-10
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Figure 6. Example of embedding and extraction. Illuminant “D65”. The lossy compression ratio was
CR=12.0. �a� � =0.5, cc=0.531. �b� � =1.0, cc=0.661. �c� � =2.0, cc=0.754
2 2 2

. Imaging Sci. Technol. May-Jun. 2008030502-11
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uality is shown in Fig. 11 the embedding is illuminant in-
ependent. The quality of embedding as SNR was calculated
etween the images I and IWM. An estimate Le for the il-

uminant L is needed. In this case, Le was calculated from the
and-wise ratios between the original image I and the image

WM,C/RC,L. In Fig. 12, there is an example of the quality of
he estimated illuminant Le. Two cases are shown. In
ig. 12(a), the embedding parameter was �2 =1.0 and
R	5.6. In Fig. 12(b) the value of the embedding parameter
as �2 =8.0 and CR	100.1. These values were selected to

epresent extreme cases of estimation. For lower values of

2, the estimation would be even more exact.
As soon as the estimated Le is available, this scenario

eturns to the case where the illumination effect is not
resent. Thus, the compression quality and extraction qual-

ty remain similar for all illuminants. In Fig. 13 the compres-
ion quality is shown in (a) and extraction quality in (b).
he former was calculated using the images IWM and

WM.C/RC, and the latter with watermarks WMe and WM. To
e precise, the image IWM.C/RC is not only the watermarked
nd the compressed image, but it also contains some error
rom the estimated Le. As seen from Fig. 12, this error is very
mall compared to the error from compression. In Fig. 14,
n example of visual reconstruction quality is shown. An
GB image was computed from the spectral image. The
GB image is in the left column and the extracted water-
ark is in the right column.

This scenario illustrates the case where the database
wner allows free download of the watermarked and lossy
ompressed spectral images. The images are close to the
riginal, but there are differences due to manipulation
hrough watermarking and lossy compression. Using the
roposed approach for illuminant estimation, the database
wner can still verify the contents of the images. The experi-
ents give guidelines for parameter selection. For the esti-
ated illuminant, even high compression ratios are allowed
ith strong embedding. The watermark becomes visible

igure 7. Quality in watermark embedding as SNR as a function of �2.
i.e., SNR�35 dB) when �2 �1.0. Larger values allow em- 1

. Imaging Sci. Technol. 030502-1
edding of a visible watermark. Smaller values result in a
ragile watermark. The change in extraction quality towards
he lower values of �2 is rapid (see Fig. 13). Again, the com-
ression should be kept limited, CR�12.

ISCUSSION
e considered a technique for embedding a watermark into
spectral image. The quality of the watermarked image and

he quality of the extracted watermark is controlled by pa-
ameter �2.

In this study we considered the effect of the illumina-
ion of the watermarked images. We considered three sce-
arios: illumination before watermarking, illumination after
atermarking performed by the database owner, and
atermarking before illumination by the client. Based on the

xperimental results for 13 spectral images, we find reason-
ble ranges for the embedding strength �2 for different il-
uminants. We also studied whether the illumination affects
he watermarking and vice versa.

In the first scenario, a spectral image was multiplied by
he illuminant, then watermarked. The watermark is
xtracted from the reconstructed image and compared to the
riginal one. According to the experiment the reasonable
ange for �2 would be 0.5��2 �2.0. With smaller values,
he embedding is too weak against compression and the
uality of the extracted watermark is too low for registra-
ion. For the values larger than �2 �2.0, the watermark be-
omes visible in the spectral image. As can be seen in Fig. 5,
he choice of the watermark strength �2 is slightly illumina-
ion dependent. We found that for the smooth illuminants
A” and “D65” watermark strength 0.5��2 �2.0, and for
he peaky illuminant “F11” the watermark strength, �2

hould not be larger than unity. Even with this value the
uality of embedding is very low. The compression has
reater impact with smooth illuminants “A”, “D65” than
ith “F11”, which is due to the watermarking approach. For

F11” the watermark is in the same coefficients as the energy
f the image. For smooth illuminants, the watermark is
pread among various coefficients and they gradually vanish
n lossy compression. This similarly applied to the embed-
ing. Since the strength becomes larger, then the effect of the
atermark also becomes larger for these wavelet coefficients.
hus for “F11”, the quality of the embedding degrades faster
ith compression.

In the second scenario, a spectral image was first
atermarked, then illuminated, and finally compressed. The
atermark is extracted from the reconstructed image and

ompared to the original. The results show that the quality
f the watermarked image and the quality of the extracted
atermark depends more on the illumination than on the
arameter �2 or the compression. For the illuminants “A”
nd “D65”, the visual quality of the extracted watermark is
ood for �2 in the range [0.5, 2]. For the illuminant “F11”,
he extracted watermark is not visible for �2 �2.0. For
alues lower than �2 �1.0, compression heavily affects
xtraction. Thus, for “F11” a reasonable range would be

.0��2 �2.0.

May-Jun. 20082
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Figure 8. Quality dependence on �2. Left column: SNR for the compression of the image. Right column:
correlation coefficient, cc, for the extracted watermark. See text for the images in quality computation. �a�
Illuminant A. �b� Illuminant D65. �c� Illuminant F11.
. Imaging Sci. Technol. May-Jun. 2008030502-13



c
i
l

c
s
t

Kaarna et al.: Watermarking spectral images with 3D wavelet transform subject to various illumination conditions

J

In the third scenario, the image was watermarked and
ompressed in a lossy manner. Then the client added the
lluminants she needed in her applications. As such, the il-

Figure 9. Example of embedding and extractio
CR=12.0. �a� �2=0.5, cc=0.439. �b� �2=1.0,
uminants were unknown to the database owner. For this p

. Imaging Sci. Technol. 030502-1
ase, we estimated the illuminant; the proposed estimation is
imple and of high quality. In this case the extraction returns
o the case when the watermark is extracted from the com-

inant “D65”. The lossy compression ratio was
89. �c� �2=2.0, cc=0.643.
n. Illum
cc=0.5
ressed image with some error from the estimated il-

May-Jun. 20084
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Figure 10. Bandwise images. Left column: bands from the original image. Right column: bands from the
watermarked image. �a� Band 4. �b� Band 9. �c� Band �32�.
. Imaging Sci. Technol. May-Jun. 2008030502-15
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uminant: In that sense, the error of the estimated illuminant
s very small and the extraction is accurate. The error comes

ostly from artifacts due to lossy compression.
In the experiments the comparisons between the images

ere considered. It is not reasonable to compare the original
mage and the image with the illuminant added. In this case
he error measured as SNR or measured as a visual differ-
nce is large. In principle, the error is proportional to the
istance from the illuminant to white. This error dominates
ver the error contributions from watermarking or from

ossy compression.
The current approach to watermarking also is suitable

hen the watermark can be visually detected. Even then, the
atermarked image can be used for application development

nd implementation purposes.

ONCLUSIONS
pectral color imaging is becoming a practical tool in many

igure 13. Quality dependence on �2. �a� SNR for the compression of
he image. �b� Correlation coefficient for the extracted watermark. See
ext for the images in quality computation.
igure 11. Quality in watermark embedding as SNR as a function of � .
pplications. In this study we embedded a grayscale water-
igure 12. Estimation of illuminants for different visible light wavelengths.
ymbol ‘o’ in ‘A o’, ‘D65 o’, and ‘F11 o’ refers to the original spectrum of
May-Jun. 20086
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Figure 14. Example of embedding and extraction. Illuminant “D65”. The lossy compression ratio was
CR=12.0. �a� � =0.5, cc=0.394. �b� � =1.0, cc=0.583. �c� � =2.0, cc=0.643.
2 2 2

. Imaging Sci. Technol. May-Jun. 2008030502-17
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ark in a spectral image in the three-dimensional wavelet
ransform domain. The properties of the watermarking on a
et of spectral images were studied. We studied especially the
obustness of the embedded watermark to different illumi-
ation conditions. Also, the compression of the water-
arked images was studied.

We considered three scenarios of illumination of the
atermarked image. For all cases an applicable range of em-
edding strength was defined. This strength range provides
dequate visual quality of the extracted watermark, while the
uality of the watermarked spectral image is still high. The
roposed approach normalized both the image and the wa-

ermark before embedding. Use of SNR as a quality measure
or spectral images under different illumination conditions is
ot totally reliable due to significant changes in image spec-

rum: average changes are still small, but there may be large
hanges present in specific color channels which are visually
nnoying. Methods for evaluating the quality of the image
ith respect to the changes in color will be considered in the

uture, to find a better alternative.
Illumination has a large effect on the content of the

mage. The computational results confirm that the database
rovider should add the effect of illumination before embed-
ing the watermark in the image. The qualities of both the
atermarked image and the extracted watermark are higher.
his is further emphasized as compression is applied to

hese images. If the database owner will add only the water-
ark, then the proposed approach can be used successfully

o estimate the illuminant.
This study considered only the illumination and the

ossy compression as attacks against the watermarked im-
ges. A normal operation with spectral images that is not
resent with RGB images is bandwise cropping. The ap-
roach is this study detects band cropping in the extraction
rocess using the size information of the image. If there are
ot a required number of bands, the extraction process will
ot output the watermark. Thus, bandwise manipulations,

ike changing, mixing, and ordering, cannot be noticed with
his approach. The solution for this problem lies in more
euristics in the embedding and extraction processes or in
ore intelligent watermarking. Other attacks include secret

ey-based extraction and reverse engineering. With RGB im-
ges, it is reasonable to include an invisible, client-based,
ight-weight watermark, which is appropriate owing to the
pplication of the images; they are mostly viewed by hu-
ans. With spectral images the computational approaches

re more regular and the manipulation of the images can be
etected in computational applications. For spectral images,

he computational invisibility should be established, and the
atermarking of spectral images should be designed for the

ppropriate quality metric.
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