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bstract. Variable data printing (VDP), combined with precision
egistration of multiple ink layers, empowers a layered deterrent us-
ng variable print strategies on each of the multiple layers. This shifts
he need for specialized printing techniques to the need to accom-
odate variable ink approaches. Such layered deterrents can incor-
orate infrared/ultraviolet fluorescent inks, infrared opaque and

ransparent black inks, inks containing taggants, magnetic ink, and
nks with differential adhesive properties to enable sandwich print-
ng. Overt features printed as part of the same layered deterrent
rovide excellent payload density in a small printed area. In this
aper, the statistical and hardware processes involved in qualifying

wo layers of such a deterrent for their deployment in product (e.g.,
ocument and package) security are presented. The first is a multi-
olored tiling feature that provides overt security protection. Its color
ayload is authenticated automatically with a variety of handheld,
esktop, and production scanners. The second security feature is
overt and involves the underprinting or overprinting of infrared in-
ormation with the covert tiles. Additional layers using existing secu-
ity deterrents are also described, affording the user information
ensities as high as 560 bits/cm2 �70 bytes/cm2�.
2007 Society for Imaging Science and Technology.

DOI: 10.2352/J.ImagingSci.Technol.�2007�51:1�86��

NTRODUCTION
ounterfeiting, smuggling, warranty fraud, production over-

uns, product diversion, and related problems are a huge
oncern for brand owners. Conservative estimates place
ounterfeiting alone at 5–7% of world trade, or more than
300 billion/annum.1 Because the harmful effects of coun-
erfeiting extend to entire economies and societies,2 fighting
ounterfeiting not only protects a brand name but also can
dd to brand value if the company is perceived as an agent in
roduct security. Counterfeiting in the pharmaceutical in-
ustry is enabled by the practice of relabeling and
epackaging,3 increasing the need for item-level authentica-
ion. The US Food and Drug Administration (FDA) has
reated a Medwatch4 program to provide up-to-the-minute
eporting of adverse events in the pharmaceutical distribu-
ion chain, emphasizing the ubiquity and severity of the
ounterfeiting.

To deter counterfeiters, a layered deterrent is recom-
ended. This is a printed deterrent that contains two or
ore layers of information in a single region. Higher density

f layered deterrents is provided when multiple layers of ink

Presented in part at IS&T’s Digital Fabrication Conference, Baltimore,
D, September, 2005.

eceived Jan. 25, 2006; accepted for publication Aug. 15, 2006.
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re precisely registered, such as is possible with liquid elec-
rophotographic (LEP) digital press technologies.

Product security begins with the package. If each pack-
ge provides a unique identifier, which can be tracked and
inked to a provenance record tracing its location through-
ut its distribution path, then even a modest level of
ustomer/retailer authentication poses a significant exposure
isk to a would-be counterfeiter.5 The incentive for package
euse is also removed. Using this approach, the packages
hould provide overt security printing features that can be
uthenticated simply (e.g., with camera phones, digital cam-
ras, scanners, and all-in-ones) and reliably. This approach
ill always be complemented by complex deterrents (color-

hifting inks, layered deterrents,6 etc.), electronic and active
eterrents (RFID, etc.), tamper-evident deterrents, and other
egistry-based deterrents. Under some circumstances, a
nique identifier can provide a level of security dictated by

ts density—the amount of information that can be reliably
ead using the deterrent. For this to happen, it must be
eliably authenticated.

In this paper, two deterrents are considered (and salient
ortions of them qualified). The first is a 2D arrangement of
olor tiles,7,8 which can provide branded colors, product-
pecial colors, and/or be part of an overt deterrent. These
olor tiles can in turn be associated with overprinted micro-
ext. Figure 1 demonstrates this feature in its two default
eployments: without superimposed microtext (upper) and
ith superimposed microtext (lower). The upper color tile

eature can also accommodate hidden ultraviolet/infrared
UV/IR) inks, as described below—or overprinted UV/IR
nks—for additional, covert security. In Fig. 1, the default
eployment of the upper feature is expanded to twice its size
elative to the lower feature (the addition of microtext re-
uires roughly a 2� increase in tile width and height to
uthenticate accurately).

Thirty-six characters (the 26 English letters A–Z and the
0 numerals 0–9) are associated with two consecutive color
iles (each taking on one of six possible colors—thus, the 36
haracters are encoded exactly by 6�6 color combinations)
n English reading order (left to right by row, top to bottom
y consecutive rows). The color pairs mapped to these are
= �R ,R�, B= �R ,G�, C= �R ,B�, D= �R ,C�, E= �R ,M�,
= �R ,Y�, G= �G ,G�. . ., 9= �Y ,Y�, where RGBCMY are the

olors red, green, blue, cyan, magenta, and yellow, respec-
ively. Note that, for example, the letter “N” is always en-
oded as a blue followed by a green tile in the feature on the
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ight in Fig. 1. Both features encode the string “THISWAS-
RINTEDFORJOURNALOFIMAGINGSCIENCEAND-
ECHNOLOGY15JAN2006.”

The second layer (Fig. 2) is a binary covert tile produced
y one of two approaches. The first approach is the combi-
ation of an infrared (IR) reflective ink layer overprinted by

9,10

igure 1. Color tile security printing feature in default deployment, with-
ut microtext �upper� and with microtext �lower�. The upper feature is
xpanded to twice its size relative to the lower feature, as necessary for
ccurate authentication �the addition of microtext requires approximately
twofold increase in tile width and height to authenticate accurately�. The

etters A–Z and numerals 0–9 are associated with two consecutive color
iles in European reading order. The color pairs mapped to these are A

�R ,R�, B= �R ,G�, C= �R ,B�, D= �R ,C�, E= �R ,M� , . . . ,9= �Y ,Y�,
here RGBCMY are the colors red, green, blue, cyan, magenta and
ellow, respectively. Note that, for example, the letter “P” is always en-
oded as a blue followed by a cyan tile in the feature on the right above.
wo types of black (or other spot color) ink, making it T

. Imaging Sci. Technol. 51�1�/Jan.-Feb. 2007
ppear to be a uniform (spot) colored area, but encoding a
overt tile structure. This feature is produced using inks that
ave differential opacity to visible and infrared light excita-
ion. In offset and other “static printing” technologies, pro-
ess black ink can be used as the ink with opaque IR char-
cteristics, and Anoto black ink11 as the ink with transparent
R characteristics. Using a variable data printing front end,
ne can simply select between the two spot color inks and
ecide which sections of underprinted infrared ink to reveal.

igure 2. Security printing features: color tile �upper� and binary tile
lower� for testing differential IR-opaque inks. For the qualification de-
cribed herein, the color tile feature was printed using CMY �cyan, ma-
enta, yellow� inks, and the binary tile feature with spot color blue
C6170A� ink.
he second approach to providing a layered deterrent is to

87
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imply overprint IR tile patterns on a color tile deterrent
uch as shown in Fig. 1. The second approach was simulated
ere with a blue ink tile.

ECURITY PRINTING FEATURE QUALIFICATION
o qualify a feature, the following steps are required

a. Design the feature. This includes specifying the
variables in the feature and the ranges over which
they should be varied. On the low end of the
range, the feature should essentially never authen-
ticate (or authenticate below any acceptable accu-
racy), whereas on the high end, the feature should
authenticate at an acceptable level. For the color
tile feature, the variables include (i) the set of col-
ors printed, (ii) the width and height of, and thus
number of bits in, the feature, (iii) the inclusion/
exclusion of (visible) microtext, and (iv) the width
and height of the tiles.

For the binary tile, the variables include (i) the
spectral characteristics of the inks used, (ii) the
width and height of, and thus number of bits in,
the feature, and (iii) the width and height of the
tiles.

b. Determine the set of features to print. Based on
the above set of variables, for the color tiles (i) the
set of colors printed was �RGBCMY�, (ii) an
8�8 array of tiles was printed with at least six of
each color, (iii) microtext was not printed visibly
over the color tiles, and (iv) the width and height
are equal and are varied from 0.125 to 1.25 mm
(in 0.125 mm increments).

For the binary tiles, (i) a single ink was se-
lected to print, HP C6170A spot color blue ink,
(ii) an 8�9 array of tiles was printed with 32
white spaces and 40 black spaces (including 8
black spaces on the lowest row, as in Fig. 2), and
(iii) the width and height are equal and are varied
from 0.125 to 1.25 mm in 0.042 mm increments.

c. Print the set of features. Thirty-six color tile fea-
tures were printed at each of ten sizes, at 600 ppi.
For purposes of testing, multiple security printing
features are written to each letter-sized
�11��8.5�� page, as shown in Fig. 3. A total of 360
(36 each at 0.125, 0.25, …, 1.25 mm in dimen-
sion) color tile features, each with 60 colored tiles
(21 600 total tiles), were printed. The final four
black tiles on the color tile features are ignored by
the authentication algorithm. The color tile fea-
tures were printed on a thermal inkjet printer at
600 dots per inch �dpi�, or 240 dots/cm, resolu-
tion using default settings except for selecting
“high quality.”

A total of 16 binary tile features were printed
at resolutions of 0.125, 0.167, …, 1.25 mm (28
different sizes, 16 binary tiles each, 72 tiles each,
for a total of 32 256 tiles). A sample page for these
8

tile features is shown in Fig. 3. The binary tile
features were printed on a thermal ink jet printer
at 600 dpi �240 dots/cm� using default settings,
except that the color cartridge was disabled (so
only the blue ink printed) and “high quality” was
selected.

Each color tile sequence used 30 of the 36
characters in the set, and each character appeared
in 30 of the 36 samples at each resolution (the
same set of 36 features was printed at each resolu-
tion). Each binary tile included the 16 4-bit sub-
sequences (0000, 0001, …, 1111), and once more
the same set of 16 features was printed at each
resolution.

d. Scan the pages of the features. The printed pages
were all scanned using a commercial off-the-shelf
desktop scanner (the pages were placed manually
on the scanner, so that the automatic document
feeder was not used) at 600 pixels per inch �ppi�,
or 240 dots/cm, using default settings, and stored
with lossless compression. To accommodate all the
features, 29 pages of color tiles and 37 pages of
binary tiles were scanned.

e. Extract the features from the printed pages. A seg-
mentation algorithm12,13 was used to extract each
feature automatically from the scanned page of
multiple features. Where possible, whitespace was
included around the feature. After this step, the
360 color tile features and 448 binary tile features
are saved as individual image files.

f. Authenticate the features. The set of extracted fea-
tures is then evaluated using the authentication al-
gorithms described below. The output of the au-
thentication algorithm is a sequence that can be
directly compared to the intended sequence. The
number of loci (single tile reading) errors is calcu-
lated for each feature.

g. Determine critical point in the authentication
curves. Curves are then obtained showing the
number and percentage of tiles read successfully
along with the absolute number of tiles correctly
read. From these data, one can recommend the
security feature deployment parameters (size, in
the case of the features tested herein). The error
rate is used to define how many check bits, redun-
dant bits, etc., must be added to prevent read
errors.

UTHENTICATION
olor tile authentication consists of the following steps, all
f which are embedded in a single executable that performs
ear-real time analysis of an image:

a. Thresholding. Thresholding is performed on the
saturation values of the scanned pixels, since the Y
tiles have similar intensity values to white, and the
six colors cover much of the hue gamut. Satura-

tion is defined as

J. Imaging Sci. Technol. 51�1�/Jan.-Feb. 2007
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Figure 3. Sample pages printed for qualification: color tiles �pair on left side, columns �a� and �b�� and binary
tiles �pair on right side, columns �c� and �d��. For each pair, the raster files to be printed are on the left, and the
scanned pages are on the right. For the binary tiles, the print raster is binary �black and white�, and the
C6170A spot color blue ink was printed and scanned using the “black ink” cartridge in the thermal ink jet
printer. Both sets represent the largest dimension tested �1.25�1.25 mm tiles�.
. Imaging Sci. Technol. 51�1�/Jan.-Feb. 2007 89
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Saturation = �255 � �1 − min�R,G,B�

/sum�R,G,B��� . �1�

The threshold value is determined from the
moving average-smoothed saturation histogram
and is the minimum point of the saturation histo-
gram above the peaks for black and white (which
usually overlap) and the next peak (typically for
blue).

b. Segmentation. The resulting thresholded image is
then prepared for segmentation with a sequence of
thinning (to eliminate speckle noise), fattening (to
return nonerased regions to their original size),
and run-length smearing (to prevent gaps in fea-
tures). These preparatory steps are well known for
2-D segmentation, extending back 25 years.14 Be-
cause we are looking for nontext regions, default
segmentation preparation as described in Ref. 14 is
used: we then filter out the regions formed based
on size and aspect ratio (and later histograms) to
locate the tile features. Next, regions are formed,
and the set matching the expected size of the se-
curity printing features is identified and outlined.
The processing to this point requires less than
0.5 s on a mid-range laptop computer for a
10�15 cm2 image, suitable for authentication of a
single package or document. For a full page (e.g.,
20�25 cm2 cropped image), the same mid-range
(2 GHz processor clock, 512 MB RAM) laptop re-
quires approximately 3 s of processing time.

c. Subsegmentation. These regions are extracted to
individual files and corrected for skew, if present.
The features are then sliced into eight columns and
eight rows (per the specification of the features as
8�8 tiles in size) and these 64 regions assigned in
reading order. The four black tiles at the end are
used to make sure they are oriented properly, and
then discarded to leave a 60 tile sequence. Because
these images are now the size of the deterrent it-
self, the subsequent steps are performed very rap-
idly (a much smaller image is processed much
more quickly), generally in less than 10 ms, for
example, on a mid-range laptop.

d. Find color peaks. The (CMY) color peaks are
found first. Separate C, M, and Y maps the same
size as the feature are created and the values for C,
M, and Y calculated as

C = B + G − R ,

M = B + R − G ,

Y = G + R − B .

Each of these maps is histogrammed, and the
largest peak above the midpoint (255 for an 8–bit/

channel or 24–bit image) of the range (0–511 for

0

24-bit image) of the histogram is defined as the C,
M, or Y peak in each of these maps. The median
value in the peak is taken as the representative
value for each of these three colors. The pixels as-
signed to any of these three peaks are then ignored
(not added to the histograms) when the �RGB�
color peaks are defined.

The values for R, G, and B are calculated as

R = 255 + R − B − G ,

G = 255 + G − B − R ,

B = 255 + B − R − G .

The pixels not assigned to C, M, or Y peaks in
the previous step are now histogrammed. Here,
the largest peak above the midpoint of the range of
the histogram is defined as the R, G, or B peak.
The median value in the peak is taken as the rep-
resentative value for each of these three colors.

e. Assign color value to every pixel in the feature.
Next, the distance from the defined (median) value
of each peak is computed for every pixel, and each
pixel is assigned a color value corresponding to the
minimum distance (Fig. 4, middle image).

f. Assign color value to every tile in the feature. For
each tile region, the number of pixels assigned to
each color is summed, and the color with the
maximum value is assigned to the tile (Fig. 4, right
image). Ambiguous tiles (wherein the color with
the maximum value is assigned less than half the
pixels) are reported.

g. Report tile sequence. The 60 tile sequence is orga-
nized into 30 consecutive pairs. These 30 pairs of
tiles are decoded into a 30 character string which is
then compared to the intended sequence. Errors
are listed as single or dual tile errors (the latter
counts as two “errors”).

Figure 4 shows the effects of these steps on a scanned
olor tile feature. The output of the authentication is the
equence as follows, which is directly compared to the
rinted sequence (in this case, there is no error):
FGHIJKLMNOPQRSTUVWXYZ012345678”

The steps for authenticating binary tiles are similar to
hat for color tiles, though in general simpler:

a. Thresholding. Thresholding is again performed on
the saturation values of the scanned pixels. We
chose a blue ink to provide the “most challenging”
thresholding test of the set �RGBCMY� (blue ink
had the lowest saturation peak of these six peaks).
The threshold value is again determined from the
moving average-smoothed saturation histogram.

b. Segmentation. Segmentation is performed as for
color tiles.
c. Subsegmentation. These regions are extracted to

J. Imaging Sci. Technol. 51�1�/Jan.-Feb. 2007
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individual files and corrected for skew, if present.
The features are then sliced into nine columns and
eight rows (per the specification of the features as
9�8 tiles in size) and these 72 regions assigned in
reading order. The eight consecutive black tiles at
the end are used to make sure they are oriented
properly, and then discarded to leave a 64-tile se-
quence.

d. Assign foreground/background value to every

Figure 4. �a� Sample color tile feature after being s
3. �b� White and black pixels assigned to black
�RGBCMY�. �c� Subsegmentation of the color tile f
pixel in the feature. For each tile region, the num-

. Imaging Sci. Technol. 51�1�/Jan.-Feb. 2007
ber of pixels assigned to foreground (blue) is
summed, and if this number is greater than the
number assigned to background (white), then the
tile is assigned to “foreground” (“1” in the se-
quence). Otherwise the tile is assigned to “back-
ground” (“0”).

e. Report tile sequence. The 64 tile sequence is re-
corded, which can then be compared to the in-
tended sequence.

ed and extracted from the top of column �b� of Fig.
ndividual pixels assigned to one of the color set
nd the color assignment of each tile.
egment
and i

eature a
91
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UALIFICATION
here were several types of errors in reading the color tiles
Table I). The first was due to features having insufficient
olor saturation (Table I, second column from left), in which
he scanned feature had insufficient consistency of saturation
f the colors to segment as a single region (due to low satu-
ation pixels being assigned to the “black” and “white” pixel
ategory). Figure 5 illustrates several examples of these fea-
ures (these are 0.25�0.25 mm2 tiles). Halftoning likely
ontributed to this phenomenon, since the “additive” colors
RGB� fared more poorly than the subtractive colors �CMY�.
he latter correspond more exactly with the ink pigment
olors, and so are less affected by halftoning. Features that
egmented incorrectly were simply registered as “read fail-
res,” and these occurred for tile dimensions up to
.125�1.125 mm2.

The second type of failure was an incorrect color assign-
ent for a (properly) segmented tile. This is reported as the

tile error rate” (Table I, fourth column from left). This
alue dropped to 6.2% at a tile size of 0.50�0.50 mm2, then
ncreased again, dropping to 5.0% at 0.88�0.88 mm2. This
onlinear behavior for tiles from 0.50 to 0.88 mm in di-
ension may simply be an artifact of the small number of

ages scanned. If not, it is likely a consequence of the auto-
atic subsegmentation approach of the simple authentica-

ion algorithm deployed for the qualification work presented
ere. Regardless, by the time the tiles were 1.25 mm on a
ide, read failures had dropped to zero, 75% of the features
ere read without a single tile error, and the overall tile error

ate was less than 1%. Thus, individual tile reading accuracy
urpassed 99% at this size (Fig. 6).

The graph for binary tile errors (Fig. 7) was relatively

able I. Results for color tile qualification. Read failures correspond to features with
nsufficient color saturation. The number of correct reads is out of a possible 2160 total
olor tiles read at each tile size.

ile
imension
mm�

Read
failures
�%�

Errorless
reads
�%�

Tile error
rate
�%�

Correct
reads �no.�

.13 100.0 0.0 100.0 0

.25 69.4 0.0 93.64 42

.38 80.6 0.0 43.33 238

.50 52.8 33.3 6.18 957

.63 69.4 11.1 7.58 610

.75 50.0 2.8 11.02 961

.88 8.3 16.7 5.05 1880

.00 2.8 30.6 2.48 2048

.13 2.8 61.1 1.90 2060

.25 0.0 75.0 0.74 2144
ell behaved. The smallest two sizes (3 and 4 pixels, or 0.125 b

2

nd 0.167 mm, on a side for each tile) were essentially un-
eadable, with error rates of �50%. By 0.208 mm on a side
Fig. 7), however, the tiles were readily readable, with an
rror rate just over 10%. The error rate dropped below 1%

2

igure 5. Color tile patterns �0.25�0.25 mm in size� with low print
uality. Many of the pixels in the colored �RGBCMY� areas of these

eatures are closer in saturation terms to the black peak than to the color
eaks. Even when these lower-resolution features are segmented correctly,

here is a high tile reading error rate �Table I, Fig. 6�.
y the time the binary tiles reached 0.63�0.63 mm in size.

J. Imaging Sci. Technol. 51�1�/Jan.-Feb. 2007
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ISCUSSION
erforming the qualification of a security printing feature is

mportant to ensure that customers retailers, and/or field
nvestigators will willingly and consistently perform authen-
ication. Of course, this is not simply a technical issue. An
mportant means for encouraging compliance is to put in
lace convenient systems for gracefully handling exceptions
read failures, periodic authentication, etc.). Another means
f improving compliance is to largely eliminate “read fail-
res,” which, for example, argues for a 1.25�1.25 mm2

olor tile for the hardware used in this qualification study.
he output of qualification is a recommendation for the
eployment of the feature: its size and density (e.g., how
any tiles to use and how large the tiles are), the printing

nd reading/scanner hardware to be used, and the purpose
f the feature. The latter point was not addressed directly in
his paper, but is directly related to an accuracy curve such as
hat shown in Fig. 6. If the color tile size is selected to be

igure 6. Color tile authentication accuracy as a function of tile size.
9% accuracy is achieved by 30 pixels �at 600 ppi, or 240 dots/cm�,
r 1.25�1.25 mm in width�height. Tiles are squares ranging from
.125 �3 pixels� to 1.25 �30 pixels� mm in size.

igure 7. Binary tile authentication error rate �100%-accuracy� as a func-
ion of tile size. 99% accuracy is achieved by 15 pixels �at 600 ppi, or
40 dots/cm�, or 0.625 mm in width/height.
just beyond” the knee of the curve (e.g., a 12�12 pixel, or

. Imaging Sci. Technol. 51�1�/Jan.-Feb. 2007
.5�0.5 mm2, color tile is chosen), then the feature can
rovide an anticopying deterrence in addition to the security
f the sequence itself. If, on the other hand, the size is made
s large as possible to prevent any “read failures,” then a
ounterfeiter may be able to more readily copy a batch of
eatures. (Since copying degrades the features, it will effec-
ively move the feature further toward the “knee” of the
uthentication accuracy curve, but the greater reliability of a
arge tile will prevent a large increase in read failures.) Thus,
maller tiles perform a function more like that of a copy
etection pattern15 (that is, covert), while larger tiles perform
function more like that of a bar code (that is, overt). It is

mportant to note that even if a counterfeiter can success-
ully copy an overt feature, the presence of a secure (data-
ase) registry for polling with the for-authentication se-
uences will always discourage wholesale counterfeiting (so

ong as the codes are actually routinely verified by the end
ser—customer, retailer, and/or field inspector).

Performing the qualification is also an excellent means
f evaluating the effectiveness of the authentication system
ne is planning to use with a product. In performing the
xperiments above, for instance, it was observed that for
ile-based deterrents, there are at least two distinct, broad
lasses of errors made during authentication. The first class
f errors, which are highly dependent on the size of the tiles,
nd thus follows a classic “S curve” such as that shown in
igs. 6 and 7, are broadly termed “printing errors.” These
rrors, which are manifest at sizes larger than the individual
rinting dots, are addressed through improving the printing

echnique (e.g., by changing the hardware, such as using a
evice with more precise ink placement) or approach (e.g.,
y eliminating halftoning through the use of six spot color

nks for the color tiles), or by changing the ink itself (this is
ot an easy prospect, since ink chemistry is constrained by

he physics of the printing), with varying improvements. It
hould be noted that these print errors (smearing, blotching,
tc.), if uncorrected, prevent any increased deterrent density
hrough magnification.

The second type of error is the error associated with the
uthentication algorithm itself. For the experiments de-
cribed, relatively simple authentication approaches were
dopted. Because of this, we were able to make on-the-fly
hanges to these algorithms to reduce the overall error rate.
or example, during the performance of the binary tile au-
hentication, we noted that occasionally the authentication
lgorithm would crop the 9�8 feature to effectively an 8

8 feature. This resulted in infrequent occurrences of a sig-
ificant misread of a feature because the algorithm was at-

empting to impose a 9�8 structure on an 8�8 matrix.
ncreasing the size of the gap smeared by the run-length
mearing eliminated this algorithm error. As a second ex-
mple, during the performance of the color tile feature au-
hentication, we noticed that finding the subtractive �CMY�
olor peaks first reduced the overall error rate considerably
n comparison to finding the additive �RGB� color peaks
rst.
Feature qualification focuses on the different aspects of
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he security printing feature to which the overall authentica-
ion process is sensitive. The size of the feature, as shown
ere, is clearly an important (perhaps the most important)

actor. However, many other factors are important to con-
ider, including the device independence of the authentica-
ion. Any off-the-shelf version of the scanning hardware
sed for qualification work should perform as well as the
ne used during qualification. Other factors include control
ver the printing process (for example, being able to reduce
he effects of halftoning significantly improve color tile au-
hentication accuracy), the ability to match the printing and
canning resolutions (or at least have them be integral mul-
iples of each other), and the processing available for authen-
ication. For example, if processing power is unlimited, then
t is advantageous to put much more intelligence into the
uthentication algorithm, including the ability to respond
daptively to ink- and other print-related problems that
ight otherwise contribute to tile read errors. One of the

rincipal purposes of qualification is to determine where to
ocus one’s energies—on the printing, the scanning, or the
uthentication.

Based on the results, the color tile feature can be de-
loyed using relatively inexpensive thermal ink jet printers
nd desktop scanners for production and authentication, re-
pectively, with a bit density of �160 bits/cm2. The binary
ile feature can be deployed at �250 bits/cm2. These densi-
ies assume that a tile read accuracy of �99% is acceptable.

ore generally, however, these bits will be incorporated into
n overall deterrent, which includes positioning outline
akin to those on a 2-D DataMatrix barcode, for example16)
nd error code checking such as the Reed-Solomon
lgorithm.17 The final density of these tile-based deterrents,
hen, will be on the order of 100 bits/cm2 using the authen-
ication equipment described herein.

The qualification work is used to recommend a deploy-
ent size and parameter definition. It is also used to define

ow many check bits, redundant bits, etc. must be added to
revent read errors. For example, at a bit density of
60 bits/cm2, 25% of the color tiles will suffer at least one
ile classification error. This means that the true “as-
eployed” density of the tile feature will be reduced to in-
orporate error checking tiles. There is a trade-off between
educing the size of the tiles (which increases the tile error
ate) and needing to incorporate more color tiles to provide
rror checking. An ideal tile-based security printing feature
eaches a consistent low error rate above a certain size, al-
owing the error-checking approach to be reliably deployed.
n addition, magnification can be used to increase the den-
ity, though with exacerbation of any print defects (see Fig.
).

Additionally, the overall “ecosystem” in which the tile-
ased security printing features are to be deployed affects the
election of parameters in the features. For example, if the
aw sequences encoded in the color tiles are stored in a
sparse) registry such that the odds of a random sequence
eing in the registry are quite low,5 then low error rates in

he color tiles can be overcome by using a pattern matching fi

4

pproach (such as that employed in bioinformatics) to find
he best fit in the registry to the (mis-)reported sequence.
equences with too high a number of errors can either be
ejected as counterfeit, or trigger an event asking the user to
escan the feature. Alternatively, if a large volume of deter-
ents are being scanned simultaneously, the packages with
read failures” can be manually authenticated, authenticated
ith a more sophisticated scanner, or simply ignored (due to

he rest of the deterrents successfully authenticating), de-
ending on the needs and governance rules for the product
nd its authentication.

In-house and externally developed security printing fea-
ures are fully qualified using the processes described herein.
rinting and scanning are performed with the exact hard-
are to be used by consumers, retailers, and field inspectors.

n most cases, this will require a plurality of scanning hard-
are; for example, a camera phone or PDA-like device for

onsumers, handheld scanners for retailers, desktop scanners
or field inspectors, and a vision system for forensic investi-
ators. Additional authentication hardware may be qualified
or use on the production line (where the features may be
ead and registered in a secure database).

While more advanced authentication algorithms are be-
ng developed, it should be noted that this was not the pur-
ose of this paper. The purpose was to use extremely simple
uthentication algorithms and inexpensive hardware for au-
hentication, and demonstrate how high density security de-
errents can be created through layering. The deployment
ecommendations are to use 1.25�1.25 mm2 color tiles
ith an appropriate error-code checking (ECC) algorithm

e.g., Ref. 17), and to use 0.63�0.63 mm2 binary tiles, also
ith an appropriate ECC algorithm. However, before de-
loying these security printing features, we would also per-

orm a large set of qualification tests at and near the deploy-
ent size. This is necessary to predict more tightly the actual

eployment error rate. Typically, one will perform many
hundreds or thousands) of tests at this more restricted
ange (e.g., at 1.1, 1.2, 1.3, and 1.4 mm dimensions for the
olor tiles), using multiple pieces of printing and scanning
ardware.

It is worth noting that feature density is not the only
onsideration in choosing between color and binary tiles.
olor tiles provide a more difficult to reproduce look and

eel, and may also “degrade” more quickly near the deploy-
ent tile size than binary tiles (as evidenced by a better

S”-shape in Fig. 6 when compared to Fig. 7). Moreover,
olor tiles can be “pretreated” for color space shifts that
ccur between the printing and scanning processes. For ex-
mple, if the red and magenta tiles are found to be difficult
o distinguish during authentication, additional blue may be
dded to the magenta and/or additional yellow may be
dded to the red. Additional color combinations can also be
ested with the qualification protocol described here. In this
ay, color can be used to optimize the density of informa-

ion encoded.
The color tile features, in addition, are a means of ful-
lling FDA recommendations for overt, covert, and forensic
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nticounterfeit technologies.18 Clearly, the visible color pat-
erns are an overt feature and can be used for branding in
ddition to product track and trace and authentication. The
ext encoded in the sequence of tiles provides a covert de-
errent (visible, but not generally intelligible). The microtext
uperimposed on the color tiles, if deployed, can offer a
orensic-level feature because the microtext fonts themselves
an be varied with an astronomical number of
ombinations8 that must be hand-authenticated.

In addition to the color tile and binary tile
ualification,19 the use of multiple layers was considered.
ecause this “sandwich printing” feature is commercially
vailable, it does not need qualification. On the HP Indigo
igital press, sandwich printing is used for a variety of ap-
lications, one of which is a peel-off label.10 Sandwich print-

ng is possible due to this press’ ability to print as many as 16
ayers of ink on a substrate in a single pass (or “shot”) with
erfect registration. The “sandwich” refers to the “front”
esign, the “back” design, and the opaque layer (the
cheese” of the sandwich, usually white ink) between them.

hen a transparent substrate is used for this layered design,
here are two images created, each one visible from one side
f the substrate. The opaque layer separates these two im-
ges.

The layers of (usually white) ink between the ink layers
or the two images serve two purposes: they provide the side
hich is currently viewed with a white underground and

hey hide the layer (against the substrate) that is behind.
hile the LEP ink (ElectroInk) is not opaque, it has roughly

he transparency of an intentionally transparent screen
rinting ink. Thus, for it to block light between the two

mages in the layers of the sandwich, it must be applied in
ultiple layers. This is achieved through providing a sepa-

ation in the print job for the opaque ink (usually white
nk). Using sandwich printing, two layers of tiles, one for
vert protection and the underlying second set for covert
rotection, can be layered, or “sandwiched,” over the same
rea on a package or document. This doubles the byte den-
ity possible for the layered deterrent. With sandwich print-
ng, the layered deterrent described here can provide more
han 3600 bits/ in2, or �560 bits/cm2, of information.
hus, 1.8 cm2 is required to provide 1024 bit security iden-

ifiers, which can be authenticated with inexpensive, com-
ercially available scanners (without magnification).
. Imaging Sci. Technol. 51�1�/Jan.-Feb. 2007
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