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Abstract
This paper surveys mobile agents, tracing their evolution

from the early paradigm of autonomous, migrating code to the
contemporary era of sophisticated agents driven by Large Mul-
timodal Models (LMMs). We begin by establishing a taxonomy
that distinguishes historical network-centric agent architectures
from modern LMM-native, user-centric systems designed for mo-
bile environments [5]. We then analyze the operational work-
flows and architectural patterns that enable robust automation of
complex tasks on Graphical User Interfaces (GUIs), with partic-
ular emphasis on the shift toward multi-agent frameworks, hier-
archical control, and local-first execution [3, 15]. A critical re-
view of representative state-of-the-art systems, including Mobile-
Agent-v3.5, ClawMobile, Droidrun-appcard, and OpenClaw, is
presented alongside an examination of benchmarks such as An-
droidWorld that drive progress in the field [12, 9, 10, 11, 6].
Furthermore, we discuss the transition toward edge-native mul-
timodal models [17, 18, 19, 13, 16, 20] and address novel vul-
nerabilities unique to LMM-powered GUI automation before con-
cluding with future research directions toward generalized mobile
autonomy [21].

1. Introduction
Historically associated with software that migrates code

across networks [5], the term “mobile agent” is used in this sur-
vey to describe autonomous systems that operate mobile devices
through Graphical User Interfaces (GUIs) and system APIs [6].
With modern devices possessing immense computational power,
the primary bottleneck has shifted from network bandwidth to the
cognitive load of navigating fragmented applications, necessitat-
ing the automation of the human-to-machine interface.

The emergence of Large Multimodal Models (LMMs) has
substantially advanced mobile GUI agents by improving instruc-
tion following, screen understanding, and multi-step decision
making. These models can combine natural-language goals with
visual observations of application interfaces and action histo-
ries, enabling more flexible planning and execution than earlier
rule-based approaches [3]. This progress has accelerated work
on multi-agent coordination, hybrid local-cloud execution, dy-
namic evaluation benchmarks, and security analysis for visually
grounded agents [6, 21].

This survey provides an analysis of the modern LMM-
powered mobile GUI agent landscape. It deconstructs the foun-
dational concepts, explores the operational workflows of leading
frameworks, evaluates the micro-architectures of the neural mod-
els powering them, and examines the security vulnerabilities that
must be resolved before widespread, trusted deployment [21].

2. Concepts and Taxonomy of Mobile Agents
To establish a rigorous analytical foundation, it is imperative

to formally define the modern AI agent, distinguish it from tradi-
tional automated software, and trace the evolution of the cognitive
architectures that enable sophisticated mobile autonomy.

2.1 Defining the Modern AI Agent
A modern AI agent transcends sequential programming by

autonomously perceiving its environment, formulating dynamic
plans, and acting to achieve user goals—exhibiting autonomy, re-
activity, pro-activeness, and adaptability [1]. Autonomy enables
independent execution without human intervention, reactivity al-
lows swift responses to non-deterministic environmental changes
like pop-ups, and pro-activeness elevates the agent to pursue goal-
directed, long-horizon plans rather than simple stimulus-response
behaviors. Finally, adaptability denotes the capacity for contin-
uous self-refinement. The agent improves over time by learning
from failed execution trajectories, environmental feedback, and
persistent episodic memory retrieval.

2.2 Evolution of Cognitive Architectures
The cognitive models underpinning mobile agents have

evolved from heuristic reflex systems to sophisticated delibera-
tive frameworks powered by large multimodal models (LMMs).
Early architectures evolved from Simple Reflex Agents to Belief-
Desire-Intention (BDI) models [2]; however, BDI’s symbolic rea-
soning struggled to scale to the rapidly changing screens of mod-
ern visual GUIs.

The reasoning capabilities inherent to LMMs have given rise
to new patterns that address these limitations, acting as a neural
realization of several BDI-like concepts. The ReAct (Reason-Act)
paradigm is now foundational [3]. It prompts an LMM to generate
both a reasoning trace (a “thought”) and an executable action in
an interleaved manner. By explicitly stating its reasoning before
outputting commands, the agent can dynamically adjust its plan
as it observes the consequences of its actions.

Building on ReAct, the Reflexion architecture endows agents
with metacognitive self-reflection [4]. Following a failed attempt,
the agent analyzes error feedback and its action trajectory, syn-
thesizes natural language insights, and stores them in an episodic
memory buffer. This memory is retrieved to improve future
performance, enabling autonomous self-improvement without re-
quiring underlying weight updates.

3. Architectures and Operational Workflows
of Modern GUI Agents

Modern mobile agents capable of autonomously navigating
heterogeneous graphical interfaces operate through a continuous,
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cyclical process of perception, reasoning, and action. While clas-
sical approaches rely heavily on a monolithic neural network to
orchestrate this loop, recent work has shown this to be inefficient.

To manage the complexity of the core agentic loop, contem-
porary systems frequently employ specialized multi-agent archi-
tectures that distribute cognitive labor across roles for planning,
execution, verification, and memory updates [12, 15]. As illus-
trated in Figure 1, these tasks are divided across specialized nodes
to ensure execution stability. A central Manager agent (M ) inte-
grates the user’s high-level instructions with external knowledge
bases to formulate a sequence of discrete subgoals. These sub-
goals are dispatched to a Worker agent (W ), which contextual-
izes the task against shared episodic memory (Nt ) before exe-
cuting physical interactions within the mobile GUI environment.
Crucially, the execution phase is followed by a verification step:
a Reflector agent (R) analyzes the resulting environmental state
transition to generate corrective feedback (φt ), while a Notetaker
agent (C ) extracts pertinent UI state data to update the shared
memory for subsequent loop iterations.

3.1 The Core Agentic Loop and Modalities
The fundamental operational workflow executed by the

Worker agent can be deconstructed into three distinct, iterative
stages. The integrity of each stage depends on the success of the
preceding one.

During perception, the agent comprehends the mobile envi-
ronment by capturing high-resolution screenshots, which are typ-
ically supplemented with structured UI representations like the
Android accessibility tree to mitigate the computational cost and
hallucination risks associated with pure pixel processing [6].

To bridge the vision-text modality gap, intermediate repre-
sentation techniques like Set-of-Mark (SoM) utilize computer vi-
sion or accessibility trees to overlay numerical text tags directly
onto interactable visual elements [7]. This technique grounds the
LMM’s reasoning, allowing it to output a simple textual command
(e.g., “Tap element 14”) rather than attempting to guess the exact
numerical (x,y) pixel coordinates of a button.

During the reasoning phase, the LMM serves as the cognitive
engine by processing a context package that comprises the user’s
high-level instruction, the multimodal screen representation, and
a trajectory history of recent actions to prevent looping behavior.
The LMM’s primary task is dynamic decomposition: breaking
the macroscopic goal into a sequence of actionable sub-tasks, or
determining the most appropriate next step [3].

Finally, in the action phase, the LMM generates an
executable command based on its reasoning. This output
is strictly formatted into a machine-readable schema, such
as click(element id=15) or type(text="123 Main St",

element id=22). An external control module, acting as the
agent’s “hands,” parses this command and translates it into a low-
level device instruction. This is executed on the physical device
or emulator, typically using the Android Debug Bridge (ADB) or
native accessibility service APIs. The execution alters the state of
the device application, and the agentic loop begins anew.

3.2 Smartphone-Native Architectures: ClawMo-
bile and Execution-Aware Scheduling

A key realization in recent mobile agent research is that
blindly relying on probabilistic LMM reasoning for every de-

vice interaction is highly inefficient, latent, and prone to failure.
Standard mobile devices combine constrained execution contexts,
fragmented control interfaces, and rapidly changing application
states. The ClawMobile framework was developed explicitly to
address these realities by treating mobile autonomy not merely as
an AI challenge, but also as a runtime systems engineering prob-
lem [9].

ClawMobile introduces a hierarchical architecture where
an Agent Orchestrator formulates macroscopic plans, while an
Execution-Aware Scheduling strategy separates high-level rea-
soning from deterministic control pathways [9].

When a sub-task is formulated, the Agent Orchestrator does
not immediately trigger a visual GUI interaction loop. Instead, the
Execution-Aware Scheduler consults the agent’s runtime mem-
ory to determine whether a deterministic control backend is avail-
able for the required action [9]. Deterministic backends—such
as raw ADB shell commands or the Termux API—expose struc-
tured system interfaces with mathematically defined semantics for
operations like toggling Wi-Fi, adjusting screen brightness, or re-
trieving battery status. If a matching API exists, the agent routes
execution entirely through this deterministic pathway, bypassing
the LMM’s visual reasoning engine. This prioritizes predictable,
bounded operations.

Only when direct, deterministic APIs are unavailable or in-
sufficient does the runtime gracefully degrade by scheduling a se-
mantic UI agent to perform probabilistic visual navigation [9].
This principled coordination between probabilistic planning and
deterministic system interfaces drastically reduces token con-
sumption, minimizes hallucination-induced execution errors, and
improves stability and reproducibility on real-world devices.

3.3 Curiosity-Driven Knowledge Retrieval: The
Droidrun-AppCard Framework

Even with advanced reasoning and hierarchical control,
agents frequently encounter catastrophic failures when interact-
ing with entirely unseen applications or highly complex interfaces
due to incomplete knowledge. To address failures on unfamil-
iar UIs, the Droidrun-appcard framework introduces a curiosity-
driven retrieval pattern that calculates a “curiosity score” based
on execution uncertainty; when this score exceeds a threshold,
the agent pauses to query app documentation, code repositories,
and historical trajectories [10].

The retrieved knowledge is then organized into structured,
modular representations termed “AppCards,” which encode func-
tional semantics, parameter conventions, interface structural map-
pings, and reliable interaction patterns for particular applica-
tion states. Because AppCards are version-aware and modular,
the enhanced agent selectively integrates only the most relevant
fragments into its immediate reasoning process, compensating
for knowledge blind spots, reducing aimless exploration [10],
and yielding a finer-grained understanding of complex applica-
tions. When integrated with advanced reasoning backbones, the
Droidrun-appcard system achieved a state-of-the-art success rate
of 88.8% on the AndroidWorld benchmark, showing that targeted
knowledge augmentation is as critical as raw model scale [10].
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Figure 1. Architectural overview of a modern multi-agent mobile GUI automation framework. The Manager agent (M ) decomposes the user instruction and

external knowledge into executable subgoals. The Worker agent (W ) processes these subgoals alongside shared episodic memory (Nt ) to perform actions on

the mobile environment. Subsequently, the Reflector (R) evaluates the state transition (St → St+1) to provide corrective feedback (φt ), while the Notetaker (C )

extracts relevant UI data to update the shared memory state (Nt+1) for future iterations.

4. Local-First and Community-Extensible
Frameworks: The OpenClaw Paradigm

While academic frameworks like ClawMobile push theoret-
ical architectural boundaries, the practical deployment of mobile
agents has also been advanced by open-source, local-first ecosys-
tems. Foremost among these is OpenClaw (formerly known as
Clawdbot and Moltbot), which gained large-scale community
adoption in early 2026. Public materials reported that the project
had surpassed 100,000 GitHub stars and attracted roughly 2 mil-
lion visitors in a single week [11]. This momentum demonstrated
the viability of running highly capable autonomous agents di-
rectly on consumer hardware.

4.1 The OpenClaw Architecture and Agentic Loop
Unlike traditional cloud-hosted chatbots, OpenClaw func-

tions as a local gateway daemon that routes natural language in-
structions from messaging platforms like WhatsApp and Tele-
gram through an LLM-powered agentic loop [11].

The OpenClaw agentic loop is a refined implementation of
the ReAct paradigm, executing a precise sequence: intake, con-
text assembly, model inference, tool execution, streaming replies,
and persistence. During the context assembly phase, before any
inference occurs, the runtime dynamically builds a dense con-
text package. This package merges OpenClaw’s base behav-
ioral prompt, environment-level bootstrap context files, per-run
instruction overrides, and, critically, a “skills prompt.” The sys-
tem rigorously enforces model-specific context window limits,
actively maintaining a token “compaction reserve” buffer to en-
sure the LMM always has sufficient space to generate its reason-
ing and final replies during long-running sessions [3, 11].

When the model infers an action is required, it produces a
structured tool call that OpenClaw’s runtime intercepts, executes,
and feeds back into the conversation context to continue the loop
until the overarching goal is satisfied.

4.2 The OpenClaw Skills and File-Based Memory
System

A major architectural challenge in agent design is managing
the proliferation of tools without overwhelming the LMM’s con-
text window. OpenClaw addresses this through its Skills System.
Skills are defined through local SKILL.md files, and the runtime
can filter and selectively include only the relevant skill instruc-
tions in the model prompt for a given task [11].

Furthermore, OpenClaw maintains longitudinal continuity
across stateless LLM APIs via a file-based memory architecture,
storing all long-term knowledge as plain Markdown files within a
local directory. This includes a SOUL.md file defining the agent’s
core personality and behavioral preferences, a MEMORY.md file for
curated facts, and append-only daily logs [11].

To recall this data effectively, OpenClaw supports hybrid re-
trieval that combines semantic similarity with keyword relevance.
Its memory configuration also supports options such as sqlite-vec-
backed indexing, MMR diversity re-ranking, and temporal decay
to improve the usefulness and freshness of retrieved context [11].

4.3 Android Native Deployment via Termux and
Proot

An important extension of the OpenClaw paradigm is An-
droid integration. In the officially documented architecture, An-
droid operates as a companion node while the primary Gateway
runs on another host [11]. In parallel, community-driven exper-
iments have explored running gateway-like OpenClaw stacks di-
rectly on Android via Termux and proot-based environments, il-
lustrating interest in fully self-hosted mobile deployments [11].

These experimental on-device deployments suggest that
smartphones may eventually function as self-hosted AI agent
servers without requiring a tethered PC. When paired with mes-
saging clients such as Telegram or WhatsApp and local tool inte-
grations, such setups point toward a highly localized deployment
model that emphasizes low latency and data sovereignty [11].
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5. State-of-the-Art Systems and Models
The rapid succession of architectural frameworks has been

closely tied to the continuous evolution of the underlying vision-
language models. The current state of the art is defined by sys-
tems that achieve unprecedented success rates on complex bench-
marks, and by a decisive industry pivot toward efficient, edge-
native LMMs [6, 17].

5.1 Leading Mobile Agents Frameworks
Recent empirical results highlight the pace of advancement

in multimodal GUI automation. Powered by the GUI-Owl-1.5
model family (2B to 235B parameters), Mobile-Agent-v3.5 is a
multi-platform GUI agent that achieves precise visual grounding
via a Hybrid Data Flywheel training pipeline combining simu-
lated and cloud-environment trajectories [12]. Furthermore, it
uses a novel reinforcement learning framework, MRPO, engi-
neered specifically to stabilize long-horizon policy optimization
across heterogeneous device screens [12]. As a result, Mobile-
Agent-v3.5 achieves a highly competitive 71.6% success rate on
the AndroidWorld benchmark [12].

However, recent reported results vary depending on system
design and evaluation setup. Droidrun reports 91.4% on Android-
World in a public technical blog post, emphasizing tighter exe-
cution feedback loops and stronger state observability during re-
planning [14]. In parallel, Minitap reports solving all 116 An-
droidWorld tasks through multi-agent decomposition and error
recovery, illustrating the potential of carefully engineered agent
workflows [15].

5.2 The Transition to On-Device LMMs
A defining trend in mobile agent research is the aggressive

push to transition inference from the cloud directly to the edge
device. Relying on cloud-hosted, proprietary models introduces
network latency, privacy risks regarding personal device data, and
prohibitive API token costs for continuous background operation.
The development of highly capable, compact LMMs is therefore
a critical dependency for the widespread deployment of local-
first frameworks. The landscape now spans both general-purpose
compact multimodal models and increasingly specialized GUI-
native families explicitly designed for local execution, privacy-
sensitive automation, or cloud-edge collaboration. Six represen-
tative families illustrate this progression:

1. The Gemma 3n Family: Engineered with a mobile-first
design for low-latency multimodal understanding on edge
devices. Google describes Gemma 3n using effective-
parameter configurations (E2B and E4B), together with
MatFormer and Per-Layer Embeddings (PLE), to reduce ac-
tive memory requirements while preserving capability. The
family is positioned for operation within mobile-class mem-
ory budgets [17].

2. Phi-4-mini-flash-reasoning: Designed for scenarios where
compute, memory, and latency are severely restricted, this is
a 3.8 billion parameter model focused heavily on logic and
analytical reasoning. Its defining characteristic is the aban-
donment of traditional, computationally expensive quadratic
attention scaling in favor of a novel hybrid architecture
called SambaY [18].

3. Qwen-VL Series: The Qwen2.5-VL and Qwen3-VL mod-
els have become important open-source backbones for mul-
timodal reasoning and GUI grounding. The Qwen3-VL re-
port explicitly supports grounding through normalized point
and bounding-box prediction, making the family relevant
for GUI-agent action generation and interface understand-
ing [19].

4. The GUI-Owl Model Family: GUI-Owl and GUI-Owl-
1.5 represent a line of native GUI-agent foundation models
spanning small to very large checkpoints, with GUI-Owl-1.5
explicitly released in 2B, 4B, 8B, 32B, and 235B variants
[13, 12]. Their distinguishing characteristic is that they are
trained directly for GUI grounding, planning, action gener-
ation, and cross-platform control rather than being adapted
only secondarily for interface manipulation. The smaller
2B–8B checkpoints are especially relevant for hybrid cloud-
edge deployment and local inference, while larger check-
points act as stronger teachers or remote coordinators.

5. The Step-GUI Family: Step-GUI introduces compact 4B
and 8B GUI-specialized models trained through a calibrated
self-evolving data pipeline that converts model-generated
interaction traces into reliable supervision signals [16]. Be-
yond raw model quality, its broader significance for edge
deployment lies in GUI-MCP, a hierarchical protocol that
supports delegation to local specialist models while keeping
sensitive data on-device. This makes Step-GUI particularly
relevant for privacy-preserving mobile automation.

6. UI-Venus-1.5: UI-Venus-1.5 is a unified GUI-agent fam-
ily comprising dense 2B and 8B variants as well as a larger
30B-A3B mixture-of-experts model [20]. Its architecture
combines large-scale mid-training for GUI semantics, on-
line reinforcement learning with full-trajectory rollouts, and
model merging across grounding, web, and mobile capabili-
ties. The 2B and 8B checkpoints make the family especially
notable as a bridge between compact deployment targets and
strong end-to-end GUI competence.

Taken together, these families show that edge-native mobile-
agent progress is no longer driven solely by smaller generic
VLMs. Instead, the field is increasingly shaped by compact, task-
specialized GUI models that co-optimize grounding accuracy,
long-horizon decision-making, and local execution constraints.

6. The Evaluation Benchmarks and Metrics
The objective measurement of mobile agent capabilities is

an exceptionally complex endeavor. Early evaluation methodolo-
gies often relied on static datasets of pre-recorded screenshots
or required costly, subjective human evaluation, both of which
are inadequate for assessing true generalization and execution ro-
bustness. Real-world mobile applications are dynamic ecosys-
tems characterized by changing content, varying layouts, non-
deterministic network behaviors, and intrusive UI elements. A
meaningful benchmark must therefore provide an interactive, re-
producible environment that reflects this complexity [6].

6.1 Dynamic Instantiation and Durable Rewards
AndroidWorld has established itself as the premier bench-

mark for mobile agents. Operating on a live, highly instrumented
Android emulator, it features 116 programmatic tasks spanning
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Architectural Comparison of Leading Edge-Native and Edge-Oriented Model Families [17, 18, 19, 13, 12, 16, 20].

Model Family Published Size Key Architectural Innovations Primary Edge Use Case

Gemma 3n (E4B) Effective 4B
(Raw 8B)

MatFormer; Per-Layer Embeddings (PLE) offload; MobileNet-V5-
300M vision encoder (multi-resolution).

On-device multimodal percep-
tion under tight memory.

Phi-4-mini-flash 3.8B
(Text-only)

SambaY decoder-hybrid; Gated Memory Units (GMU); Mamba
(SSM) + sliding-window attention.

High-speed logical reasoning;
planner module.

Qwen3-VL (Fam-
ily)

Dense: 2B-32B
MoE: 30B-235B

Interleaved-MRoPE; DeepStack; normalized point and bounding-box
grounding for GUI-oriented actions.

General-purpose VLM back-
bone for GUI agents.

GUI-Owl-1.5
(Family)

2B–235B Native GUI-agent training; self-evolving GUI trajectory production;
cross-platform grounding, planning, and action generation.

Local GUI grounding and
cloud-edge GUI control.

Step-GUI 4B / 8B Calibrated Step Reward System; self-evolving trajectory supervision;
GUI-MCP for local specialist delegation.

Privacy-preserving local GUI
automation.

UI-Venus-1.5 Dense: 2B / 8B
MoE: 30B-A3B

GUI-semantic mid-training; online RL with full-trajectory rollouts;
model merging across grounding/web/mobile agents.

Unified end-to-end GUI control
with smaller deployable check-
points.

20 diverse, real-world applications [6]. Its rigorous design philos-
ophy is centered on two fundamental innovations.

First, unlike legacy benchmarks with fixed evaluation sets,
AndroidWorld utilizes Dynamic Task Instantiation via parame-
terized task templates. For every evaluation run, the framework
dynamically generates a unique task instance by populating the
template with randomized but contextually plausible data strings
(e.g., assigning a distinct contact name to save, generating a
unique SMS message to transmit, or selecting a specific geograph-
ical location to navigate toward). This mechanism ensures that
agents are rigorously tested on their ability to perceive and gener-
alize in real time, effectively eliminating the possibility of models
artificially inflating scores by memorizing, hardcoded action se-
quences during training [6].

Second, the benchmark relies on Durable Reward Signals.
Task success is not determined by comparing the agent’s executed
action sequence to a “golden” or “expert” trajectory. Instead,
success is evaluated by programmatically inspecting the underly-
ing state of the device’s operating system after the agent declares
completion. For instance, to verify that a contact was correctly
saved, AndroidWorld’s internal logic executes an SQL query di-
rectly against the device’s secure SQLite contact database. To ver-
ify a file modification, it directly parses the Android file system.
This methodology is robust precisely because it evaluates success
regardless of the specific GUI path the agent took to achieve the
goal, accommodating substantial variance in UI states and indi-
vidual agent planning strategies [6].

6.2 Evaluating Multimodal Grounding and Factu-
ality

As mobile agents increasingly eschew accessibility trees
in favor of direct visual perception via LMMs, evaluating their
spatial grounding and visual factuality becomes paramount.
ScreenSpot evaluates GUI grounding by checking whether a pre-
dicted click coordinate falls within the ground-truth bounding
box (and some settings also allow bounding-box predictions) [8].
Edge-optimized models perform especially well in this domain
due to their specialized visual encoders.

Performance Metrics of State-of-the-Art Agent Systems on the
AndroidWorld Benchmark [6, 15, 14, 10, 16, 12].

Agent System SOTA
Rate

Key Evaluated Capability

Minitap (mobile-
use)

100% Claimed solution across all tasks
under official protocol.

Droidrun 91.4% Evaluates dynamic replanning
and tight execution feedback
loops.

Droidrun + App-
Card

88.8% Evaluates curiosity-driven re-
trieval capabilities.

Step-GUI-8B 80.2%
(Pass@3)

End-to-end AndroidWorld result
reported under a Pass@3 evalua-
tion protocol.

Mobile-Agent-
v3.5

71.6% Evaluates multi-platform, long-
horizon reinforcement learning.

7. Security and Safety of Mobile Agents
The deployment of highly autonomous, LMM-powered

agents with broad system-level permissions to perceive and ma-
nipulate a user’s personal device introduces a severe, complex,
and unmitigated set of security and safety challenges [21, 22].

7.1 Traditional Threat Models vs. Multimodal At-
tack Surfaces

Early academic research on mobile code agents focused on a
bipartite threat model: host-on-agent attacks and agent-on-host at-
tacks. Mitigations for these legacy threats relied heavily on strict
software sandboxing, rigid access control policies, and crypto-
graphic code obfuscation. Modern LMM-powered GUI agents
operate under a radically different security paradigm. The de-
vice’s visual GUI is no longer merely a display interface for hu-
man consumption; it is transformed into a direct, continuous input
vector to the LMM’s reasoning core. This blurring of the bound-
ary between benign display content and potentially malicious in-
struction means that every pixel an agent observes is a potential
vector for adversarial attack [21].
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7.2 The AgentScan Threat Taxonomy
Recent systematic security analyses have culminated in

the development of comprehensive evaluation frameworks such
as AgentScan, which systematically probe mobile LLM agents
across their entire end-to-end operational lifecycle [21].

7.2.1 The LLM Layer (Reasoning Compromise)
Attacks situated at the LLM layer directly target the neural

model’s language processing and decision-making capabilities,
including Obfuscated Malicious Instructions and Glitch Tokens
that systematically disrupt tokenization [21].

7.2.2 The GUI Layer (Perception Deception and Action
Hijacking)

Because mobile agents rely heavily on visual and structural
perception, manipulating the GUI through Prompt Injection via
Display, Transparent Overlay, Pop-up Interference, and Viewtree
Interference has proven to be an exceptionally reliable attack vec-
tor [21, 22].

7.2.3 The System Layer (Execution Exploitation)
These vulnerabilities exploit the agent’s trust in the under-

lying operating system and its application routing mechanics, in-
cluding Package Name Forgery and Log Leakage [21].

7.3 Defensive Paradigms and Mitigations
Mitigating these attack surfaces demands a defense-in-

depth redesign, implementing rigorous cross-modal verification
to match visual pixel data with accessibility trees, while lever-
aging execution-aware scheduling to inherently reduce GUI-layer
risk [21, 9].

8. Conclusion and Future Directions
The trajectory of mobile agent research has pivoted from the

historical challenge of migrating executing code across networks
to the establishment of generalized, LMM-driven, user-centric
autonomy natively integrated into complex smartphone ecosys-
tems [5]. Recent progress shows that robust, high-performing
systems combine multi-agent decomposition, verification, mem-
ory, and careful runtime systems design [15, 9, 11]. The aggres-
sive hardware miniaturization of foundational neural models sig-
nals that the future of mobile autonomy is inherently edge-native
[17, 18, 13, 16, 20]. Solving the critical vulnerabilities of trans-
parent overlays and display-based prompt injections will require
verifiable UI rendering pipelines, strict isolation protocols, and
advanced multimodal models that can detect adversarial spatial
manipulations natively [21].
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