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Abstract

Face swapping techniques enable the realistic manipulation
of facial identities across images, posing significant challenges
for digital forensics. While existing research has focused on de-
tecting manipulated media, little attention has been given to iden-
tifying the specific source image used in a face swap. In this work,
we investigate whether it is possible to reliably trace a manipu-
lated image back to the exact photo that served as the source for
the swapped face. We propose a comparison-based method that
generates candidate face swaps using known source images and
compares them to the target manipulation. Experiments data set
demonstrate that our method identifies the correct source image
based. We further evaluate robustness against common image
distortions, such as JPEG compression and down-scaling, and
find that the identification process remains reliable. Our findings
highlight the potential of image-level forensic analysis to support
source attribution in face-swapped media, with important impli-
cations for legal and investigative contexts.

Motivation

Face swapping [1, 2] is a process in which a face in a given
image ImA is replaced with a face from another image ImB, re-
sulting in a synthetic image ImC. In forensic investigations, the
ability to determine the origin of such manipulated images is es-
sential for verifying authenticity and detecting tampered content.
Face swapping presents particular challenges in this regard. Iden-
tifying the source image used in the manipulation can serve as
crucial evidence in cases involving identity fraud, misinformation,
or the creation of illicit content. The forensic objective is thus to
analyze the manipulated image /mC and trace the embedded face
back to its original source ImB, enabling both the verification of
the manipulation and contextualization of the swapped face. This
is particularly significant when ImB is a private image, accessible
only to a limited number of individuals. Demonstrating that ImC
was generated using /mB—as opposed to a publicly available im-
age—substantially narrows down the set of potential perpetrators.
The primary objective of this study is to investigate whether it
is feasible to reliably demonstrate that a specific photograph of a
person was used as the source for a face swap in a manipulated im-
age. This question is especially relevant in forensic scenarios such
as cyber harassment or the creation of fake erotic imagery [3]. To
this end, we explore methods capable of accurately comparing
facial regions between candidate source images and the manip-
ulated result to establish a definitive match. Furthermore, we as-
sess the extent to which common image alterations—such as lossy
compression and scaling—impact the reliability of this matching
process. By systematically evaluating the effects of these trans-
formations, we aim to understand their influence on the accuracy
and robustness of source image identification in digital forensic
investigations.
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Figure 2. Example face swap: left - Target image, mid and right: face swaps
using photos of the same person

Challenge

Identifying a specific photograph of a person as the source
of a face swap is a significant forensic challenge.Since the face
belongs to the same person, all face-swap results from different
photographs of that person may appear visually similar. This is
due to the inherent consistency of facial features across images of
the same subject, such as geometry, skin tone and expression as
shown in figure 1. As aresult, it becomes non-trivial to distinguish
between images generated from different source photos. Image 2
shows a target and two face swaps using photos from figure 1.

However, face swapping is not a simple identity-preserving
process; it involves a complex transformation that transfers not
only high-level identity traits but also low-level visual cues from
the source image to the target. These cues may include lighting,



resolution, facial expression, pose, and camera-specific artifacts.
Therefore, even subtle differences between candidate source im-
ages can result in measurable variations in the output image.
This subtle fingerprinting provides a potential approach for dis-
tinguishing between source candidates, provided that the detec-
tion and comparison mechanisms are sensitive and robust enough
to capture these differences.

This task would be considerably more difficult if, instead
of using a single image as the source, a generative model were
trained on a set of photographs of the same individual. In that
case, the model would produce a kind of averaged or generalized
representation of the person’s face, effectively abstracting away
image-specific characteristics. The resulting face swap would
then no longer reflect any single photograph in its original form,
eliminating the possibility of direct source identification through
image-level comparison.

Thus, the core scientific challenge lies in developing meth-
ods that can detect and quantify the subtle, image-specific traces
that are preserved during the face swapping process, despite the
high visual similarity between outputs derived from different im-
ages of the same person. Achieving this requires precise compar-
ison strategies that are robust to facial similarity yet sensitive to
the nuanced artifacts left by the manipulation pipeline.

State of the Art

Face swapping detection has emerged as a critical research
domain in response to the proliferation of deepfake technologies
that manipulate facial images and videos. To address this growing
concern, researchers have been developing increasingly sophisti-
cated methods to detect and localize such manipulations. A va-
riety of algorithms have been proposed to determine whether a
given piece of media has been generated or altered by artificial
intelligence [4, 5, 6, 7].

To the best of our knowledge, no existing approaches besides
our own [8] have focused on identifying the specific source image
used in a face swap. Our earlier work required access to high
quality images. This is the main difference to this paper besides
more a detailed evaluation.

Substantial research has been devoted to the detection of face
swapping and other deepfake generation techniques. As early
as 2017, Zhang et al. employed Speeded-Up Robust Features
(SURF) in combination with machine learning for face swap de-
tection [9]. More recent approaches have leveraged deep learn-
ing: Ding et al. [10] developed a model to classify real versus
swapped faces using convolutional architectures. Huang et al.
[11] introduced a framework that incorporates explicit identity
contrast loss and an implicit identity exploration (IIE) loss within
a convolutional neural network. Yu et al. [12] conducted an ex-
tensive comparative analysis involving over 100 deep learning-
based methods for detecting facial manipulations. Dang et al. [13]
provided a comprehensive survey covering various manipulation
techniques and corresponding detection strategies. Ghasemzadeh
et al. [14] proposed a generalized approach for manipulation de-
tection aimed at improving cross-domain robustness.

We also previously discussed a number of deepfake detection
strategies for image [15], video [16, 17, 18] as well as audio [19,
19, 20]. As in the research listed above, their goal was to indentify
wheter a deepfake occured or not.

Despite these advances, significant challenges persist in cre-

ating detection methods that generalize effectively across differ-
ent datasets and manipulation techniques. Ongoing research is
directed toward increasing the robustness and accuracy of detec-
tion models by incorporating both spatial and frequency domain
features. Moreover, there is growing interest in developing uni-
versal detection tools capable of identifying a wide spectrum of
face manipulation methods without relying on prior knowledge
of specific algorithms.

Concept

The proposed method begins with the identification of an im-
age ImC suspected to contain a swapped face. This image serves
as the target image for a new round of face swapping. This means
that ImC becomes ImA’.

Subsequently, we compile a set of candidate images ImB;_,
that may have served as the source for the swapped face. Using
a face swapping algorithm, we generate a series of synthetic im-
ages ImC'; _, by combining ImA’ with each candidate face image.
We then compute the difference between the original manipulated
image ImC and each generated image ImC’; ,. The candidate
image yielding the smallest difference is identified as the most
likely source of the swapped face.

To further evaluate the robustness of this method, we analyze
the effects of common image transformations, such as lossy com-
pression and scaling, applied to ImC. We assess whether these
alterations significantly influence the difference metrics, which
could affect the reliability of source identification.

The algorithm proceeds through the following steps:

* Selection of the face-swapped image to be analyzed.

* Replacing (ImA) with ImC

* Collection of potential source images for the swapped face
(ImBj...p).

e Re-creation of candidate face-swapped images (ImC';_,)
using a face swapping algorithm.

* Computation of the difference between the original face-
swapped image (/mC) and each candidate image:

— Localization of the face region in ImC.

— Cropping of ImC and candidate images to isolate the
facial region.

— Pixel-wise subtraction to compute visual difference.

— Visualization of differences through inversion and
gamma correction.

— Calculation of the average pixel difference between
ImC and each candidate image.

* Selection of the most probable source image based on the
lowest average difference, with an optional threshold to ac-
count for ambiguous cases.

Implementation

We implemented the algorithm described above for evalua-
tion. It calculates the difference of the pixel values between the
image under investigation /mC and the newly generated candi-
dates ImC’; ).

Bevore the comparison, we change all images to greyscale.
Then we identify the face region of ImC with the help of the cv2
CascadeClassifier! haarcascades option. We compare it to the

Uhttps://docs.opencv.org
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identical image regions of the candidates ImC’;._,,) by the Pillow?
ImageChops.difference function. The actual difference value is
the average of the provided difference image. For better visualiza-
tion, we invert the difference image after calculating the average.

For creating the face swap images, we used face fusion 3.0
with the parameters stated in table 1.

Relevant face fusion 3.0 arguments and their corresponding

values.

Argument Value
face_detector_model scrfd
face_detector_angles 0
face_detector_size 640x640
face_detector_score 0.5
face_landmarker_model 2dfan4
face_landmarker_score 0.5
face_selector_mode reference

face_selector_order large-small

face_selector_gender null
face_selector_race null
face_selector_age_start null
face_selector_age_end null

reference_face_position 0
reference_face_distance 0.6
reference_frame_number | 0

face_mask_types box
face_mask_blur 0.3
face_mask_padding 0,0,0,0
trim_frame_start null
trim_frame_end null
temp_frame_format png
keep_temp null
output_image_quality 80
output_image_resolution | 852x1280
output_audio_encoder aac
output_video_encoder libx264
output_video_preset veryfast
output_video_quality 80
output_video_resolution | null
output_video_fps null
skip_audio null

processors face,swapper

Experiments

For the face sources, we used 14 photo sets from the Portrait
and 26 Photos Re-identification” dataset®. The target images were
chosen from pixabay, with the only requirement that the images
needed to show persons. For creating the test cases of ImC for
investigation, we randomly selected one photo from the pixaby
set as the target image and one image of the face source set as the
source of the face swap. Figure 3 shows an example face swap.

Figure 4 shows an example of the differences per face. We
randomly selected one face of a person as the true soruce and

Zhttps://pillow.readthedocs.io
3https://www.kaggle.com/datasets/trainingdatapro/portrait-and-30-
photos-test?resource=download
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Figure 3. Generation of face swap examples: ImA, ImB, InC

compared it to 10 other photos as candidate sources. Onc can see
that the differes are less for the true source image.

Figure 7 shows the results for 10 runs of the experiment.
Each column of the figure is one set of true source and candidates.
One can see that in all cases the difference is lowest for the true
source. But the overall differnce and the distances differ between
the sets. There are cases where the difference to the true source
is larger than the differences of all candidates in another set. One
good examples is 10-11-9 (person 10, face 11, target image 9):
the true source difference is greater than all differences in e.g.
10-13-2. Table 2 shows the results in detail.

Example of difference for pairs of original and new faces. The
first pair for each set (original face of person and target) is the
gHne to be expected to have the smallest difference

Person | Org.Face# | New Face# | Target | Difference
1 21 21 2 4,5734
1 21 15 2 5,0173
1 21 12 2 5,1306
1 21 26 2 5,2386
1 21 19 2 5,3937
1 21 4 2 6,3843
1 9 9 8 3,7203
1 9 21 8 5,6744
1 9 14 8 5,7426
1 9 12 8 6,0749
1 9 23 8 6,2108
10 11 11 9 6,8657
10 11 20 9 7,2290
10 11 19 9 7,4653
10 11 18 9 7,7640
10 11 2 9 8,2505
10 11 4 9 8,3605
10 13 13 2 4,6777
10 13 2 2 5,5893
10 13 17 2 6,0304
10 13 18 2 6,1353
10 13 22 2 6,2452

A more detailed visualization of the results is given by figure
6. One can see that both graphs are similar, but the original face
has fewer pixels with high differences.

We also evaluated to impact of JPEG lossy compression and
image scaling by 50% as examples for changes ImC could be sub-
ject to before is is examined. Only minimal impact is obeserved
here. Figure 5 shows an example. The original face source is



Figure 4.
source image.
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Figure 5. Differences after JPG75, JPG60, and downscaling to 50%.
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Figure 6. Differences plots of the face regions. Difference values of pixels
sorted from large to small. Top: Origincal face, bottom: Face candidate with
smallest difference.

a siginifcantly smaller difference value than the rest of the can-
didates. The “attacks” do not change this. There seems to be
only little influence on the results. It may be of interest that the
stronger JPG compression with quality factor 60 produces smaller
differences than JPEG quality 75. Table 3 shows the details.

Differences for original output and after jpg75, jpg 60 and
gownscaling 50%

Face# | org JPG75 | JPG60 | Scaling
0 4,573 | 4,648 4,595 4,669
1 5,411 | 5,486 5,388 5,497
2 5,616 | 5,693 5,654 5,755
7 5,383 | 5,458 5,397 5,476
3 5,427 | 5,502 5,483 5,572
4 5,030 | 5,106 5,061 5,128
5 5,225 | 5,303 5,296 5,337
6 5,468 | 5,540 5,552 5,622
8 5,413 | 5,489 5,471 5,563
9 5,585 | 5,668 5,603 5,657
10 5,442 | 5,517 5,463 5,510
Discussion

The conducted experiments demonstrate the feasibility of
identifying the specific source photograph used in a face-swapped
image, even among visually similar candidates. We evaluated the
ability of our method to distinguish the true source image from a
pool of potential candidates based on pixel-level differences.

In a the evaluation, one photo of a person was randomly des-
ignated as the true source and compared to up to ten other photos
of the same individual, treated as candidate sources. The com-
puted difference between the image under investigation and each
candidate consistently revealed a lower value for the true source
compared to others. This supports the hypothesis that even subtle
visual cues from the original photo are preserved during the face
swap process and can be detected.

However, the magnitude of the differences varied substan-
tially between experiments. For instance, in case 10-11-9 (person
10, face 11, target image 9), the difference between the manipu-
lated image and the true source was greater than all differences in
another test case (e.g., 10-13-2). .

To evaluate robustness, we subjected ImC to common image
transformations, specifically JPEG compression and downscaling
to 50% of the original size. Results indicate that these modifica-
tions had minimal impact on the outcome. The true source con-
sistently exhibited the lowest difference, regardless of the applied
distortion. Interestingly, stronger JPEG compression (quality fac-
tor 60) sometimes resulted in lower differences compared to mod-
erate compression (quality 75). While counterintuitive, this may
be attributed to the smoothing effect of compression, which re-
duces overall pixel variance and thus diminishes detectable dif-
ferences. These findings suggest that the method remains effec-
tive under realistic forensic conditions where image quality may
be degraded.

In summary, the results confirm that image-specific traces
from a face source photo can persist through the face swapping
process and can be leveraged to identify the original source with
high reliability. Nevertheless, variability in absolute difference
values between test sets suggests that contextual factors, such as
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Figure 7. The original faces in all ten test cases produce a lower difference than the other face photos of the same person

lighting conditions and facial expressions, play a non-negligible
role in the matching performance.

Summary and Future Work

In this work we introduce the concept of face photo attribu-
tion in face swap attacks. We show that is possible to identify a
specific photo of a person that was used in a face swap scenario.
This can be helpful for forensic investigations if one can show that
a photo has been used that was only availble to the suspect.

It is likely that face swapping will continue to develop. Fu-
ture research is needed to determine whether the findings pre-
sented here can be applied to new methods of face swapping.

As the expermiments in this paper are limited, future work
could also address more test sets and various attacks. Currently
the approach does not discuss evasion attacks trying to earse the
traces of the photo used. It would also be interesting to know if
this is possible and if there are any countermeasures.
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