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Abstract

This paper proposes Uniform Switching Identities (U-
SWIDs) as a lightweight, collusion-resistant identity scheme
designed for computationally constrained environments. U-
SWIDs use uniformly structured identities and simplified penal-
ization logic while retaining effectiveness comparable to classical
Tardos-based methods. Through simulations, we show U-SWIDs
maintain robustness even under lossy feedback conditions - com-
mon in forensic watermarking scenarios. Compared to Approx-
imated Tardos Switching Identities (AT-SWIDs), U-SWIDs offer
improved scalability, ease of generation, and operational sim-
plicity without compromising traceability. The findings suggest
U-SWIDs are a viable alternative for practical traitor tracing sys-
tems, especially where delivery, derivation cost, and resilience to
partial symbol loss are critical deployment factors.

Introduction

Video streaming services continue to face persistent threats
from piracy, not limited to Subscription Video on Demand
(SVOD) or Live Sports, but extending across all forms of valu-
able video content, including Online Gaming. To address this,
the industry increasingly relies on a feedback channel enabled by
forensic video watermarking. This mechanism helps trace pirated
content back to the original licensed device. However, attackers
often counteract by forming collusive coalitions to obscure water-
mark patterns. While cryptographic research has long explored
collusion-resistant methods, this paper contributes practical in-
sights and adaptations to complement and extend this established
body of work.

Related Work

Foundational work on traitor tracing began with Fiat and
Naor’s construction of broadcast encryption schemes, introducing
early collusion resistance principles [1]. Boneh and Shaw later
formalized fingerprinting codes for digital content protection,
strengthening the theoretical basis [2]. Tardos advanced this field
with a probabilistic code design achieving optimal length bounds
against collusion, which became the gold standard [3]. Subse-
quent refinements, such as those by Laarhoven, extended Tardos
codes for practical implementation [4]. Our work builds on these
contributions by proposing Uniform SWIDs—simpler yet effec-
tive identifiers suitable for environments where low-complexity
and robustness against feedback loss are essential.
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Domain Specifics

In both Digital Video Broadcasting (DVB) and Over-The-
Top (OTT) video streaming, traitor tracing is commonly imple-
mented through forensic watermarking. As discussed in our pre-
vious work [5], when content protection mechanisms are com-
promised - whether through key leakage or by circumventing the
encryption - the sole viable method for identifying the compro-
mised client devices (receivers) is the use of forensic watermark-
ing. Since watermark symbols (or watermarks), which encode
identity-related bits, are embedded directly into the video con-
tent, disabling the encryption does not eliminate these embedded
watermarks. Quod significat, the identity associated with the mis-
used device remains encoded in the stream and can therefore be
traced.

Client vs. Headend-side Forensic Watermarking

Forensic watermarking in content distribution systems is typ-
ically implemented using one of two approaches:

1. Headend-side Forensic Watermarking, also known as A/B
Watermarking, and

2. Client-side Forensic Watermarking, often referred to as
Overlay-based Watermarking.

Headend-side (A/B) Watermarking

The Headend in Headend-side (A/B) Watermarking cov-
ers the following stages of a content provider’s workflow: con-
tent preparation, content protection, and content delivery [5].
Thus, watermarking takes place entirely within the provider’s Se-
cure Perimeter, rather than on end-user devices (or during con-
tent consumption). Specifically, A/B Watermarking embeds wa-
termark symbols—encoding identity bits—at well-defined con-
tent boundaries: media-segment boundaries in OTT streaming or
crypto-period boundaries in DVB systems. This produces time-
multiplexed identity encoding, or Switched Identities (SWIDs),
where the full user identity (or license identifier) is progressively
embedded in the video stream. Once encoded, the identity is
cyclically repeated to ensure persistent identification. Because
watermark symbols must be dynamically switched, A/B Water-
marking requires embedding during content preparation, particu-
larly at the bitstream encoding stage, which lies inside the Secure
Perimeter. For each segment, frame, or content unit, two wa-
termark variants—A and B—are pre-generated, allowing binary
identity encoding.



Client-side (Overlay-based) Watermarking

Overlay-based Watermarking applies the watermark after
bitstream decoding, directly on the client device. The watermark
is overlaid onto the video just before rendering to the display, once
the content has been demultiplexed, decrypted, and decoded. This
method decorrelates the watermark from the encoded bitstream,
which has both advantages and disadvantages. On the one hand,
a stronger watermark can make it easier to detect during foren-
sic analysis. On the other hand, visible overlays can negatively
impact content fidelity, potentially drawing complaints from both
end-users and content owners. Moreover, since watermarking oc-
curs outside the Secure Perimeter - after decryption and decoding
- this approach introduces a larger attack surface for attempts to
remove or circumvent the watermark. A further challenge with
overlay-based methods is scalability: unlike A/B watermarking
which uses two variants per unit of content, overlay-based sys-
tems must support N distinct watermark variants, where N corre-
sponds to the number of identifiable devices or licenses.

Collusion vs. Forensic Watermarking

In the context of this work, collusion-attacks present dis-
tinct implications for A/B Watermarking and Overlay-based Wa-
termarking. These impications are most effectively illustrated in
Figures 1 and 2.

interleaved videos

[ = i i i = |

NOILD313S

B ——
. collusion
watermarked videos
strategy
Figure 1. Interleaving Collusion Attack.
average,
median

LE

/' mosaic

< _
oo o —— 5 2
&2
—S :
o o ———H{ 6 overlapped videos
—_

watermarked videos merging filter

Figure 2. Overlapping Collusion Attack.

Video Interleaving refers to the mixing of video content seg-
ments from the same stream, where each segment has been de-
coded by a different device (i.e., a different license holder). This
form of attack generally has little to no impact on Overlay-based
Watermarking, but it does affect A/B Watermarking. However,
even in the presence of interleaving, A/B Watermarking is not ren-
dered ineffective; rather, it may require longer content captures
to filter out the accusation noise introduced by collusion among
multiple users.

Video Overlapping, on the other hand, involves frame-level
mixing, typically at the pixel level. In this scenario, an attacker

synchronizes multiple decodings of the same content and com-
bines corresponding pixels - often using operations like median
or averaging filters. Because Overlay-based Watermarking in-
volves N distinct symbols simultaneously (where N is the num-
ber of devices or licenses, hence, N is certainly a large number),
the watermark signal is highly susceptible to degradation under
such attacks. In contrast, A/B Watermarking is far more resilient.
Since only two variants (A and B) exist at any given point in time,
the majority variant statistically dominates, and the probabilistic
construction of identity codewords used in traitor tracing makes
it extremely difficult for an attacker to fully neutralize the water-
mark through such averaging methods.
In this paper we focus exclusively on A/B Watermarking.

Practical Collusion Cases

When discussing collusion strategies, traitor tracing re-
searchers have identified several canonical attack models early
on, as outlined in [2]. These include: (1) the coin-flip or ran-
dom schedule strategy, (2) majority voting, (3) averaging, and (4)
min/max selection. Later work, such as [4], logically extended
this set with the (5) scapegoat strategy. In the context of video
streaming, whether via DVB or OTT platforms, it is reasonable
to assume that attackers targeting forensic watermarks cannot re-
liably decode the embedded information payload (i.e., the iden-
tity bits), unless there are significant flaws or oversights in the
watermarking system. An attacker may detect the presence of a
watermark but would typically be unable to interpret its encoded
identity.

Consequently, several of the strategies from [2] - including
majority vote, averaging, and min/max - are functionally equiva-
lent to the video overlapping attack illustrated in Figure 2. Im-
plementing attacks such as majority vote or min/max at the pixel
level, for each frame (e.g., 50 fps), especially for high-resolution
video content (1080p or 4K), would be computationally expen-
sive. Performing such operations in real time requires special-
ized hardware, and while devices capable of merging multiple
synchronized video streams are commercially available, they are
costly and typically limited in the number of streams they can
handle simultaneously.

In practice, the most feasible form of collusion is the use
of a load-balancing node that distributes decoding across mul-
tiple devices. Here, scheduling strategies such as random selec-
tion or round-robin are commonly employed. These approaches
correspond to video interleaving attacks, which are particularly
relevant for A/B Watermarking schemes.

Therefore, in this paper, we narrow the scope of collusion
strategies to focus on the random and round-robin scheduling
models, as they represent the most accessible and practical op-
tions for attackers.

Model Description

To evaluate our hypothesis, we adopted an empirical ap-
proach, building a simulation model and conducting experiments
with varying parameters (see Figure 3). We first outline the archi-
tecture, detailing its components, inputs, and outputs, followed by
a discussion of specific design features.

The model is composed of five primary components:

1. Headend Node: The Headend Node models the Secure
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Perimeter of the system, where watermarking symbols
are embedded during content preparation and protection,
switched during content delivery, and subsequently detected
from pirate’s feedback. It encompasses the essential opera-
tions of segment encoding, segment encryption, secure dis-
tribution to authorized receivers, and feedback-based water-
mark detection.

2. Pirate Node: Simulates a collusion server applying prede-
fined strategies (random or round-robin, see Section “Prac-
tical Collusion Cases”. Functionally, it resembles a load bal-
ancer, transparently redistributing content.

3. Colluder Set (Coalition): A group of legitimate
clients/license holders, often unknowingly[6]. These de-
vices act as black boxes while providing critical feedback
for traitor tracing.

4. Communication Channel: Connects the components,
where bit loss is simulated by randomly dropping responses
at the headend. Implementation uses IPC via Linux FIFOs
to ensure logical isolation.

5. Accusation Module: Processes pirate-node feedback, gen-
erating either trend reports (evolution of suspicion over
time) or final “penalization” reports (shortlists of accused
devices).

Experiments’ Setup
The experimental setup was designed to evaluate two types
of Switching Identities (SWIDs):

1. Approximated Tardos Identities (AT-SWIDs): SWIDs
generated per the probabilistic model proposed in [4].

2. Uniform Switching Identities (U-SWIDs): SWIDs intro-
duced in this paper, constructed as reproducible yet statisti-
cally uniform random bit patterns.

Due to implementation constraints, we were unable to fully
reproduce the large-scale generation and the corresponding accu-
sation of AT-SWIDs described in [4]. Instead, we use Figure 1(a)
and Section 2.6 from [4] as reference benchmarks for compari-
son. To ensure stricter reliability, our experiments with U-SWIDs
adopt error probabilities of 107 rather than the 103 used in [4].

For U-SWIDs, a dedicated accusation algorithm was im-
plemented in the Accusation Module (see Section "Model De-
scription”). This algorithm computes penalization scores for each
user/device, which form the basis for traitor identification. The
simulation model establishes identity mappings as follows:
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Figure 3. Collusion Simulation Model.
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* User/Device Identifiers: Provided as Universally Unique
Identifiers (UUIDs) in the standard 8-4-4-4-12 format de-
fined in RFC 4122 [7], each representing a unique device.

* SWIDs: Represented as hexadecimal ASCII strings of fixed
length (8192 characters, equivalent to 32768 bits), ensuring
consistent processing across experiments.

* Mapping: Each UUID is associated with a single SWID,
enabling one-to-one correspondence. For U-SWIDs, this
mapping is immediate; for AT-SWIDs, similar alignment
can be adopted in experiments to ensure consistent evalu-
ations.

SWIDs under Computational Constraints

In practice, SWIDs are used by Content Delivery Networks
(CDNgs) as control patterns to steer switching between A- and B-
variant media segments. CDNs operate under strict constraints,
permitting neither computationally intensive processing nor com-
plex execution pipelines, and impose tight memory limits. Conse-
quently, long SWID bitstrings shall be derived on demand rather
than stored persistently. AT-SWIDs rely on floating-point—driven
functions to enforce U-shaped bit distributions (see later in Fig-
ure 4), which are often unsupported in CDN scripting environ-
ments. In contrast, U-SWIDs use uniform distributions and can
be derived using efficient primitives (e.g., symmetric encryption),
making them well suited for practical CDN deployment.

Bit-statistics of different SWID types

As illustrated in Figure 4, the two types of Switching Iden-
tities (SWIDs) exhibit distinct bit-level statistical characteristics.
These differences arise from the underlying methods used to gen-
erate the identities. For the AT-SWIDs, we employ the algorithm
described in [4], which results in a non-uniform distribution
of bits across each position. Specifically, the distribution tends
to follow a U-shaped pattern, where extreme probabilities—such
as those greater than 0.8 or less than 0.2 - are more prevalent,
while mid-range probabilities (e.g., 0.45 < p < 0.55) occur less
frequently. This skew is intentional and aligns with the probabilis-
tic design of the Tardos fingerprinting scheme. In contrast, the U-
SWIDs are generated using a standard random number derivation
process, resulting in an approximately uniform bit distribution
across all positions, with each bit having a near-equal likelihood
of being O or 1 (i.e., p =~ 0.5). It is important to note that the distri-
bution characteristics shown in Figure 4 become even more pro-
nounced when scaling the number of users from 10K over 100K
to 1M identities.

U-SWID Construction

U-SWID is designed for straightforward derivation on typ-
ical CDNs or end-user device platforms. It is implemented as a
32768-bit AES-128-CBC ciphertext [8], generated by encrypting
a plaintext constructed from a specific UUID. This UUID is repli-
cated and concatenated into a 8192-byte ASCII character buffer.
The encryption process uses a broadcaster-specific secret key and
an associated initialization vector (IV) string. These parameters
can vary across different video broadcasters or streaming services.
The simplicity of this design offers a practical advantage in lossy
feedback environments, where every bit of the SWID holds equal
significance - or insignificance. Consequently, partial loss of wa-
termark symbols does not disproportionately impact the effective-



ness of the accusation (penalization) process. This robustness un-
der lossy conditions represents a key contribution of this paper.

U-SWID Penalization

As previously discussed, the process of penalization in-
volves updating the scores associated with each UUID in response
to feedback received from the pirate node. Later in this paper,
we present the corresponding code listing for the U-SWID penal-
ization algorithm analyzed in this study. While the penalization
methods may differ depending on the SWID type, they share sev-
eral common elements:

e score: the incremental value that the latest feedback con-
tributes to the cumulative score of a user/device, based on
whether the bit values match or differ.

e detected_variant: the bit value (0 or 1) extracted from
the most recent feedback.

* user_variant: the corresponding bit value in the user’s
SWID at the same position as the detected_variant.

* pO0 and p1: the probabilities of observing a zero or one at the
given bit position.

Future work may include incorporating the AT-SWID penal-
ization algorithm into the model. This will likely require addi-
tional parameters once the penalization details are fully specified.

Lossy Feedback

Key performance metrics for forensic watermarking - such
as fidelity and robustness - were identified early on in founda-
tional research (e.g., [9]). However, simultaneously optimizing
these metrics often introduces conflicting technical requirements.
For instance, content providers may demand imperceptible wa-
termarks to preserve a high level of visual fidelity yet enhancing
imperceptibility often compromises the robustness of the water-
mark against degradation. When additional constraints such as
information capacity and implementation complexity are consid-
ered, the design space becomes even more constrained. As a re-
sult, vendors of watermarking technologies are forced to make
trade-offs, frequently leading to the potential loss of watermark
symbols.

Such losses may stem from both intentional attacks and
non-intentional attacks, and cannot be overlooked in realistic
scenarios. This brings us to the second major contribution of
this paper: identifying and modeling the effect of lossy feedback
channels on traitor tracing systems. In our simulation model (see
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Figure 4. Distribution characteristics of two different SWID types.

Figure 3), this lossiness is accounted for by randomly dropping
feedback bits according to a predefined loss factor. Empirical ob-
servations suggest that a 0.0% feedback loss rate is unrealistic.
In practice, unintentional distortions during the content prepara-
tion pipeline (e.g., re-encoding), screen-induced transformations
(e.g., downscaling/upscaling), and invasive capture techniques
used during forensic investigations all contribute to bit loss. Addi-
tional losses may also result from behaviors such as channel surf-
ing, ad breaks, or limited capture durations. Consequently, our
simulations account for up to 50.0% loss of watermarking sym-
bols, reflecting these mentioned practical deployment conditions.

1: /* Uniform Switching Identities Penalization */

2: float uniform_penalization (uint8_t user_variant,
3 uint8_t detected_variant,
4 float poO,

5: float p1) {

6 float score = 0.0f;

7 if ((0 == detected_variant) &&

8 (user_variant == detected_variant)) {

9 score = p1/p0; }

10: else if ((1 == detected_variant) &&

11: (user_variant == detected_variant)) {
12: score = p0/pl; }

13: else if ((0 == detected_variant) &&

14: (user_variant != detected_variant)) {
15: score = -p1/p0; }

16: else { score = -p0/p1; }

17: return score; } }

Results

This paper presents two simulation scenarios using U-
SWIDs, focusing on their robustness under feedback loss. For
clarity of visualization, the user set size and number of collud-
ers were chosen with practical considerations: (1) 3 colluders out
of 10K users with 0% feedback loss, and (2) 3 colluders out of
10K users with 50% feedback loss. In addition, (3) we conduct a
scenario representing a large collusion case and compare the ob-
tained U-SWID results with the reported AT-SWID benchmarks
from [4].

Visualization Graphs

In the first two scenarios, colluders provide watermarked
video segments to a pirate node, which applies a random selection
strategy and forwards one response to the headend, where wa-
termark detection is abstracted. Results are presented using two
plots: a trend graph, showing score evolution across all 10K U-
SWIDs, and a penalization graph, providing a snapshot of scores
at a given time. The threshold curve in the trend graph is up-
dated dynamically per detected bit. The penalization graph high-
lights outliers by contrasting colluder scores against the broader
user population. Together, these visualizations demonstrate the
robustness of U-SWIDs under lossy feedback and their practical
advantage over AT-SWIDs.

Dynamic Threshold and U-SWIDs

The U-SWID penalization process employs a dynamic
threshold that adapts to the evolving score distribution. At each
feedback step, the threshold is computed as the current average
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plus 5.5 standard deviations (selected experimentally, as 30 pro-
duced frequent false positives), enabling reliable separation of
typical users from outliers. This threshold retains 99.99866%
of user scores below it, consistent with the Six Sigma frame-
work [10], and supports high-confidence colluder identification
under lossy feedback.

U-SWIDs with 0.0% Loss

Fig. 5 presents the trend analysis for the first simulation sce-
nario. The threshold curve (violet) remains smooth for U-SWIDs,
consistent with the behavior predicted by Tardos [3]. All three
colluders are identified after approximately 310 feedback bits,
a result that is consistent across simulation runs. The colluder
score trajectories remain stable, and the final penalization snap-
shot (Fig. 6) clearly exposes the three colluders as dominant out-
liers above the dynamic threshold.
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Figure 5. Trends for the case of 3 colluders with U-SWIDs & 0.0% loss.

Penalization of 10K Uniform SWIDs with 0.0% loss
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Figure 6. Penalties for the case of 3 colluders with U-SWIDs & 0.0% loss.

U-SWIDs with 50.0% Loss
Fig. 7 presents the score evolution for the second simulation
scenario, evaluating U-SWIDs under 50% feedback loss. Com-
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pared to the lossless case, the threshold curve (violet) becomes
less smooth, reflecting increased variance due to missing feed-
back. Colluder score trajectories exhibit greater fluctuation and
slower growth, requiring approximately 700 feedback bits for re-
liable identification—about 2.3 times more than in the 0% loss
case. The penalization snapshot (Fig. 8) shows reduced absolute
scores, yet the three colluders remain clearly distinguishable as
dominant outliers despite the high loss rate.
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Figure 7. Trends for the case of 3 colluders with U-SWIDs & 50.0% loss.

Penalization of 10K Uniform SWIDS with 50.0% loss.
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Figure 8. Penalties for the case of 3 colluders with U-SWIDs & 50.0% loss.

Large Collusion Case

We compare U-SWIDs with AT-SWIDs [4] in a large-
collusion setting, assuming 25 colluders within a user base of
1 million. While [4] reports that interleaving collusion requires
109,585 AT-SWID bits at an error probability of 1073, our ex-
periments show that U-SWIDs of length 32,768 bits consistently
require no more than 31K bits under identical conditions, while
operating at a stricter error probability of 1073,

This constitutes a substantial improvement in practical sce-
narios (see Section “Practical Collusion Cases”). Polyalphabet



schemes (e.g., A/B/C/D) are impractical due to vulnerability to
overlapping collusion (Fig. 2) and excessive computational, com-
munication, and storage costs. The dynamic threshold in Fig. 9,
based on a 5.5-sigma criterion, reliably isolates colluders while
suppressing noise from regular users; higher thresholds (e.g.,
6-sigma) may be applied for larger populations (e.g., 1 billion
users) [11].

Interleaving Collusion Attack with 25 Colluders out of 1M Users
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Figure 9. Large collusion case with U-SWIDs.

Conclusion

This paper introduced Uniform SWIDs, a lightweight ap-
proach for generating collusion-resistant identities in resource-
constrained environments. As practical delivery platforms such
as CDNs offer limited memory and computational capacity, it is
essential that SWIDs can be efficiently derived without degrading
the penalization process. U-SWIDs reduce computational over-
head while maintaining effectiveness comparable to traditional
schemes, with a penalization strategy aligned with Tardos [3] and
Laarhoven [4]. Experimental results demonstrate robust perfor-
mance under both ideal and lossy conditions, particularly against
interleaving collusion. Compared to AT-SWIDs, U-SWIDs ex-
hibit improved resilience to feedback loss, underscoring their
practical value for real-world traitor tracing in video streaming
systems.
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