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Abstract

Recent advances confirm that large language models (LLMs)
can achieve state-of-the-art performance across various tasks.
However, due to the resource-intensive nature of training LLMs
from scratch, it is urgent and crucial to protect the intellectual
property of LLMs against infringement. This has motivated the
authors in this paper to propose a novel black-box fingerprint-
ing technique for LLMs. We firstly demonstrate that the outputs
of LLMs span a unique vector space associated with each model.
We model the problem of fingerprint authentication as the task of
evaluating the similarity between the space of the victim model
and the space of the suspect model. To tackle with this problem,
we introduce two solutions: the first determines whether suspect
outputs lie within the victim’s subspace, enabling fast infringe-
ment detection; the second reconstructs a joint subspace to de-
tect models modified via parameter-efficient fine-tuning (PEFT).
Experiments indicate that the proposed method achieves superior
performance in fingerprint verification and robustness against the
PEFT attacks. This work reveals inherent characteristics of LLMs
and provides a promising solution for protecting LLMs, ensuring
efficiency, generality and practicality.

Introduction

Large language models (LLMs) have become a foundational
component of contemporary artificial intelligence, exhibiting ex-
ceptional performance across a broad spectrum of natural lan-
guage processing tasks owing to their capacity to generate human-
like text and comprehend complex semantics. Despite the consid-
erable data volume and computational power required for their
training, numerous developers continue to advance the field by
releasing their models as open source. Research groups and or-
ganizations responsible for prominent models, such as LLaMA,
Gemma, and Mistral [1, 2, 3, 4], have made their well-trained
LLMs publicly accessible, thereby fostering a dynamic and col-
laborative research ecosystem. This rapidly evolving landscape is
largely sustained by its open-source philosophy. Nevertheless, the
same openness that accelerates innovation also renders these mod-
els vulnerable to misuse, e.g., unauthorized fine-tuning with other
pre-trained models without proper attribution, or misappropria-
tion through false claims of ownership. Consequently, safeguard-
ing the intellectual property rights of LLMs is imperative not only
for preserving their commercial value but also for promoting the
sustainable and ethical development of the community.

Numerous studies have employed digital watermarking and
fingerprinting methods to protect deep neural networks (DNNs).
For example, Uchida et al. [5] introduce a regularization term to
constrain the network weights for embedding watermarks. Sub-
sequently, researchers have proposed various methodologies such
as [6, 7, 8] to embed watermarks into the model parameters in
white-box scenarios, where the extractor can access the entirety
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of model parameters. However, the challenges in accessing all the
model parameters in various scenarios has led to a focus on black-
box techniques for model watermarking. To this purpose, many
watermarking methods utilize backdoor techniques, constructing
specific input-output mappings and observing the output of the
DNN model for verification such as [9, 10, 11]. Generative mod-
els, particularly image processing models, often produce contents
with high entropy and sufficient information capacity to accom-
modate additional watermark information, which remains highly
imperceptible. Wu et al. [12] introduce a new framework to make
the output of a model contain a certain watermark. By extracting
the watermark from any watermarked output, one can identify the
ownership of the corresponding DNN model. Lukas ez al. [13]
propose embedding watermarks by fine-tuning the image genera-
tor, ensuring that all images produced are watermarked. Fernan-
dez et al. [14] extend it to the diffusion model. Embedding water-
marks through backdoor and fine-tuning techniques compromises
the primary functionality of the model to a certain extent and re-
quires significant computational resources. Song et al. [15] dis-
tinguish different generative models based on their artifacts and
fingerprints, which can help alleviate this problem.

The emergence of superior reasoning capabilities in LLMs
which require significant computational overhead, has posed new
challenges for their intellectual property protection (IPP). Xu et
al. [16] specify a confidential private key and embed it as an in-
structional backdoor, serving as a fingerprint. In Ref. [17], Zeng
et al. utilize the internal parameters in Transformer [18] as a fin-
gerprint to identify the LLMs. Existing methods typically require
white-box access or fine-tuning to verify the copyright informa-
tion. In contrast, the proposed fingerprinting method can be im-
plemented in a black-box scenario without any fine-tuning.

We propose a novel fingerprinting approach for LLMs that
enables LLM authentication through analysis of their output char-
acteristics. LLMs generate coherent and contextually appropriate
text by sampling from logits, which inherently encode rich model-
specific information. In black-box scenarios, LLM providers of-
ten expose full or partial logit vectors via APIs, allowing users to
employ different sampling strategies to produce realistic content.
Carlini et al. [19] have demonstrated that it is possible to recover
parts of a model solely through such API access. Building on this
insight, we introduce an LLM fingerprinting framework that iden-
tifies distinctive properties of each model by analyzing its logit
outputs from a new perspective.

Prior studies have demonstrated that the outputs of LLMs
lie within a linear subspace determined by their parameters (see
[20, 21, 22]). In our approach, we preserve the parameters of the
victim model - specifically those of its final linear layer. By query-
ing the suspect model and collecting its outputs, we leverage the
retained parameters to characterize the model’s unique attribution.
We formalize ownership authentication as the process of measur-
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ing the similarity between the vector space of the victim model
and the output space of the suspect model.

We first introduce a method for rapidly determining whether
a given output originates from the victim model by evaluating its
compatibility with the vector space defined by the retained pa-
rameters. To handle scenarios involving Parameter-Efficient Fine-
Tuning (PEFT) attacks, we further design an alignment verifica-
tion approach that assesses whether the suspect model was de-
rived from the victim model through PEFT by comparing their
representational similarities. Moreover, in cases where only par-
tial logits are accessible via an API, we demonstrate that com-
plete logits can be reconstructed to facilitate ownership verifica-
tion. Our framework enables model ownership authentication in
black-box settings solely through API access, without relying on
any specific architectural assumptions about the underlying LLM.
This ensures broad applicability and offers a practical and effec-
tive solution for the copyright protection of LLMs. Experimental
results show that our method achieves superior verification accu-
racy and robustness against PEFT attacks, without impairing the
functional performance of the models.

In summary, the main contributions of this work include:

* We analyze the characteristics of LLMs from a novel per-
spective and demonstrate that their outputs can serve as
unique fingerprints for ownership verification.

We propose two complementary methods for LLM owner-
ship verification: one enables rapid identification of whether
an output originates from the victim model, while the other
determines whether a suspect model has been derived from
the victim model through a PEFT attack.

We introduce a technique to reconstruct complete fingerprint
information from partial logits obtained via API access, en-
abling ownership verification in black-box scenarios.

The rest structure of this paper is organized as follows. First
of all, we provide an overview of model fingerprinting, PEFT, and
the assumed threat model. Then, we introduce the proposed LLM
fingerprinting technique, followed by two fingerprint verification
approaches. Thereafter, experimental results and analysis are pro-
vided. Finally, we conclude this paper and provide discussion.

Preliminaries

In this section, we provide a brief overview of model finger-
printing, PEFT, and the assumed threat model so that the proposed
work can be better described.

Model Fingerprinting

Model fingerprinting is a technique used to uniquely identify
and authenticate DNN models by analyzing their inherent charac-
teristics. Every DNN model, even those with the identical archi-
tecture, develops distinctive patterns in its parameters and outputs
due to differences in training data, initialization, and optimization.
Through analyzing these patterns such as logits, embeddings, or
behavioral responses to specific inputs, model fingerprinting can
generate a “signature” that distinguishes one model from another.
This technique enables applications such as ownership verifica-
tion, detection of unauthorized copies or fine-tuned derivatives,
and security auditing, and it can often be applied even in black-
box scenarios where only model outputs are accessible. Through
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Figure 1. The pipeline of LLMs based on the Transformer architecture.

these methods, model fingerprinting provides a robust and practi-
cal way to trace, verify, and protect DNN models. In this research,
we utilize the outputs of LLMs as fingerprints for verification.

Parameter-Efficient Fine-Tuning (PEFT)

Training or fine-tuning DNNs from pre-trained models re-
quires substantial computational resources, especially for LLMs
that demand extensive GPU memory. Recent research has there-
fore focused on parameter-efficient fine-tuning (PEFT) methods,
which enable effective optimization while updating only a small
subset of model parameters [23, 24, 25]. In other words, PEFT is
a set of techniques designed to adapt large pre-trained models to
specific tasks without updating all of the model’s parameters.

Instead of fine-tuning the entire model, which can be compu-
tationally expensive and memory-intensive, PEFT typically mod-
ifies only a small subset of parameters or adds lightweight mod-
ules, while keeping the majority of the model frozen. This makes
fine-tuning faster, cheaper, and more storage-efficient.

Low-Rank Adaptation (LoRA) [24] has become the de facto
method for PEFT, serving as the foundation for many other meth-
ods such as [25, 26]. In LoRA, the weight matrix W is updated
by the formula Wy = W +AW = Wg 4+ AB. During training,
Wy remains fixed, while the two matrices A and B encompass
the least trainable parameters. In this study, we will use LoRA to
mimic the PEFT attack.

Threat Model

Our threat model involves a defender, known as the model
provider, and an adversary who controls a malicious user. The
adversary’s goal is to steal the model and falsely claim ownership.
We assume that the adversary may employ PEFT attacks such as
LoRA [24], to evade detection. The defender, who retains access
to their own model’s parameters, including the final linear layer
as a fingerprint, aims to verify ownership by querying the suspect
model through API access.

LLM Fingerprinting
In this section, we show that the logits outputs from LLMs
span a vector space, which can be utilized for fingerprinting LLM.

LLM Outputs Span A Vector Space

The Transformer architecture has already become the base
of numerous models due to its exceptional performance across a
variety of tasks. LLMs are typically Transformer-based models,
with their pipeline presented in Figure 1. Specifically, the input
text is tokenized and converted into word embeddings, with the
embedding layer represented as a matrix of size |V| x h, where
|V| is the vocabulary size and A is the hidden size. The vocabulary
size is significantly larger than the hidden size, i.e., |[V| >> h. The
embeddings are processed by the Transformer block with multi-
ple layers, each containing a multi-head self-attention mechanism
and a feed-forward layer, to calculate the intrinsic representation
of the input and produce the intermediate representation z. The
last linear layer maps z to logits s € RV, The output of LLM is
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generated by sampling from the logits s. For clarity, this analysis
excludes Layer Normalization [27] and RMS Normalization [28],
as they primarily introduce additional multiplication terms, which
do not affect the conclusions of this paper.

It is worth noting that the logits s = Wz, where W € RIVIxh
is the weight matrix of the last linear layer and the rank of W is at
most /. Every output produced by W is corresponding to a vector
s that will always lie within a subspace of RV, spanned by the
columns of W, which is at most i-dimensional. All possible out-
puts of the LLM logits will span a vector space L isomorphic to
the space spanned by the columns of W, since they have the same
dimensionality. Consequently, each LLM is associated with a dis-
tinctive vector space L. This uniqueness arises because the vector
space RV encompasses an exceedingly large number of potential
subspaces for any subspace of dimension 4. For example, in the
case of Gemma [3], with 7 = 2,048 and |V | = 256,000, the num-
ber of subspaces is extremely large. Due to variations in training
initialization, datasets, configurations and hardware, it is impos-
sible for two different LLMs to cover the same vector space. This
property allows us to use it as a fingerprint for LLMs and identify
their ownership. The model providers only need to retain the pa-
rameters of the last linear layer in the model. Accessing the API
of the suspect model enables them to retrieve the logits, thereby
verifying the ownership.

Vector Space Reconstruction via API

We already demonstrate that the logits outputs from LLMs
span a vector space denoted by L, which will be utilized as the
LLM fingerprint. Obtaining the full logits of a model is not always
feasible, as attackers aim to disclose minimal information to evade
detection by the victim. In this subsection, we consider practical
scenarios in which our approach reconstructs the vector space for
fingerprint verification and only relies on API access, enabling the
retrieval of complete vocabulary probabilities, top-k probabilities,
or the top-1 probability.

Complete Probabilities of the Vocabulary

The API provides the complete probabilities p = softmax(s)
over the vocabulary, all components of which are non-negative
and have a sum equal to 1. This indicates that p is a point in the
simplex AVI=1 which lies within a |[V| — 1 dimensional subspace
of RVI. Additionally, p is also constrained by s.

Due to normalization, the softmax function does not have a
well-defined inverse transformation. However, if we omit it tem-
porarily, and use the CLR (centered log-ratio) transformation, we
can obtain s* that differs from s by a constant bias. This will in-
troduce a one-dimensional deviation from the perspective of spa-
tial dimensions. We can manually do one-dimensional correction
and will not affect the results, as 4 and |V| are both significantly
greater than one. Therefore, we can directly reconstruct the vector
space L* corresponding to s*, which is determined by

§* — CLR(p) = log (%), ()

where g(-) denotes the geometric mean of the input. We demon-
strate that s* differs from s by a constant bias. First, we have

eS

e 2)
Zlv‘l e

p = softmax(s) =
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which means that each component of s* only differs from that of s
by the mean of s. Therefore, s* — s forms a constant vector (bias).

Top-k Probabilities

In case that the API provides the top-k probabilities, which
are the k largest elements of p, we assume that the provider allows
the user to alter token probabilities using a bias through the APL
This is reasonable and common in applications, e.g., OpenAl in-
cludes this function in their API'. The bias is added to the specific
logits of the tokens before the softmax operation, the API returns
the top-k probabilities. Without the loss of generalization, assum-
ing that i1, iy, ..., i, are the indices of selected tokens and b is the
bias, the biased probabilities distribution p* can be calculated by

p*(i1,ia,- .-, im,b) = softmax (s*(iy,iz,...,im, D)), 5)
i+b i€, iz,...,im},

(n,zz....,im,b){s’+ FE i in ©)
i otherwise.

We propose a method to recover the complete probabilities p =
softmax(s), i.e., b = 0 for Eq. (5). In detail, by feeding a prompt
to the model, we can obtain the top-k probabilities, which can be
expressed as {pidx, , Pidsys - - - » Pidx, }» Where Piax, > Pidx, = --- >
Pidx, and {idxy,idx,, ...,idx;} are the indices of the correspond-
ing tokens. Obviously, we have
eSidx;
Pidx, = ———> V1 <i<k 7N

%
Z‘,Ilef

We have collected k original probabilities { pidx, , Pidxys - - - » Pidx, } -
We are to determine the remaining |V| — k original probabilities.
This problem can be solved by processing these |V| — k tokens in
batches each containing k£ — 1 tokens. Suppose that we are now to

Uhttps://help.openai.com/en/articles/5247780-using-logit-bias-to-
alter-token-probability-with-the-openai-api
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process k — 1 tokens, whose indices are {i,iy,...,ix_1 }, we add a
bias b to the logits of these k — 1 tokens and the idx-th token to
push them into the ‘top-k’. The biased probabilities distribution
can therefore be calculated by

p*(idxy,iy,...,ix_1,b) = softmax (s* (idxy, iy, ..., ik_1,b)), (8)

where for 1 <i < |V|, we have

si+b ie{idxl7ila"'aik—l}7 ©
Si otherwise.

S?(idX17i17---7ik17b)={ )

We can write

Siy
e’ . . , .
pi, = softmax(s; ) = ST Vi, € {idxy,i1,... i1}, (10)
Zj:] e
and
¥ = softmax(s}) = _er
pi, = softmax(s}) =~
Zj:] €
S
esir
— - s an
Zj¢{idxl,i],m,ik 1} € +Zje{idm,i1.,...,ik71} ¢
7 esi,+b
- o . o . b )
Y {idxsitsix 1} €7+ Ljefidsyinic 1} €7
for any i, € {idxy,iy,...,ix_1 }. Obviously,
. Sidx
Didx, _ €'
pi, e (12)
r
and
pi*dX] _ e‘fﬁixl B esldxl +b _ esidx] 3
* st si4+b T s (13)
P eir eSir eSi
Therefore, for any i, € {iy,...,ik_1},
>k
pi,
Di, = Didx, - x> (14)

idX]

indicating that the original probability for the i,-th token p; can
be recovered since pjgy, » pfr and pi*dxl are all known. By querying
the model with the same prompt, the complete probabilities p can
be perfectly reconstructed, according to the above operation.

It is remarked that the above operation processes k — 1 tokens
at each time. In fact, it is free for us to process less then k tokens at
each time. Therefore, we should perform at least (|V|—k)/(k—1)
times. In case that k — 1 cannot divide |V | — k, we need to perform
once more. In addition, at each time, we have to choose a suitable
value for b, which can be done by a heuristic fashion.

Top-1 Probability

The API returns the highest probability, which is equivalent
to obtaining the top-k probabilities with k = 1. For this scenario,
we present a method to recover the complete probabilities p. Let
us introduce a substantial bias b to the i-th token, thereby elevating
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it to the top position, resulting in the biased probability p*. The
unbiased probability p; for the i-th token can be determined by

1

pi = eb—logpf _ b 1 (15
This can be easily verified. First of all, we have
esi
Pi= i (16)
Zj:l e’i
and
eS,'-‘rb
i= , (17)
jo1 i€ et
which can be rewritten as
p* B es,-+h
' Z‘]V:‘l &S — eSi + eSith
et eb
):\jV:\l eSi —eSi f-eSi - el
.. Vi s b
_ <Pt Zj:le‘7> e (18)
V| . V| . V| .
riie = (pgflie) + (pixyen) e
_ pi-¢
1—pi+pi-e
b
Copliqet’
Therefore, we have
b
e
pil=S . (19)

i

Theoretically, this method could recover the unbiased proba-
bility in the top-k scenario, though it would require a substantially
larger number of queries. However, its practical applicability is
limited due to exponential operations, which introduce numerical
instability and can adversely affect subsequent results. In contrast,
the method described previously relies solely on proportional op-
erations, thereby largely avoiding numerical instability issues.

Fingerprint Verification

We introduce two methods for LLM fingerprint verification.
The first method involves verifying whether the outputs of the
suspect LLM occupy the same space as those of the victim LLM.
It means that the suspect model and the victim model share the
same last linear layer, facilitating the rapid identification of model
infringement. If the model was fine-tuned, indicating that the pa-
rameters of the last linear layer have been modified, i.e., changes
occur in the vector space, which makes verification challenging.
To deal with this problem, we propose an alignment verification
method to resolve this challenge. This method calculates the joint
space dimension formed by the output vector space of the suspect
model and the parameter space of the victim model. Model in-
fringement is identified by comparing the similarity of these two
spaces. Figure 2 shows the sketch of LLM fingerprint verification.
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Figure 2. The sketch of LLM fingerprint verification.

Compatibility Testing

As demonstrated above, the LLM outputs span a vector space
L isomorphic to the space spanned by the columns of the last lin-
ear layer W. We slightly abuse the notation by using L to represent
the space by the columns of the last linear layer W in the follow-
ing. We retain the last linear layer of LLM as private, serving as
the fingerprint of the victim model. The suspect model is queried
through the API to obtain its logits output s.

For the suspect model derived from the victim model without
modification of the last linear layer, the logits s is expected to lie
within L. This can be formally verified by attempting to solve the
linear system Wx = s, to determine whether s belongs to L. If a
solution exists, the suspect model is considered to be derived from
the victim model. In practice, due to numerical errors introduced
by floating-point computations, we instead compute the Euclidean
distance d between s and the subspace L by

d=||s—W%], (20)

where X denotes the solution of Wx = s. Let e represent the error
tolerance induced by numerical instability. If d < e, we conclude
that s is compatible with L, indicating that the suspect model is
likely derived from the victim model.

When only the output probabilities p are accessible, and log-
its s* are reconstructed using the method described previously, we
account for the inherent one-dimensional deviation by appending
a constant column vector to W, yielding W* = [W.1]. The verifi-
cation procedure is thereafter carried out using W* in place of W,
following the same methodology outlined above.

Alignment Verification

Since PEFT alters parts of the model parameters, the verifi-
cation method described above can no longer be applied reliably.
In line with the manifold hypothesis, high-dimensional data can
be mapped onto a low-dimensional latent manifold, within which
different tasks are controlled by distinct feature directions. There-
fore, when fine-tuning for a specific task, it is assumed to impact
only a portion of the vector space L, rather than the entire space.
Especially, in PEFT attacks, the model is fine-tuned with a low-
rank matrix. The original matrix Wg is updated by

Wn =Wo +AW, (21)

where AW is a matrix of rank no more than k. If there is substan-
tial overlap between between of the output space of the suspect
model and the space spanned by the columns of the victim model
W, the suspect model closely resembles the victim model and
may have been derived through unauthorized replication.

We calculate the dimension formed by the union of the vec-
tor space of the suspect model and the parameter space of the
victim model, denoted by Lgym. If the dimension of Lgym is quite
close to that of the space of the victim model, it indicates that the
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Algorithm 1 Pseudocode for dimension difference calculation

Input: The parameter matrix W, the logits set S = {s{,s2,...,84},
the error term e,
QOutput: The dimension difference Ar.
1: Initiate Ar =0 and Wgyy = W
2: fori=1,2,..,qdo
3: Solve Wqum - X; = s; to obtain X;

4:  Calculate d; = ||s; — Weum - %]
5: if d; > e, then

6: Ar=Ar+1

7: Woum = [Wsumasi}

8:  endif

9: end for

10: return Ar

suspect model is derived from the victim model. Otherwise, it is
not. It can be controlled by using a threshold. For those matrices
containing numerous floating-point numbers, directly calculating
their rank is not advisable, as it leads to significant errors due to
numerical inaccuracies. Instead, we here propose to calculate the
dimension difference Ar between Lg,,m and L (corresponding to
W) to determine whether the suspect model is derived from the
victim model. If Ar is smaller than a small threshold (or say Ar is
significantly smaller than the hidden size /), it means strong align-
ment and supports the inference that the suspect model originates
from the victim model. In scenarios where only output probabil-
ities are accessible, Ar will only experience a numerical distur-
bance of one, which will not affect our results. Algorithm 1 gives
the pseudocode for dimension difference calculation.

Experimental Results and Analysis
In this section, we are to report experimental results and pro-
vide analysis to demonstrate the applicability of our work.

Setup

We use Gemma [3] with a hidden size of 2048 as the victim
model and fine-tune it by either LoRA [24] or QLoRA [25] as the
adversarial setting. We set the rank to 16, 32 and 64. The models
are fine-tuned on the Alpaca dataset [29] and SAMSum dataset
[30] to simulate different scenarios. We also compare with a new
version termed as Gemma-2, which shares the same structure but
under a novel training method, leading to substantial income and
completely different outputs for the identical inputs. For each ex-
periment, we generate (or recover) 300 complete logits (or proba-
bilities) for simulation. The error parameter e, is fixed to 1 across
all experiments. The following subsections report results for com-
patibility testing and alignment verification, followed by a case
study that illustrates the practical applicability of our method?.

Compatibility Testing Results

In the compatibility testing, we assume that malicious users
might release their stolen model either in its original form or after
fine-tuning. Fine-tuning is applied to the attention mechanism in
the intermediate layers or the last linear layer. Here, we retain the
parameters of the model’s last linear layer and conduct verifica-
tion experiments across various scenarios. The average Euclidean

2Code available: https://github.com/solitude-alive/llm-fingerprint
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Table 1. Compatibility testing results on different model versions and models fine-tuned with different modules and ranks.

Model Dataset Scenario
Full logits ~ Full probabilities = Top-5 probabilities  Top-1 probabilities
Gemma ; 8.0x107 3.4%x1073 3.4%x1073 83x107°
Gemma-2 5.5 % 10° 5.5x10° 5.5x10° 5.5%10°
qkv-16 9.7 %107 1.4x 1074 1.4x107% 1.0x107%
qkv-32 8.5% 1073 3.6x1073 3.6x1073 9.6x107
akv-64 | ¢anroum | 11X 104 9.5%x 1074 9.5%x1074 9.9x107
linear-16 7.3 % 10° 7.2x10° 7.2x10° 7.2 % 10°
linear-32 6.9 x 107 6.8 x 107 6.8 x 107 6.9 x 10°
linear-64 7.6 x 107 7.5 % 107 7.5 %103 7.5% 107
qkv-16 83x 107 57%x1074 57x107% 8.4x 10774
qkv-32 7.0x 1073 2.8x1073 2.8x1073 8.5x 107>
qkv-64 Alpaca 6.8 x 1072 1.6x 1074 1.6x 1074 8.1x107?
linear-16 6.8 x 107 6.7 x 107 6.7 % 107 6.7 x 10°
linear-32 6.7 x 107 6.6 x 10° 6.6 x 10° 6.6 x 10°
linear-64 6.9 x 10° 6.8 x 107 6.8 10° 6.9 x 10°

Table 2. Dimension difference results on different model versions and models fine-tuned with different modules and ranks.

Model Dataset Scenario
Full logits  Full probabilities  Top-5 probabilities ~ Top-1 probabilities
Gemma / 0 1 1 1
Gemma-2 300 300 300 300
gkv-16 0 1 1 1
gkv-32 0 1 1 1
qgkv-64 0 1 1 1
linear-16 | >/ MSum 10 11 11 11
linear-32 11 12 12 11
linear-64 10 11 11 11
gkv-16 0 1 1 1
qkv-32 0 1 1 1
kv-64 0 1 1 1
li?lear—16 Alpaca 15 16 16 16
linear-32 20 21 21 20
linear-64 21 22 22 21

distance d is used to quantify the performance. As shown in Table
1, each column corresponds to the results of d under different API
scenarios, while each row represents the outcomes for different
models. ‘gkv’ and ‘linear’ represent LORA module was applied
to the query, key and value module in the attention mechanism or
the linear module in the last layer, with their suffixes indicating
the rank of LoRA. The experimental results clearly reveal that for
models fine-tuned on the last layer or not, a significant difference
exits between them and other models. This distinction is adequate
for ascertaining ownership, verifying the effectiveness of the pro-
posed method. It is worth to note that although this is the average
results, this consistency will hold even with only a few samples in
practice, thus also enabling rapid verification.

Alignment Verification Results

In case of alignment verification, Table 2 presents the results
of the dimension difference calculation, i.e., Ar. The configura-
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tion of PEFT attacks is the same as that in the previous subsection.
As shown in Table 2, the proposed method consistently distin-
guishes between different types of fine-tuning across all four API
scenarios. For models fine-tuned on attention modules, the met-
ric returns uniformly small Ar, indicating strong consistency with
the original model. In contrast, models fine-tuned on the final lin-
ear layer exhibit substantially larger Ar that grows systematically
with LoRA rank. All these observations are not merely highlight-
ing the difference between gkv and linear fine-tuning; rather, they
directly demonstrate the discriminative power of our method. Re-
gardless of the fine-tuning location, fine-tuning intensity, or the
granularity of API outputs, our method reliably captures the struc-
tural deviations introduced by PEFT, enabling effective identifi-
cation of stolen or fine-tuned variants. The consistent trends ob-
served across all API scenarios further validate the robustness and
sample efficiency of the proposed verification method. Table 3 re-
ports the dimension difference results for models fine-tuned with
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Table 3. Dimension difference results for models fine-tuned with QLoRA at different ranks across different datasets.

Model Dataset Scenario .
Full logits  Full probabilities  Top-5 probabilities  Top-1 probabilities
Gemma / 0 1 1 1
Gemma-2 300 300 300 300
qkv-16 0 1 1 1
qkv-32 0 1 1 1
qkv-64 0 1 1 1
linear-16 | SAMSum 9 10 10 10
linear-32 10 11 11 11
linear-64 8 9 9 9
gkv-16 0 1 1 1
qkv-32 0 1 1 1
kv-64 0 1 1 1
linear 16 | AlPeca 16 17 17 17
linear-32 20 21 21 21
linear-64 23 24 24 24
QLoRA at different ranks across different datasets. From this ta- s
ble, we can draw out the same conclusions. S
It is noted that Ar = 300 reported for Gemma-2 in Table 2 3
and Table 3 is a result of the fact that we utilize only 300 valid = - 10
complete logits (or probabilities) for simulation. If this restriction 3
is relaxed and more outputs are included, the observed Ar would £
likely increase proportionally. Indeed, analysis of 3000 outputs j -5
from Gemma-2 yields Ar = 2052, which suggests extensive fine- o
tuning or even training from scratch. This further emphasizes the ‘:%
uniqueness and reliability of the proposed fingerprint. -0
Case Study :
We conduct a case study on five Llama-family models shar- . 5
ing same architectures to further evaluate the effectiveness of our E |
fingerprinting method under realistic conditions of high model :5
similarity. In Figure 3, the contribution logits and weights, com- Llma3 Liamsdguad Llama3it  Lime3]  Liama3.it o

puted via the Euclidean distance metric and visualized after loga-
rithmic transformation, exhibit a clear and stable pattern, that is,
only the diagonal entries show markedly elevated values, while all
off-diagonal entries remain uniformly low. This indicates that our
metric consistently identifies each model as most compatible with
itself and effectively rejects all other closely related variants. Cru-
cially, this pronounced diagonal dominance does not arise from
subtle architectural differences but directly reflects the discrimi-
native strength and reliability of our method. Even among models
with identical architectures and highly similar training objectives,
the resulting fingerprints remain distinctive and stable, enabling
robust and trustworthy model attribution in practical applications.

Conclusion and Discussion

In this paper, we introduce a novel and general fingerprinting
framework for large language models that enables reliable owner-
ship verification in black-box settings without retraining or modi-
fying the target model. Across multiple model families, API gran-
ularities, and PEFT attack configurations, our experiments show
that the proposed method produces distinctive and stable finger-
prints. The approach consistently achieves high verification accu-
racy and remains robust to LoRA fine-tuning on various modules.
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Figure 3. A case study on Llama-family models.

These findings highlight persistent structural properties of LLMs
that enable dependable model attribution even under adversarial
conditions. Overall, this research offers a practical and effective
solution for LLM provenance tracking and ownership protection,
and outlines a promising direction for future research on secure
deployment of generative models.
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