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Abstract

This paper presents PrivacyBuddy, an innovative Android
privacy dashboard designed to detect excessive data collection,
focusing on location data. It addresses the growing concern over
apps that collect more personal information than necessary, of-
ten leading to privacy violations. Current Android privacy dash-
boards are inadequate, lacking effective visualizations and in-
sights into app behavior. PrivacyBuddy enhances user awareness
by providing intuitive visualizations of data collection frequency,
volume, and type, along with a Privacy Score for each app. The
dashboard employs user-centered design principles to cater to di-
verse user needs, from casual users to privacy-conscious individ-
uals. Key features include detailed tracking of location requests,
distinguishing between foreground and background access, and
offering actionable insights for users to manage their privacy set-
tings effectively. A secure implementation extends the Android OS
to monitor data requests made by other apps. A user study vali-
dates the design, demonstrating improved usability and user en-
gagement compared to existing solutions. This work contributes
to the field of visual data analytics by merging design principles
with practical applications, ultimately empowering users to take
control of their data privacy in an increasingly data-driven world.

Introduction

Excessive tracking of users has real-life impact, whether they
consider personal privacy to be important or not. Data collec-
tion can be advantageous for tailoring individualized experiences
and services. A health app tracks your activity to suggest diet
and workout plans. A photo gallery app analyzes your pictures to
automatically categorize family pictures, notes, screenshots, and
other types. However, data collectors frequently amass informa-
tion that exceeds what is necessary, with an extent and frequency
that surpasses the requirements for improving service. The busi-
ness plan of many such data collectors includes the selling of
this data which enables misuse by other parties [9]]. In one case,
the FTC charged the developers of a flashlight app for collecting
users’ location data [6], which they naturally didn’t need. Even
when the necessity is apparent, apps collect data with higher ac-
curacy or frequency than necessary. Although almost all apps
benefit from having access to the clipboard, many apps have been
caught procedurally scraping the user’s clipboard for tracking pur-
poses [2]. It is therefore important not only to analyze whether
apps have the ability to collect data, but also to what extent they
do. Many more examples exist, and more importantly, little effec-
tive systems are in place to prevent this kind of misuse. Awareness
about which privacy-sensitive data is frequently collected by apps
on a smart phone is the first line of defense against excessive data
collection and tracking of users.
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When apps track users, they use either data on the device or

sensors to collect personal data. In most systems, the access to
sensors and the file system must pass through the operating sys-
tem. System designers provide tools to deny data requests to cer-
tain collectors and apps. In the Android operating system, users
have to grant permissions to apps. A study [4] shows that users
are indeed more likely to deny permissions that don’t make sense
for a given app, e.g. a flashlight app asking for location permis-
sion. However, even when the permission makes sense at instal-
lation time, misuse is possible when apps request a lot of data
frequently.
A key problem is that users lack a good insight on which app col-
lects what data at which frequency while executing, hence after
installation and permission approval of the app. We demonstrate
in this paper that the current privacy dashboards in Android and
its open-source variants do not meet the users’ needs.

As a solution, we propose PrivacyBuddy, which provides
trustworthy visualization and data analysis of runtime data col-
lection by apps that can be of assistance to many types of users.
We identify the following contributions of our overall technical
solution, related to visual design, data analysis and trustworthy
deployment of the solution on Android phones.

* We determine which key data collection properties are re-
quired to visualize tracking behavior, including the fre-
quency, volume and type of data collection as a key property
to express excessive tracking.

* We calculate and provide a privacy score per app based on
data analysis of the key data collection properties and their
priority and importance related to privacy-awareness for the
user.

* We design and evaluate intuitive and effective interfaces
based on key design frameworks such as User-Centered De-
sign, the C-HIP model and Gestalt principles. We focus on
high priority visualizations first and use detail-on-demand
to cater to a wide-ranging customer base, from laypeople to
individuals with advanced technical expertise.

* We implement and deploy a trustworthy data flow architec-
ture for the different components of our solution leveraging
the internal Android security and permission system.

This work is unique in the visualization community because it
blends privacy engineering insights and design principles to cre-
ate visual tools that aid privacy awareness and enable users to take
action to protect their privacy. Upon examining the visualizations,
individuals can more readily take action against intrusive apps by
leveraging existing tools such as restricting data access, block-
ing access, or completely uninstalling them. Furthermore, this
work contributes a trustworthy and secure implementation that is
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built into the Android system. We also provide the source code as
open-source for easy extensibility.

This work provides visualizations for data types that can be
requested by an Android app. The modular dashboard allows for
extensions, where other system developers and app developers
can contribute widgets. For this proof-of-concept, we validate our
approach with a case study on location data for detailed analysis.
The reasons why this work limits the scope to location data are as
follows:

* We do not have enough resources to produce custom visual-
izations for all data types shared and used on mobile devices.

* Mobile device users consider location data to be one of the
most sensitive types of information in the category of types
that do not directly identify them. [16]]

* Location data is one of the most tracked data types on mo-
bile applications. [[12]

* Focusing on location lends itself to unique visualizations
that greatly improve efficacy. This provides strong argument
that custom visualizations of tracking behavior can be use-
ful.

With the goal of visualizing excessive tracking in mind, users can
compare the frequency of location requests between apps. The
dashboard also visualizes whether a location request was done by
an app in the foreground or background, and whether it was done
with high or low location accuracy. We focus on location data as
it is often over-requested, and it is typically sensitive data.

In the background section, we cite related work showing that
existing tools inadequately support visualizing excessive data col-
lection. The main shortcomings are the poor choice of visualiza-
tions, such as using pie charts to show the share of data collection
per permission type, and the lack of visualizations that allow users
to compare app tracking behavior. To avoid similar pitfalls, we
use established design frameworks and lessons from prior pub-
lications. Additionally, we propose a modular design with cus-
tomizable widgets, enabling users to prioritize the visualization
of specific data (e.g., location) and select the desired granularity,
ensuring compatibility for users with varying technical skills.

In our evaluation we assess the usability and compliance of
the dashboards with the requirements by carrying out a study us-
ing simulated user data. In this study, we interview individuals
with varying levels of technological proficiency to determine if
there has been improvement compared to current data collection
visualizations. The study is conducted in two phases, with feed-
back from the initial phase used to refine the design.

The remainder of this paper is structured as follows. We first
discuss background and motivation, including information on pri-
vacy, related work, as well as motivating examples and design
frameworks. We then expand on shortcomings of existing solu-
tions. Our requirements analysis elaborates on different personas
and their different needs for privacy awareness. We then detail the
design of our Privacy Dashboard and focus on visual design and
design principles, the privacy score and the internal system design
for Android. We conclude with an evaluation based on the results
of our user study and discuss our improvements and limitations.

Background and Motivation

This section first defines what is considered as excessive
tracking of personal data. Then, it discusses some relevant ex-
isting solutions, as well as scientific works that have contributed

to visualizing privacy dashboards. Lastly, it introduces the em-
ployed design frameworks and how they are used for shaping the
visualizations in the dashboard this work presents.

What is excessive tracking?

Personal data encompasses a wide range of information that
can be used to identify an individual, either directly or indirectly.
This includes, but is not limited to, location data, browsing his-
tory, contact information, and health records. The collection and
use of such data has become ubiquitous in the digital age, driven
by the potential benefits of personalized services and targeted ad-
vertising. However, the collection and use of personal data can
become excessive when it exceeds what is necessary to provide
the intended service or functionality. This is why one of the main
principles of GDPR is the principle of data minimization [J5]. It
mandates that data collectors should only gather the minimum
amount of information required to fulfill their objectives. Exces-
sive data collection can lead to privacy violations, discrimination,
and other harms, even if the individual does not consider their
privacy to be a priority [11].

Existing privacy dashboards

In this work, we focus on the Android operating system, as
it is one of the most widely used mobile platforms globally. An-
droid’s open-source nature allows for customization and the de-
velopment of alternative versions, providing opportunities to ad-
dress privacy concerns that may not be adequately addressed in
the standard Android distribution. The Android ecosystem has
implemented several privacy-focused features, including permis-
sion systems and data access controls. These features aim to give
users more control over their data. Additionally, Android offers
visualizations to help users understand and manage their privacy
settings better. These visualizations provide a clearer and more
concise understanding of the data that apps are accessing, en-
abling users to make informed decisions about their privacy pref-
erences. However, the effectiveness of these features in helping
users manage their data privacy is still a topic of research and
debate [4}7]]. To address some of the shortcomings, certain open-
source variants of Android have included additional features. Ca-
lyxOS, /e/0OS, and GrapheneOS [3, 8} 1]], for instance, limit or ex-
clude Google Play Services from their OS, while /e/OS and Lin-
eageOS [[13]] provide additional data control features. One such
feature allows /e/OS users to share inaccurate or fake locations
when apps request them. Despite these improvements, there is
still room for growth in the area of visualizations for privacy man-
agement. We believe that significant advancements can be made
in this area, and elaborate in the section [Shortcomings of existing|

lsolutionsl

Research on privacy dashboards

Prior research has explored different approaches to visual-
izing and managing personal data collection on mobile devices.
Wilkinson et al. [18] explored how smartphone users perceive
the structure and granularity of privacy visualizations. They com-
pared two types of privacy visualizations: data-centric and app-
centric. Data-centric designs emphasize the data itself, prioritiz-
ing the user’s awareness of how their personal information is col-
lected, used, and shared across apps. This approach highlights the
specific data being shared, regardless of which application is re-

IS&T Infernational Symposium on Electronic Imaging 2025
3283 Mobile Devices and Multimedia: Enabling Technologies, Algorithms, and Applicafions 2025



questing it, thus enabling users to make privacy decisions based
on the sensitivity of the data itself. In contrast, app-centric designs
provide a more application-specific view, allowing users to focus
on the behaviors of individual applications and understand which
apps are responsible for sharing personal data. The research found
that both app-centric and data-centric approaches can be valuable,
as users were evenly divided, with a 50/50 preference for each.
The concept of Glanceability [[14]] aims to make important infor-
mation easily accessible and understandable at a glance. Finding
a balance between glanceability and detailed information is key
to raising user awareness. The study highlights the importance of
using unobtrusive but pervasive visualizations to increase users’
understanding of real-time data-sharing practices by mobile apps.
By varying the granularity of the visualizations, they found that
users’ preferences for data- or app-centric designs were shaped by
their perceptions of privacy boundaries. Those more concerned
about specific data types favored data-centric designs, while users
who were focused on the behavior of individual apps preferred
app-centric visualizations.

Relevant design frameworks

In this work, we draw upon established design frameworks
to guide the development of our privacy dashboard.

User-Centered Design (UCD) [15] principles ensure that
the system is tailored to the needs and preferences of the target
users. UCD emphasizes the importance of understanding users’
mental models and the context in which they interact with sys-
tems. This approach involves iterative design processes that incor-
porate user feedback at every stage, ensuring that the final product
is both usable and effective. Key aspects of UCD include the need
for systems to support users’ cognitive processes and the impor-
tance of designing interfaces that facilitate direct engagement. By
focusing on the user’s perspective, designers can create systems
that are not only functional but also intuitive and enjoyable to use.
This is achieved through techniques such as rapid prototyping, us-
ability testing, and the incorporation of adaptive mechanisms that
help users recover from errors gracefully.

The C-HIP model [19], which stands for Communication-
Human Information Processing, provides a framework for design-
ing effective visualizations. This model outlines the stages of in-
formation processing, from the source of the information to the
behavior of the receiver. It emphasizes the importance of atten-
tion, comprehension, and memory in ensuring that users effec-
tively process and act upon the information presented to them.
The C-HIP model includes stages such as attention switch, atten-
tion maintenance, and comprehension, which are critical for de-
signing visualizations that capture and retain users’ attention. By
ensuring that visualizations are salient and easily understandable,
designers can improve users’ ability to process complex informa-
tion. This is particularly important in the context of a privacy
dashboard, where users need to quickly grasp and act on privacy-
related information.

Gestalt principles for visual design [[10]] can enhance a pri-
vacy dashboard by improving user comprehension and engage-
ment. Principles such as proximity and similarity help group re-
lated information together, making it easier for users to compare
the level of tracking of different apps. Moreover, the principle of
closure can guide users’ eyes to complete visual elements, ensur-
ing they don’t miss important information.
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Privacy dashboard
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Figure 1. The dashboard shipped with Android has many flaws. The pie
chart is a bad choice for showing usage of permissions. The ‘other’ section
dominates. There is limited detail on demand.

Shortcomings of existing solutions

This section continues the state-of-the-art analysis by exam-
ining an existing privacy dashboard. This dashboard, the default
in the open-source version of Android, is also used in the Pixel
version sold by Google, ZenUI by Asus, ColorOS by OPPO and
many more. Even in privacy-focused Android variants like Ca-
lyxOS, LineageOS, e/OS, etc. this dashboard remains largely un-
changed. The consistency across these versions highlights the
broad application of this version of this privacy dashboard and
thus relevance of this analysis. Figure [I] illustrates the privacy
dashboard from the Pixel Android version. The main difference
between it and the other variants is the color palette.

The pie chart

One of the primary issues with the dashboard is the use of a
pie chart to represent data access distribution. This choice, while
aiming for simplicity, introduces ambiguity and complexity for
end-users. The pie chart of the stock dashboard can be seen on
figure[T}

Many data categories are hidden under a “Show other per-
missions” button, complicating user understanding. Grouping
many permissions under “Other” becomes problematic when this
category is the largest, especially when hidden behind an extra
button press. By hiding many data types initially, the dashboard
creates an implicit hierarchy of data type permissions, potentially
leading users to overlook important ones. The pie chart also lacks
clear, glanceable symbols, making it difficult for users to under-
stand what each slice represents. Aggregating unrelated permis-
sions under vague labels violates the Gestalt law of similarity,
misleading users about the similarity of data types. The attempt to
simplify through a pie chart obscures vital information, reducing
the dashboard’s effectiveness.
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Location usage

Timeline of when apps used your Location in the past 24
hours

Today

Google Play
services
For safety & emergency

Settings Services

Google Play
services

For safety & emergency + 3
mins

0 Maps

L) Settings Services o)

533 Manage permission

Figure 2. The location usage view on Android is disorganized

The short time window

Both figure[T]and 2] are based on the last 24 hours only. The
dashboard’s 24-hour window is too short to provide meaningful
insights into data access patterns. For example, a social media
app might access precise location data to serve targeted ads based
on your movements over several days. If only a single day’s data
is reviewed, this ongoing and potentially intrusive access might
go unnoticed. Certain expected indicators, like microphone usage
for video recording, are absent, raising questions about the dash-
board’s accuracy. System accesses are initially hidden, requiring
extra steps to view, which might lead users to underestimate data
access volumes.

Timeline

The timeline view for specific permissions lacks depth and
context. As can be seen in figure[2] users are left with many unan-
swered questions about the nature and implications of data ac-
cesses. The dashboard fails to clarify what specific location was
accessed. There is no differentiation between precise and approx-
imate location accesses, crucial for understanding privacy impact.
Users are also left guessing about the accuracy of accessed loca-
tion data and whether additional information like speed and bear-
ing was included. Currently, the only app-specific information
visible is the list of permissions granted to each app, demonstrated
in figure[3]

‘We believe that offering both app-centric and data-centric vi-
sualizations, along with more customized options like displaying
location access on a map, can improve the transparency of data
collection and make it easier to identify overly intrusive apps.

Requirements Analysis
This section first identifies users and describes a set of per-
sonas, following the design methodology of UCD. Employing the

Apps

Check permissions that each app is using. If you aren't
comfortable with any of the permissions, you can deny
the permission or uninstall the app.

Last 24 hours v

Nova Launcher

Contacts

Gmail

Messenger

Photos

Instagram

Gallery

Buienalarm

Signal

Figure 3. The only app-centric view on Android can be found in the permis-
sion manager. The goal is to inspect permissions per app.

insights from the user identification, it then outlines the key re-
quirements.

User Identification
The users of this system are essentially everyone who uses a

smartphone. To better understand their needs, we categorize users
based on two main dimensions: technical knowledge and interest
in privacy. This results in four distinct user groups.

* Low technical knowledge, low interest in privacy.

* Low technical knowledge, high interest in privacy.

* High technical knowledge, low interest in privacy.

* High technical knowledge, high interest in privacy.
These combinations map to three levels of data granularity, as
users with high technical knowledge and low interest in privacy
as well as those with low technical knowledge and high interest
in privacy require similar levels of data granularity. According to
the User-Centered Design framework, we model three personas
to guide the design process.

Personas
The following personas represent the different identified user
groups and their respective needs and behaviors.

Indifferent

The indifferent persona shows little concern for privacy and
is not inclined to invest time in understanding data privacy details.
This persona is expected to engage minimally with the system,
primarily using the glanceable dashboard and occasionally click-
ing through to secondary pages. The design for this persona is
simple, providing a lot of information quickly with minimal inter-
action. The goal is to make the experience effortless and to deliver
the most information as fast as possible.
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The design for this persona should focus on simplifying pri-
vacy information extensively, requiring minimal to no effort to
grasp it. All information has to be presented in a very glanceable
way.

Concerned

The concerned persona is aware of privacy issues and un-
comfortable with data tracking but feels powerless to make
changes. This persona is inherently slightly demotivated. It is ex-
pected that the concerned persona will use the privacy dashboard,
click through to secondary pages, and interact with the available
options. The design focuses on motivating this persona to make
use of existing privacy controls. The main goal is for this persona
to see the impact of changing their privacy settings quickly and
easily, with more granular options readily accessible.

The design should empower this persona with clear, educa-
tional visualizations that explain data privacy implications and of-
fer actionable insights. The dashboard’s primary objective is to
show the impact of changing app permissions, using a glanceable
design to lead them to higher granularity without overwhelming
them.

Engaged

The engaged persona actively seeks comprehensive informa-
tion and is willing to get down into privacy details. This persona
is expected to quickly review basic information and then engage
with more advanced privacy settings. The design for this persona
focuses on providing detailed information and facilitating deep
engagement. This persona is likely to bypass the initial dashboard
and start interacting with secondary pages and specific access set-
tings to obtain the maximum amount of information.

The design should provide this persona with detailed and
customizable visualizations that allow for an in-depth understand-
ing of how their data is handled. This persona requires the most
granularity with much less focus on the glanceability of designs.

Requirements
Using the insights from the user analysis and personas, we
outline six usability and design requirements.

R1 Users can get insights on whether an app is intrusive on their
privacy.

R2 Users get more insight into the details of app permissions
and their inner workings such as foreground or background
access.

R3 The user is not overwhelmed with detail, but can find it if
desired.

R4 The intuitive design of the interface enables users to easily
access detail-on-demand through clickable and zoomable el-
ements.

R5 Users know what action they can take against these intrusive
apps.

R6 The dashboard encourages users to regularly monitor and
adjust their app permissions.

Design of the Privacy Dashboard

This section outlines the design of the Privacy Dashboard. It
starts with an overview of the visual components. First we elab-
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orate on the design process. We describe how we addressed the
requirements listed above, adopted a user-centered design, and
refined our solution based on user feedback. Secondly, we elab-
orate on the logic behind the Privacy Score that is used to rank
apps by intrusiveness on location privacy. Lastly, an overview
of the system design and deployment architecture of the software
implementation is provided.

Overview

The general design philosophy for the dashboard is to show
basic visualizations with hints to more detail ready to be dis-
played. This should require minimal interaction for a curious
user. This detail-on-demand approach makes sure initial views
are glanceable, with more granular views provided when required.
This section introduces the overview of the different visual com-
ponents used in the design. Figure [d] shows the high level flow,
starting from the DASHBOARD OVERVIEW PAGE ], shown
in dA. The design process led to the creation of three founda-
tional widgets for the privacy dashboard, with potential for ex-
pansion. The MAP WIDGET [dJA1] graphically represents loca-
tion data points for all apps. The APP-CENTRIC WIDGET [4JA2]
shows which apps did the last three location requests. The DATA-
CENTRIC WIDGET [AJA3] shows the apps which have the worst
impact on location privacy according to their Privacy Score.

The three subfigures in the middle of figure [d] are the MAP
PAGE [[AB], TIMELINE PAGE [[IC] and APP-RANKING PAGE [[4]D]
respectively. They are the next level of granularity, showing more
detail for more curious users.

Finally, the SPECIFIC ACCESS PAGE [FJE] shows the most
detail and consolidates all available data regarding a specific pri-
vacy access, including time, location, and additional data sent to
the requesting application.

Visual encoding

In this section, we assign information features to visual vari-
ables as described by [17]]. They provide guidelines on which
visual variables, i.e. position, shape hue, ... are to be prioritized
based on whether the data is quantitative, ordinal or nominal.

In this step, we outline the specific data features that will
be visualized within the Privacy Dashboard. This includes var-
ious elements that contribute to a comprehensive understanding
of location privacy and app behavior. The data to visualize in-
cludes: active filters, the context of location requests which can
be foreground, background, or when the device was off, longi-
tude and latitude information, human-readable addresses, altitude,
speed, accuracy, bearing information, time information, aggre-
gated tracking information such as frequency, and a custom pri-
vacy score as described in section . Additionally, we include in-
formation about the app and guiding information for each page
and widget, along with hints that indicate interactivity.

We encode each of these features in one or more of the
aforementioned widgets. They are presented on the DASHBOARD
OVERVIEW PAGE [[dJA] together with guiding information, active
filters, and a ‘delete data’ button. We now consider how to use the
most important visual variable: Position. The active filters and
guiding information are placed at the top as necessary context for
the rest of the overview page.

The widgets themselves have an inherently nominal relation-
ship; they cannot be ranked based on the information they present.
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Figure 4. Overview of the interactive pages in the dashboard. Red arrows show how interactions with widgets lead to other pages. Blue arrows show how by
tapping a location access in the MAP PAGE [@B] or the TIMELINE PAGE [4[C], the SPECIFIC ACCESS PAGE [4[E] can be reached. The green arrow shows how the
dashboard can automatically refer the user to the permission page of an app if they wish to take action against excessive tracking.
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However, we can subjectively rank them based on how well they
entice uninterested users. The map widget stands out in this re-
gard, as map visualizations are generally more appealing than
timeline or temperature-like views. For this reason, we position
the map widget at the top, making use of the positional visual
variable. At the bottom follows the ’delete data’ button. To dif-
ferentiate between widgets and filters, we employ the Shape and
Area visual variables. The filters have a natural ordering: sublim-
inal > background > foreground. To indicate whether a filter is
active, we use the visual variables of Hue and Lightness.

In the MAP PAGE [[4B], the position is filled in with the ge-
ographical coordinates, while time information is not included in
this view. Shape and hue are used generally by the map, ensuring
that we choose contrasting shapes and hues for location access
pins to enhance visibility and user comprehension.

In the TIMELINE PAGE [[4[C], position is used to encode the
most important information, which is time. Shape and hue are em-
ployed to differentiate between filters, guiding information, and
core information. Filter and guiding information are placed at the
top because they provide essential context for the rest of the page.
App icons encode the nominal data of the app that made the re-
quest, occupying hue, lightness, saturation, and shape.

In the APP-RANKING PAGE [[4]D], filters and guiding infor-
mation are again positioned at the top, while app icons are used
to differentiate between apps. The filter options provide an alter-
native way of measuring the ”amount of tracking” per app. The
visual variable of position is used to encode the relative ranking
of apps from most tracking to least tracking, as the main purpose
is to compare apps to each other. Additionally, hue and length
are used to encode the absolute value of the tracking metric. A
sequential red-yellow-green color scale is employed to represent
the quantitative value, with red indicating a higher level of intru-
siveness on privacy.

Visual design addressing requirements

Following the research conducted by Wilkinson et al. [[18]],
the design framework incorporates both app-centric and data-
centric user preferences to improve insights on privacy impacts
of apps. Two data-centric widgets are used to show the “where”
and “when” of data access. An APP-CENTRIC WIDGET [[4A2]
ranks the top three applications based on the amount of location
data accessed, allowing for a comparison of the tracking behav-
iors of different apps. In contrast, the DATA-CENTRIC WIDGET
[@A3] displays a timeline of the three most recent instances of
data access, distinguishing between precise and approximate lo-
cation data as well as different access types. This approach en-
ables users to categorize the various types of location accesses,
emphasizing their unique characteristics and differences rather
than treating them as the same. The APP-RANKING PAGE [@]D]
displays all apps ranked by their privacy impact in descending or-
der, allowing users to easily compare the tracking behaviors of
various applications. For example, the two weather apps shown at
the top of figure D were simulated to frequently request precise
location data, which makes them more prominent in the visual-
ization compared to apps with less significant privacy impacts.
The counting of accesses, the clear visualization of different cat-
egories, and the ability to compare apps by Privacy Score align
with the requirements outlined in [RT]

Requirement [R7] stipulates that users should also get meta
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information about the different permissions. For example, users
might not know that an app can either request permissions in the
foreground or the background. Therefore location accuracy and
access types are clearly defined and explained using expandable
info buttons. One such info button can be seen in the top right
of DASHBOARD OVERVIEW PAGE [AJA]. As another example of
meta information, each entry in the TIMELINE PAGE ] has
an info button for further details, ensuring users can find further
information if desired.

Next, we check the compliance with[R3] The modular design
enables users to customize the arrangement of widgets, allowing
them to highlight the data visualizations they find most signifi-
cant. Additionally, the design includes well-considered default
settings aimed at users who may be indifferent, as they are less
likely to engage with customization options. The MAP WIDGET
[@A 1] is optimally zoomed to strike a balance between detail and
coverage, and it groups data points into clusters when multiple
accesses occur in close proximity to reduce visual clutter. Users
can inspect each data point through a SPECIFIC ACCESS PAGE
[@E1, providing detailed explanations. The TIMELINE PAGE [[4|C]
presents a complete history with timestamps for each access, fea-
turing toggles that allow users to filter by specific apps or view
all apps collectively. The modular design, zoom functionality, de-
tailed click-through options, and app-specific filtering exemplify
the principle of detail-on-demand, in accordance with[R3]

The following design choices contribute to an intuitive user
experience, aligning with[R4] The MAP PAGE [[4JB] allows users
to zoom in and navigate a larger map for a detailed examina-
tion of location data, with the level of detail adjustable by the
user. Users can easily switch between app-centric and data-centric
views. They can also toggle between viewing data from all apps
or filtering for a single app, by means of straightforward controls.
A set of such toggles can be seen at the top of the DASHBOARD
OVERVIEW PAGE [[4JA]. All widgets are interactive, leading to
their respective detailed pages when clicked. The design of the
DASHBOARD OVERVIEW PAGE [[4JA] leverages the Gestalt prin-
ciple of figure-ground to clearly distinguish the widgets as sepa-
rate entities. It helps people perceive visual elements in relation
to one another, specifically how to distinguish an object from its
background. By incorporating material design and adhering to
standard Android UI conventions, the interface provides a famil-
iar experience that aids users in navigating the controls.

The APP-RANKING PAGE [(A]D] lists apps ordered by their lo-
cation access within the selected time span. Users can navigate to
user control options for each app, guiding the user towards taking
actions against overly curious apps as required by [R3]

An options button allows users to change the time frame over
which data is shown, with text indicating the current time frame.
It shows how app behavior can change depending on the selected
window, thereby encouraging regular monitoring in accordance
with

The design was continually refined through consultations
and user feedback, ensuring its effectiveness and appeal. Adding
to realism, a data set of real location data was used. A subset of
locations from the area where the users live or study, was used as
simulated data in the interview sessions.

A respondent raised a new privacy concern about the secu-
rity of location data stored in the app, fearing potential hacking
and unauthorized access. Users also expressed worries that if the
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phone were stolen, the data could be directly accessed from the
device. To address this, a “Delete My Data” button was added to
enhance user privacy control, which can be seen on the bottom
of the DASHBOARD OVERVIEW PAGE [[4JA]. Again, prompted by
user feedback, general Ul changes were made. Information bub-
bles were streamlined for better usability. Timeline page bubbles
were consolidated into a single central info button. Some but-
tons, like those for longitude and latitude, were removed due to
user understanding. Others were changed to always-visible text
to minimize excessive tapping. All explanations were shortened
to include only essential information.

The Privacy Score

One addition that originated from feedback of every single
participant, is the Privacy Score shown in[@D. The goal is aiding
users in quickly evaluating the privacy risks associated with each
app. For this we design a score which serves as a heuristic for
how privacy friendly the location data collection behavior is for a
given app. The score is a glanceable way to get information and
allows users to very quickly see if they want to take action against
certain apps.

Prior to discussing the methodology for calculating this
heuristic, we will first outline the various types of location data ac-
cess. Location access types can be categorized into four distinct
categories based on user engagement and device activity. Sanc-
tioned Access refers to location data explicitly requested by the
user during a specific action, such as initiating navigation through
a mapping application. In contrast, Foreground Access occurs
when the user actively interacts with an application, allowing it
to update location information without being a direct request. For
instance, a dating app may share the user’s location with others
while they are swiping through profiles. Background Access is
characterized by location tracking that happens without the user’s
active engagement, such as when a weather app provides updates
based on the user’s location while they are using other functions
on their device. Lastly, Subliminal Access describes location data
collection that occurs when the device is inactive but not powered
down. An example includes a dating app updating the user’s lo-
cation even when the phone’s screen is off. Each type of access
highlights the varying degrees of user awareness and control over
location data.

Furthermore, we make the distinction between precise and
approximate location requests. Precise Location Access is defined
as the use of GPS or similar technologies to pinpoint the device’s
exact location with high accuracy, enabling applications to pro-
vide tailored services based on the user’s specific whereabouts. In
contrast, Approximate Location Access involves determining the
general area of the device using broader methods, such as Wi-Fi
networks and cell towers, which can provide a less accurate but
still useful estimation of the user’s location.

The Privacy Score for an app is calculated by evaluating
location access statistics in three categories: foreground, back-
ground, and subliminal. Sanctioned location accesses do not im-
pact the score. We make the basic assumption that location re-
quests from an app in the background while the screen is turned
off are more suspicious than an app which is currently being in-
teracted with by the user. Daily assessments track the frequency
of precise and approximate accesses, assigning penalty weights
based on privacy implications. These penalties are summed and

deducted from a base score of 100, along with reductions for sig-
nificant location access clusters, which may represent points of in-
terest like home or school. Points of interest are identified by ana-
lyzing clusters of location data points currently in memory, laying
within a 30-meter radius. Final Privacy Scores are normalized on
a scale from 0 to 100, adjusting outlier scores as needed. Weight-
ings for each access type are derived from average weights sug-
gested by survey respondents, ensuring the scoring reflects user
concerns about privacy risks.

System design

FigureB|illustrates how the PrivacyBuddy app gets the input
data for its dashboard. We have designed a security architecture
that allows controlled querying of location data access, enabling
standard apps to make use of this information. This facilitates
designers in creating a variety of efficient visualizations without
requiring System API permissions. To ensure secure data release,
we build upon the ContentProvider component from the Android
Framework. ContentProviders manage access to structured data,
encapsulating it and providing a standard interface for other appli-
cations. To secure these providers, we create a custom permission
that other apps can declare in their manifest, ensuring users are
informed when an app requests data from the provider’s database.
To add to security, we apply the principle of least privilege, and
filter out any data that is not a location access request. Further-
more, our architecture allows for additional fine grained access
control, query control and aggregated release.

System API, privileged apps and standard apps

Figure ] shows the Android Framework in red. It runs with
elevated permissions, which allows if for instance to log all data
requests done by other apps. Consequently, it logs all location
data requests from all apps installed and running on the phone.
This is the information we want to visualize. Due to the sensi-
tive nature of this information, the Android architecture restricts
standard apps from accessing such information.

One app that is allowed to access this information is the Set-
tings App, which is how it gets data for the stock dashboard. Priv-
ileged apps and API calls are shown in blue on figure[5] The priv-
ileged interfaces are part of the Android System API. Privileged
apps must be built and packaged when the OS is compiled and
the custom ROM is packaged. Privileged System API interfaces
are not exported for use by apps once the OS is installed on the
device.

We extended the privileged Settings App with a dedicated
ContentProvider, such that we can output location data access in-
formation to the PrivacyBuddy app. The extensions are shown in
green on figure[5] The Location Usage ContentProvider (LUCP)
fetches Data Request Logs through a privileged API call and fil-
ters the response to only include information pertaining to loca-
tion accesses.

The PrivacyBuddy app is in all sense a standard app. It only
has to inform the user that it needs read permission on the LUCP
by declaring that in its manifest. It can then query the LUCP for
data, and upon response use the data to visualize tracking behav-
ior. For more information on the implementation, we refer to the
source code[]]

IThe adaptations to the source code for the custom ROM and the Pri-
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Figure 5. The System Diagram shows how information flows from Android Framework components (red), to the extensions we made (green) to the privileged
Settings App (blue), and finally to the dashboard inside the PrivacyBuddy app (black).
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Evaluation

We conducted a user study to evaluate our solution. This
section outlines the methodology, discusses the findings with user
quotes, and assesses which shortcomings of the existing dash-
board have been addressed.

User Study Methodology

We used a qualitative research approach to gather detailed
insights into user interactions with the Privacy Dashboard App,
focusing on individual experiences, perceptions, and suggestions.
This feedback is crucial for evaluating the app’s usability, design,
and features. We prompted for the following objectives.
Usability. How easily can users navigate and use the app? Are

there any obstacles?

User Interface Design. Does the design aid or hinder usability?
How does the layout affect the user experience?

Feature Effectiveness. Are the features adequate for under-
standing and managing location data? Which features are
most and least useful?

Potential Enhancements. What additional features or improve-
ments do users suggest?

Participants

Six participants were selected to represent a diverse user
base, categorized by age (18-30 and 31-60) and technical exper-
tise related to privacy concerns. Aside from the diverse age, each
persona, as described in section is represented by two
participants.

Format
Participants had four minutes to explore the app indepen-

dently, sharing their thoughts on navigation, interface design, and
initial impressions. Three tasks assessed the app’s effectiveness in
conveying location data, such as identifying frequently accessed
locations and details of the last known location. Participants then
answered open-ended questions on:

» Understanding of the app’s purpose.

* Effectiveness in achieving its goals.

 Usability and design.

* Personal engagement and likelihood of continued use.

* Intuitiveness and learning curve.

* Suggestions for improvements.

Results

All participants demonstrated a clear understanding of the
app’s purpose without the need for prior explanation. Respondent
1 articulated, “The purpose is to keep an eye on how much loca-
tion data various apps are sharing with the app vendor or owner.”
Similarly, Respondent 3 added, “Just to always show how many
apps are accessing your location,” while Respondent 5 empha-
sized, “To make people aware of how much data you actually
send through to companies.” Despite collective understanding of
the intent to inform users about location data sharing, none of the
respondents mentioned taking action against overly curious apps.

Feedback on the app’s effectiveness was mixed. Respondent
1 felt it clearly achieved its goal, making it easy to see which apps

vacyBuddy app are available at
https://github.com/toondehaeneKUL/customlineageos
https://github.com/toondehaeneKUL/privacybuddy
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were frequently checking their location. Respondent 2 agreed,
saying it was done in an attractive way. However, Respondent
3 noted some difficulty finding certain features. Respondent 4
found the app a bit overwhelming but appreciated the amount of
data it showed.

When it came to usability and design, Respondents 1 and 3
found the widget that displays the most location accesses per app
extremely useful. Respondent 2 praised the map as the most visu-
ally engaging and informative feature. Respondent 4 appreciated
the general information but felt it lacked actionable insights, while
Respondent 5 valued the map for its ability to quickly show loca-
tions and desired more detailed visualizations. However, some as-
pects of the app felt unnecessary or confusing. Respondent 1 had
difficulties understanding background and subliminal location ac-
cesses, and Respondent 3 experienced initial confusion due to the
separation between the map and timeline. Respondent 4 felt over-
whelmed by the large amount of data presented.

Most participants indicated that they would engage with the
app primarily when they first noticed or downloaded it, but their
usage would likely decrease over time. Respondents 1, 2, 5, and 6
mentioned they would mainly use the app to limit the number of
location accesses by various apps. In contrast, Respondents 3 and
4 expressed skepticism about the app’s value with repeated use, as
they did not foresee gaining new insights from frequent checks.

Regarding intuitiveness and the learning curve, some fea-
tures of the app were found to be confusing. Respondents 2 and 6
took longer to understand the full range of interactions available
within the map widget, while Respondent 3 found the separation
between the map and timeline to be confusing

With regard to suggested improvements, respondents ex-
pressed a desire for more actionable insights and simplified data
analysis, along with clearer guidance on privacy risks and rec-
ommended actions. Improved data visualization was empha-
sized, particularly the need to distinguish between precise and
approximate location accesses. Additionally, better integration
and clearer navigation between the map and timeline were rec-
ommended to enhance the user experience. Participants also sug-
gested incorporating app-wide filtering options to view location
data by app name, access type, or time period. A Privacy Score
feature to rate each app based on the frequency and type of lo-
cation data it accesses was proposed as well. Finally, address-
ing security concerns regarding the location data stored within
the app was deemed essential. This feedback has already been
processed for the final version of the dashboard. Overall, par-
ticipants agreed that they never paid much attention to the stock
dashboard, but they expressed enthusiasm for the new design and
indicated a strong desire for improvements. This reflects a gen-
eral sense of optimism about the app’s potential after the redesign.
Many participants stated that they would be willing to use the app
themselves, highlighting its relevance and importance in manag-
ing location data privacy.

Improvement compared to state-of-the-art

The final goal is to improve on the existing dashboard, whose
shortcomings we enumerated in section [Shortcomings of existing|
Table [T] demonstrates how our privacy dashboard ad-
dresses the specific issues found in stock Android designs, using
location data accesses as a representative use case.
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Issue in stock dashboard

|

Improvement in new design

The pie chart illustrates the percentage distribution of each data
access type, with a significant ‘other’ category that offers no
meaningful insights.

For the use case of location data, we provide type-specific visualiza-
tions such as the MAP WIDGET [[4JA1] and the timeline. Type-specific
visualizations are more efficient according to the user study.

The stock dashboard has an unchangeable time window of 24
hours, which is too short for recognizing long-term data access
patterns.

This work’s privacy dashboard has a configurable time window. For
example, users can see visualizations based on data of the last three
weeks.

The dashboard does not visualize the accuracy of the requested
location, even though it is an important feature for determining
privacy impact.

Accuracy information of location requests is available. Filters are in-
cluded to see for example only requests for inaccurate locations.

The stock dashboard does not indicate whether the request orig-
inated from a foreground or background app, despite this being
a key feature for assessing privacy impact.

Information about foreground or background access of location requests
is available. Filters are included to see for example only requests from
the background.

The stock dashboard fails to display the position shared during a
location request, despite this being a crucial feature for assessing
privacy implications. For instance, many users may be uncom-
fortable sharing their location while at home, but may have no
issues reporting their position when at work.

Information about latitude, longitude, elevation and bearing can be
viewed in the SPECIFIC ACCESS PAGE [[4E] for each request by ev-

ery app.

The stock dashboard includes little visualization to compare the
tracking behavior of apps. The logic of the dashboard to sort,
and therefore prioritize, the apps in the list is not clear.

By filtering on specific apps, apps can be compared on the MAP WID-
GET [4JA 1] and on the TIMELINE PAGE [[4|C]. Apps can also be directly
compared on their Privacy Score in the APP-CENTRIC WIDGET [[#A2].

The stock dashboard makes it harder to see tracking activity from
system apps. It hides away system app information behind an
opt-in configuration.

System apps and user apps are treated equally.

The apps in the list are not organized in any specific order. This
oversight misses the chance to highlight the most significant
apps, particularly those that are least privacy-friendly, at the top.

We designed a Privacy Score for the APP-CENTRIC WIDGET [[4JA2] to
offer an easy, glanceable method for comparing tracking behavior. This
feature prioritizes potential misuse by sorting apps based on the worst
Privacy Scores.

Table 1: The privacy dashboard design addresses the specific issues found in stock Android designs.

Limitations

In this section we briefly discuss limitations and potential
threats to validity of our research.

Small Survey Size. The user study involved only six partici-
pants, yet considerable effort was made to ensure it was represen-
tative of the larger user base. A larger sample size could provide
more comprehensive insights and validate the findings more ro-
bustly.

Limited Design Iterations. Due to time constraints, only
one round of processing user feedback was done. One more de-
sign iteration could have addressed additional user feedback and
further refined the app’s usability and features.

Limited Authorization for ContentProvider Access. Al-
though the permission is included in the PrivacyBuddy app at in-
stallation time, the app does not require explicit user interaction
to access certain data through ContentProviders. This limitation
is inherent to the OS design.

API Limitations. Although user tests were conducted with
a fully implemented version of the app, the current API does not
support fetching altitude data. This limitation affects the app’s
ability to provide precise location information in real-time. How-
ever, this did not impact the user study as we did simulate all
levels of granularity.

Future work

Similar approaches can be used for making other dash-
boards, or widgets in the same dashboard, but for different types
of data requests. For example, it might be interesting to visualize
accesses to the clipboard. Data collection by suspicious apps will
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show patterns, where normal use is rather random when the user is
copying small text. Many other data types are possible. To imple-
ment such extensions to our work, the system level components
of this work can be reused and adapted. Additionally on system
level, we believe that the Android Open-Source Project should in-
troduce the ability to create custom ContentProvider permissions
that require user interaction before any other app can access them.

Conclusion

This work aims to help users improve their privacy by pro-
viding visualizations that identify excessive tracking by apps. It
highlights the shortcomings of the privacy dashboard in both stock
Android and open-source variants, such as bad chart choices, hid-
den data and lack of visualizations that allow to compare apps.

Building on lessons from previous research and leveraging
established visual design frameworks, we address the shortcom-
ings of the stock Android privacy dashboard. The User-Centered
Design framework was employed to tailor the system to the needs
and preferences of target users. This involved iterative design pro-
cesses incorporating user feedback at every stage, ensuring the
final dashboard is both usable and effective.

The Communication-Human Information Processing model
proved useful for designing visualizations that capture and re-
tain users’ attention, ensuring that the information presented is
easily understandable and actionable. This is particularly impor-
tant in the context of a privacy dashboard, where users need to
quickly grasp and act on privacy-related information. Addition-
ally, Gestalt principles were applied to enhance user comprehen-
sion and engagement by grouping related information together
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and guiding users’ eyes to complete visual elements, ensuring
they don’t miss important information. These frameworks collec-
tively contributed to creating a dashboard that effectively commu-
nicates complex privacy data in an accessible and intuitive man-
ner.

The design has simple yet effective interfaces and uses
detail-on-demand to cater to a wide range of users. The Privacy
Score accounts for which features best visualize tracking behav-
ior and allows users to detect overly curious apps at a glance. We
contribute a trustworthy and secure deployment architecture of
our implementation components, for both data collection at the
Android system level as well as for the privacy dashboard in the
form of a user-level Android app.

Using the specific case of location data requests, we demon-
strate that visualizations designed specifically for location data ac-
cess requests are preferred. This preference is confirmed through
a user study with participants of varying technical knowledge.
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