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Abstract

The ability to synthesize convincing human speech has be-
come easier due to the availability of speech generation tools.
This necessitates the development of forensics methods that can
authenticate and attribute speech signals. In this paper, we ex-
amine a speech attribution task, which identifies the origin of a
speech signal. Our proposed method known as Synthetic Speech
Attribution Transformer (SSAT) converts speech signals into mel
spectrograms and uses a self-supervised pretrained transformer
for attribution. This transformer is pretrained on two large
publicly available audio datasets: Audio Set and LibriSpeech.
We finetune the pretrained transformer on three speech attribu-
tion datasets: the DARPA SemalFor Audio Attribution dataset,
the ASVspoof2019 dataset, and the 2022 IEEE SP Cup dataset.
SSAT achieves high closed-set accuracy on all datasets (99.8%
on ASVspoof2019 dataset, 96.3% on SP Cup dataset, and 93.4%
on DARPA SemaFor Audio Attribution dataset). We also in-
vestigate the method’s ability to generalize to unknown speech
generation methods (open-set scenario). SSAT has high per-
formance, achieving an open-set accuracy of 90.2% on the
ASVspoof2019 dataset and 88.45% on DARPA SemaFor Audio
Attribution dataset. Finally, we show that our approach is robust
to typical compression rates used by YouTube for speech signals.

Introduction

With deep learning [[1-4], it is possible to generate high
quality, semantically consistent speech which is perceptually in-
distinguishable from speech recorded by human speaker. This
development is advantageous for voice-based applications such
as eLearning, virtual assistants, and commercials. However, it
can also enable convincing spoofing attacks, such as voice con-
version [5], impersonation [[6]], and cloning [[7]. These synthetic
speech attacks have been used to spread misinformation and tar-
get financial fraud. An impersonator using synthetic speech tar-
geted a $40 million financial transaction with Goldman Sachs in
2021 [8]l. In 2022, synthetic speech was used to spread misin-
formation during Russia-Ukraine war, where a deepfake video
showed Ukrainian President Volodymyr Zelensky surrendering to
Russia [9]]. Therefore there is a need to develop methods to detect
synthetic speech. In a large-scale financial fraud and misinforma-
tion campaigns, it is possible that the same speech synthesizer is
used to create and spoof vast amounts of speech signals to target
different people. Thus, attributing the speech synthesizer used to
generate and spoof speech signals can provide more information
about how the campaign is spreading and may even point us to its
source.

Detecting and attributing synthetic speech to its source
becomes challenging due to the diverse methods for syn-
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thetic speech generation. Common approaches for synthesiz-
ing speech include waveform concatenation [10]] (a simple cut
and paste method), source-filter modeling of speech signal us-
ing vocoders [11], and deep learning-based methods [1-4}/12].
Handcrafted features (e.g., cepstral coefficients) [13-15]], spectro-
grams [16418|], and time-domain speech analysis [19] have been
used for synthetic speech detection. In the last few years, new
deep learning-based synthetic speech generation method have
been proposed [[1H4,/12].

In this paper, we propose Synthetic Speech Attribution
Transformer (SSAT) for synthetic speech attribution, which iden-
tifies the source of a speech signal. If the speech is spoken by a
human, we classify it as authentic/bona fide. If the speech signal is
synthetic, we identify the generation method used to create it. We
examine both closed-set and open-set attribution scenarios. In a
closed-set scenario, we evaluate our approach only on the speech
generation methods present in the training set. In an open-set sce-
nario, we also evaluate on methods which are not present in the
training set (we refer to them as unknown methods). We inves-
tigate and compare several approaches for open-set attribution.
Finally, we investigate robustness of SSAT against compression
for data rates of 16kbps or above. Our attribution results show
improvement in terms of balanced accuracy compared to other
approaches [20l21]], especially in the open-set scenario.

The rest of the paper is organized as follows: in the Related
Work section, we discuss common representations of speech sig-
nals, synthetic speech detection methods, and methods for syn-
thetic speech attribution. In the Proposed Method section, we de-
scribe our method. The experimental setup, dataset used for our
experiments, and results are mentioned in the Experiments and
Results section. Finally, we conclude the paper with a discussion
of results and directions for future research.

Related Work

Existing methods for detecting synthetic speech or manip-
ulation in a speech signal [13}|14}|2224]] use approaches based
on [Gaussian Mixture Model (GMM), [Support Vector Machine]
(SVM)| and neural networks. These approaches are used to pro-
cess temporal and spectral hand-crafted features such as
|[Filter Cepstral Coefficients (CFCCs)|[23]],[Constant Q Transform|
[(CQT)|[22]],[Tonstant Q Cepstral Coefficients (CQCCs)| [24],

[Frequency Cepstral Coefficients (MFCCs)| [13]], and
|quency Cepstral Coefficients (LFCCs)| [22] for synthetic speech

detection. In [22], features such as log power magnitude spec-
trogram and are used to train a Recurrent Neural
Network (RNN) [25] for synthetic speech detection. Other meth-
ods for detecting synthesized speech use a RNN [25] to capture
artifacts in the time-domain speech signal [[19]. Recent methods
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Figure 1: The block diagram of our proposed method Synthetic
Speech Attribution Transformer (SSAT). F; represents the i re-
gion, P; represents its positional encoding, E; is vector represen-
tation of F;, and O; is the 768-dimensional representation corre-
sponding to the i'" region.

use spectrogram, a 2D representation of the speech signal for syn-
thetic speech detection and attribution [17,[21]]. In a spectrogram,
the vertical axis represents frequency bands while the horizontal
axis represent time [26]. In a mel-spectrogram, the frequencies
are represented in the mel scale [16]]. In [27] and [[17,]28]], spec-
trogram is processed using an Efficient Convolutional Neural Net-
work (EfficientCNN) [29] and transformer [30], respectively, for
synthetic speech detection. Methods based on mel-spectrogram
have shown promising results. Gong et al. and Koutini et al. have
used mel-spectrograms and a transformer network for audio clas-
sification tasks (e.g., environment classification [31433]]). Gong
et al. created a self supervised framework for training the trans-
former [32]. Based on its high performance in audio classification
tasks, we use this approach in our method for synthetic speech de-
tection and attribution.

AlBadawy et al. perform bispectral analysis of speech sig-
nal using hand-crafted feature Bicohorence to attribute the speech
signal [34]. Borrelli er al. estimate feature known as Short
Term Long Term (STLT) for synthetic speech detection [20]. The
method based on fusion of both of these features known as Bi-
coherence+STLT method outperform among all of them [20].
Hence, we used Bicoherence+STLT [20] as our baseline method
and compared all our results with it.
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Proposed Method

Our proposed method Synthetic Speech Attribution Trans-
former (SSAT) converts the time-domain speech signal to a mel-
spectrogram [16] with 128 frequency bins as described in [31}-
33]. The mel-spectrogram is estimated using a 25 ms Hanning
window with a shift of 10 ms. The height of the mel-spectrogram
corresponds to the 128 mel frequency bins and the width of the
mel-spectrogram corresponds to the duration of the speech signal.
We fixed the width to 512 in all our experiments. Overall, we ob-
tain a mel-spectrogram of dimension: 128 x 512. Figure [T shows
a mel-spectrogram of a speech signal and our proposed method
SSAT.

As shown in Figure [I] the mel-spectrogram is divided into
overlapping regions using a window of dimension 128 x 2 with a
shift of 1. For each region, we find a corresponding vector rep-
resentation E using linear projection. Let E; be the vector repre-
sentation corresponding to the " region. To E;, we add a posi-
tional encoding P; as described in [32]. Using the transformer
neural network [30] adapted from [32], we process the vector
E; + P; to obtain a 768-dimensional representation O; corre-
sponding to i’ region. We use this region-based approach because
of its high performance in speech classification tasks [32]. The
transformer is pretrained on the Audio Set dataset [35] and the
Librispeech dataset [36] using a self-supervised learning frame-
work [32]. Training a transformer typically requires availability
of a large amount of data. Using a pretrained transformer facili-
tates transfer learning, and helps to counter our limited data avail-
ability. The vector representations for all the regions (i.e.,0; for
i€1,2,3,...,N) are processed using a mean pooling operation
to obtain a single 768-dimensional representation for a speech
signal. Using a linear layer with SoftMax activation, we obtain
a classification label and corresponding confidence score. For
closed-set attribution, the classification label is either bona fide or
one of the speech generation methods present in the training set.
For open-set attribution, we threshold the confidence score. If the
confidence score for the speech signal is lower than the threshold
for bona fide class and all known generation methods, we classify
the speech signal as generated from an unknown method. We in-
vestigate two more approaches for open-set attribution, as detailed
in the Experiments and Results section. For all experiments, we
use the Adam optimizer [37] for 50 epochs and batch size of 48.
The initial learning rate is set to 2.5 x 10~*. From the 6" epoch,
the learning rate decays by a ratio of 0.85 in every epoch. For
evaluation, we select the model which achieves the highest accu-
racy on the validation set.

Experiments and Results

In this section, we describe the datasets used for the experi-
ments and the results of our proposed Synthetic Speech Attribu-
tion Transformer (SSAT). As we mentioned earlier we used Bico-
herence+STLT [20] as the baseline method and compared the per-
formance of Synthetic Speech Attribution Transformer (SSAT) to
it. We also qualitatively assess if SSAT can discriminate differ-
ent speech generation methods by visualizing the latent represen-
tation in each of the experiment. For the visualization, we pro-
jected the 768-dimensional representation learned by SSAT to a
2-dimensional space using an unsupervised method known as t-
distributed stochastic neighbor embedding (t-SNE) [38]]. Finally,
we also discuss robustness of SSAT against compressed speech
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Table 1: Details of the ASVspoof2019 dataset.

ASVspoof2019 Dataset
D;s  Dgey  Dea  Category
Samples Bona fide 2580 2548 7355
Synthetic 5)800 22206 63882
Speakers  Bona fide 20 10 48
Synthetic A01 v v X NN
Methods A02 v v X VC
A03 v v X vC
A:f; v v v wC
A05 v v X vC
AAO'IS; v v v \Ye
A07 X X v NN
A08 X X v NN
A09 X X v vC
A10 X X v NN
All X X v NN
Al12 X X v NN
A13 X X v NN
Al4 X X v vC
Al5 X X v vC
A17 X X v vC
Al18 X X v vC
signal.

‘We use accuracy and balanced accuracy as our per-
formance metrics for all experiments. Accuracy is defined as ratio
of correct attribution to total number of attribution. For example,
Class AO1 Accuracy = TPaoi/Nyy1, Where T Pyg; is True Positives
attribution of speech signal synthesized from synthesizer AO1 and
Ny is the total number of speech signal synthesized from synthe-
sizer AO1. The balance attribution accuracy is average of accuracy
for all classes.

ASVspoof2019 Dataset
In this section, we briefly describe the ASVspoof2019
dataset and detail our closed-set and open-set experiments.

Dataset

We use the ASVspoof2019 dataset which is described in
[41}[42]). The dataset consists of speech signals for different tasks
(e.g., speech verification, spoofing detection and countermeasures
to replay attacks). We consider only a part of the dataset which is
relevant to synthetic speech detection and attribution. This subset
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Table 2: Confusion matrices showing closed-set results for
baseline- Bicoherence+STLT and the proposed Synthetic Speech

Attribution Transformer (SSAT) (in bold) for dataset D ,.,,
Predicted label

BF AO01 A02 A03 A04 A05 A06

BF 0 0 0.10 0 0.04
0 0 o | o002 | o
AT o | o | ows| o
A2l g | o | o
A03| ¢ 0 0
% Aol 0% |0 0 | o001
é Aos| 0 o0z | o
] e A A

is referred to as the Logical Access (LA) dataset in [41)42]. It
contains bona fide speech signals and synthesized speech signals.
The bona fide speech signals are spoken by humans, and the
synthesized speech signals are generated using neural networks
(NN), vocoders (VC), and waveform concatenation (WC) [42].
The LA dataset is partitioned into a training set D;,, a validation
set Dy, and a evaluation set D,,,. Dy, consists of bona fide
speech from 20 speakers (8 male and 12 female) and synthetic
speech generated from 6 methods (AO1 to A06 ). Dy, consists of
bona fide speech from 10 speakers (4 male and 6 female) and syn-
thetic speech generated with AO1 to A06 methods. D,,,; consists
of bona fide speech from 48 speakers (21 male and 27 female)
and synthetic speech generated from 13 methods (A07 to A19).
D, contains two synthetic speech generation methods, A16 and
A19 which are same as A04 and A06 (in Dy, and Dy,), respec-
tively. Each of the synthetic speech generation methods (AO1 to
A19) is described in |]Zf_7|] Dy, Dy,y, and Dy, are disjoint in terms
of speakers. All speech signals are sampled at 16KHz in identi-
cal recording conditions and encoded using Free Lossless Audio
Codec (FLAC). Table[I]summarizes the details of the dataset.

Closed-Set Attribution

Closed-set attribution is a multi-class classification where all
classes in the test set are the same as the classes in the training
set. We consider the bona fide class to be a separate class and
speech signal generated by different methods as different classes.
Our goal is to classify a given speech signal either as bona fide
or as synthetic speech generated using a known method from the
training set.

Following [20], we did two experiments: Experiment 1 and
Experiment 2. In Experiment 1, 80% of the speech signals in Dy,
are used for training, and the remaining 20% are used for val-
idation. Dy,, is used for testing because Dy, and D,, share the
same synthetic speech generation (A01 to A06) methods. Table 2]
shows the confusion matrix for Bicoherence+STLT [20] and our
proposed method. Our method has balanced accuracy of 0.998
which is approximately 7% higher compared to the balanced ac-
curacy of 0.930 obtained by Bicoherence+STLT [20].

For Experiment 2, we divide D,,,; according to a 60:20:20
ratio for training, validation, and testing sets, respectively. Note
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Figure 2: Confusion matrices showing closed-set results for baseline- Bicoherence+STLT and our method on dataset D,,;.
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Figure 3: SSAT Latent space t-SNE visualization for ASVspoof2019 closed-set Experiment 1 (left) and closed-set Experiment 2.

that Bicoherence+STLT is trained on 80% of D, and tested
on 20% of D,,,;. Hence, we are training on less data but testing
on the same number of samples as Bicoherence+STLT. Figure 2]
shows the confusion matrix for this experiment obtained using
Bicoherence+STLT and our proposed SSAT. Our method shows
significant improvement in the balanced accuracy. The balanced
accuracy for our method is 0.998, which is approximately 14%
higher than the balanced accuracy of Bicoherence+STLT at 0.866.

Overall, both Experiment 1 and Experiment 2 show that our
method has very high balanced accuracy (i.e., 99.8%) for closed-
set attribution. Figure [3|also shows the t-SNE visualization
of the latent representation learned by our method for these exper-
iments. We observe from the visualization plot that SSAT sep-
arates different generation methods in the latent space. Different
generation methods form different clusters in the t-SNE visualiza-
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tion for both of the closed-set experiments.

Open-Set Attribution

Open-set attribution is a multi-class classification where all
the classes in the test set do not overlap with the classes in the
training set. All classes not present in the training set are com-
bined into one class referred to as the unknown class. For open-
set synthetic speech attribution, we train our method with samples
from bona fide class and limited set of known method from all the
available speech synthesizing methods. The goal is to evaluate if
our method can classify the known classes as such and also detect
synthetic speech generated from other unknown methods as un-
known. The major challenge is to define the decision rule for un-
known class. Note our main objective while defining the decision
rule for unknown class should be that synthetic speech generated
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from unknown methods should not be classified as bona fide.

We investigate open-set attribution with four different exper-
iments: Experiment 3 to Experiment 6. In all experiments, we
use Dy, split according to a 80:20 ratio for training and validation.
For testing, we use the union of D, and D,, ;. In Experiment
3 and Experiment 4, we use the same approach as in and
included an additional class label ‘unknown’ during training. We
consider 4 out of the 6 synthetic speech classes and bona fide class
present in Dy, as known classes. We consider two remaining syn-
thetic speech methods in Dy, as known-unknown(KN-UNKN).
The speech samples from known-unknown methods are used to
train for unknown class. We assume that they are enough to model
the unknown class. Similar to @], we consider the pair (A02,
A05) and pair (A04, A06) as KN-UNKN class for our first and
second experiments, respectively. During evaluation, our method
classifies speech sample into 6 classes: bona fide (BF), one of
the 4 known synthetic methods, and unknown (UNKN). We sep-
arate methods A16 and A19 from the testing set as they should
be recognised as A04 and A06, respectively. We also separate the
known-unknown and known classes, as they should be recognized
correctly. Table [3and Table []show the confusion matrices for
Experiment 3 and Experiment 4, respectively.

In both Experiment 3 and Experiment 4, our method outper-
forms the baseline in overall balanced accuracy. In Experiment
3, balanced accuracy of attribution is 0.853, and 39% of approx-
imately 61.5K synthetic speech from unknown methods are de-
tected as bona fide. This is an improvement of 10% over Bicoher-
ence+STLT. In Experiment 4, balanced accuracy is higher than
the baseline, our method has balanced accuracy of 0.788. How-
ever, in Experiment 4 our method classifies a higher percentage
of samples from unknown synthetic speech method as bona fide.

Note that synthetic speech generation methods A16 and A19
are exactly same as methods A04 and A06, respectively (though
they are trained using different data). For example, A04 is trained
using CMUdic{] while A16 is trained using VCTK dat’} Both
Experiment 3 and Experiment 4 are able to correctly classify A16
as A04 and A19 as A06. Hence, our method learns features at-
tributing the underlying principle used in these methods for syn-
thesizing speech and not the exact data used in these methods dur-
ing their training. Additionally, it models the unknown class using
synthetic speech samples from only two methods.

In Experiment 5, we threshold the confidence score. In Ex-
periment 6, we use the representation from latent space.

In Experiment 5, we use 80% of Dy, to train our method on
all the 7 classes in Dy,. Using 20% of Dy,, we found a threshold
for the confidence score. The threshold is the mean of highest
confidence score for each class such that 90% of samples in each
class have confidence score higher than this. Any sample in our
testing set(i.e.,union of D,, and D), classified with confidence
score less than this threshold is assigned to unknown class.

In Experiment 6, we assume that SSAT cluster the 768-
dimensional representations for speech signals from each known
class inside a ‘D’ radius hypersphere centered at ‘C’. Any repre-
sentation falling outside this hypersphere is considered as sample
from unknown class. For each class, we estimated ‘C’ using the
mean of representations for all speech signals inside that class.

"http://www.speech.cs.cmu.edu/cgi-bin/cmudict/
Zhttps://datashare.ed.ac.uk/handle/10283/2651/
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The ‘D’ is the mean of radius for each class such that 95% of the
samples in each class are within that radius. We use the Euclidean
distance as our metric for the distance estimate.

Table [5| show the confusion matrix for Experiment 5 and
Experiment 6 where the normalface is for Experiment 5 results
and the boldface is for Experiment 6 results. In Experiment 5,
balanced accuracy is 0.885 and 15% of approximately 54K syn-
thetic speech from unknown methods are classified as bona fide.
In Experiment 6, the balanced accuracy is 0.902 and only 11% of

Table 3: Confusion matrix showing open-set results for Ex-
periment 3 with KN-UNKN = (A02, AO0S5) for Bicoher-
ence+STLT and our method (in bold) on the union of Dy,

and D,
Predicted label

BF A01 A03 A04 A06 UNKN
BF 014 | 005 0
0 0
AO01 0 0
0 0
A03 0 0 0.15
0 0 0
A04 01 0.06 0
0 0 0
A06 | 003 0 0
0 0 0
5 Al6 | 012 | 004 0
= 0 0 0
2 A19 | 008 0 0
& 0 0 1
KN- 0 0 0.02 0
009 | 002 | o1
UNKN ” 0.02 0.4 0.17

Table 4: Confusion matrix showing open-set results for Exper-
iment 4 with KN-UNKN = (A04, A06) for baseline- Bicoher-
ence+STLT and our method (in bold) on the union of D, and

D eval -
Predicted label

BF A01 A02  A03  A05 UNKN
BF 0 0 0.08
0 0
A01 0 0
0 0
A02 0 0 0.0
0 0 0
A03 0 0.02 0.0
0 0 0
A05 0 0
0 0
5 Al6 0.04 0.03 0
= 0 0
8 A19 | 004 0 0
&= 0 0 0
KN-
0.03 0 0
UNKN| 0 0
0.06 0.07
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Table 5: Confusion matrix showing open-set results for Ex-
periment 5(i.e.,thresholding confidence score) and Experiment 6
(i.e.,using 768-dimensional representation in the latent space).

The Experiment 6 results are in boldface.
Predicted label

BF A0l A02 A03 A04 A05 A06  UNKN

BF 0 0 0 0 0.09
0 0 0 0 0.15
A0l 0 0 0 0 0 0.08
0 0 0 0 0 0.01
A02 0 0 0 0 0 0 0.02
0 0 0 0 0 0 0
A03 0 0 0 0 0 0 0
0 0 0 0 0 0 0.01
A04 0 0 0 0 0 0 0.06
0 0 0 0 0 0 0.06
A0S 0 0 0 0 0 0
0 0 0 0 0 0
B A06 0 0 0 0 0
= 0 0 0 0 0
2
= 0.15 0 0 017 | 007
&
UNKN| g11 0 0 011 | 005

approximately 54K synthetic speech from unknown methods are
classified as bona fide. These experiments show that naive thresh-
olding of the confidence score and finding similarity in latent rep-
resentation can significantly boost the detection rate for synthetic
speech from unknown methods. As in Bicoherence+STLT, our
Experiment 3, and Experiment 4 which model unknown class us-
ing samples from limited methods more than 50% of synthetic
speech from unknown methods are classified as bona fide. While
only 15% and 11% of such synthetic speech are classified as bona
fide in Experiment 5 and Experiment 6, respectively.

We visualized the latent space of SSAT on speech signals
from unknown speech speech generation methods A07-A19. The
SSAT was trained on only bona fide speech signals and speech
signals generated from AO1 to AO6 generation methods. Figure
[ shows the 2-dimensional t-SNE [38] visualization. We found
that the SSAT cluster several unknown speech generation meth-
ods. This is very promising since SSAT was never trained on
these unknown speech generation methods and is still able to dif-
ferentiate speech signals from these unknown methods in different
clusters. Overall, our experiments show that SSAT with an appro-
priate choice of decision rule such as using representations as in
our Experiment 6 can attain balanced accuracy of more than 90%
for open-set synthetic speech attribution. Our results also suggest
that naive approaches such as thresholding the confidence score
and estimating similarity in representation in the latent space are
better approaches to model unknown class than using limited sam-
ples to train for unknown class. As the later inherently bias our
unknown class decision rule.

DARPA SemafFor Audio Attribution Dataset

This section provide details about the DARPA SemaFor Au-
dio Attribution dataset, closed-set and open-set experiments. We
also visualize the latent space of Synthetic Speech Attribution
Transformer (SSAT) trained on this dataset.

Dataset

The DARPA SemaFor Audio Attribution dataset has in total
17,000 synthetic speech signals from 11 different speech synthe-
sizers as summarized in the Table

3726
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Figure 4: t-SNE visualization of latent representations for un-
known speech generation methods A07-A19. SSAT is trained
on bona fide and A01-A06 speech generation methods.

This dataset was generated for the Semantic Forensics (Se-
maFor) program organized by the Defense Advanced Research
Projects Agency (DARPA) [43]]. All the speech signals are Wave-
form Audio File Format (WAV) signals at a sampling rate of
16kHz. The dataset has training and testing splits. The train-
ing set consist of 8 different speech generation methods. The 8
speech generation methods are Fastpitch, Fastspeech2, Glowtts,
Gtts, Riva, Tacotron, Tacotron 2 and Talknet. There are 1,000
speech signals for each speech generation method in the training
set except for FastSpeech2 and Tacotron 2, each of them contain
only 500 speech signals. The testing set contains speech signals
from all the 8 speech generation methods in the training set and 3
additional methods, that are Mixertts, Speedyspeech and Vits.

Closed-Set Attribution

For closed-set attribution, we trained Synthetic Speech At-
tribution Transformer (SSAT) on synthetic speech samples from
all the 8 different speech generation methods present in the train-
ing set. Since, the official split does not have validation split. We
use K-fold training strategy (i.e.,we divide the training set into K
parts randomly and then use one part for validation and remaining
4 parts for training). We used K=5. Hence, each of our models
is trained on 5600 samples and validated on 1400 samples. From
the 5 models from K-fold training, we select the model with high-
est accuracy on validation set for final evaluation. For closed-set
evaluation we only test SSAT on speech samples generated from
8 different generation methods that are also present in the training
set. Table [7]details our experimental results and compares them
with other methods reported for the same dataset in [21]. We
evaluate accuracy, precision, recall, and F-1 score [39]. Figure
[3] shows a 2-dimensional t-SNE visualization of the latent space
of SSAT trained for closed-set attribution on DARPA SemaFor
Audio Attribution dataset.

Results show that our method outperforms all approaches re-
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Table 6: Details of DARPA SemaFor Audio Attribution dataset.

“etnod | Set | s | Toul
Fastpitch 1,000 1,500 2,500
Fastspeech2 500 300 800
Glowtts 1,000 1,500 2,500
Gtts 1,000 1,500 2,500
Riva 1,000 1,000 2,000
Tacotron 1,000 1,500 2,500
Tacotron2 500 300 800
Talknet 1,000 1,500 2,500
Mixertts - 300 300
Speedyspeech - 300 300
Vits - 300 300
Total 7,000 10,000 17,000

ported in [21]. Note that these are all machine learning-based
approaches. Our visualization show that SSAT clusters synthetic
speech signals generated from same generation method and forms
different cluster for different speech generation methods.

Open-Set Attribution

For open-set attribution, we trained Synthetic Speech Attri-
bution Transformer (SSAT) on synthetic speech samples from all
the 8 different speech generation methods present in the training
set. We use K-fold training strategy and divide the training set
into 5 parts randomly and then use one part for validation and
remaining 4 parts for training. From the 5 models from K-fold
training, we select the model with highest accuracy on validation
set for final evaluation. Speech signals from any of the 3 speech
generation methods not present in the training set are classified
in a single class referred as unknown. We used the latent repre-
sentation for open-set attribution. If, for a given speech signal, its
representation in the latent space is at a distance above a thresh-

Table 7: Results of all methods on closed-set attribution on
DARPA SemaFor Audio Attribution dataset. Performance of
methods other than SSAT is taken from .
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Figure 5: t-SNE visualization of latent representations for closed-
set attribution on DARPA SemaFor Audio Attribution Dataset.

old from the mean representation for each class, we classify it as
speech signal generated from unknown method. This approach
for open-set attribution outperformed all approaches that we in-
vestigated on ASVspoof2019 dataset and is described in detail in
open-set attribution Experiment 6 on ASVspoof2019 dataset. Ta-
ble [8] details our experimental results and compares them with
previous methods on the same dataset reported in [21]]. When we
visualize the latent representation (Figure [€) for unknown speech
generation methods, we see that the three unknown speech gen-
eration method form three different clusters. Overall, our results
and visualizations show that SSAT outperforms all previous work
and is able to differentiate even unknown speech generation meth-
ods.

Table 8: Results of all methods on open-set attribution on DARPA
SemaFor Audio Attribution dataset. Performance of methods
other than SSAT is taken from [21].

Method Accuracy(%) Precision(%) Recall(%) F1-Score(%) Method Accuracy(%) Precision(%) Recall(%) F1-Score(%)
Baseline-Minority 3.30 0.11 3.30 0.21 Baseline-Minority 3.00 0.09 3.00 0.17
Baseline-Majority 16.48 272 16.48 4.67 Baseline-Majority 15.00 225 15.00 391

QDA 19.34 16.82 19.34 11.75 QDA 17.60 14.45 17.60 9.86

GP 21.62 68.80 21.62 12.82 GP 9.00 0.81 9.00 1.49
AdaBoost 33.58 3271 33.58 23.69 AdaBoost 17.51 10.84 17.51 12.80
KNN 52.22 56.63 52.22 49.83 KNN 47.52 46.89 47.52 4277
Naive Bayes 68.14 70.95 68.14 69.08 Naive Bayes 62.01 59.58 62.01 59.95
Decision Tree 69.02 71.08 69.02 69.93 Decision Tree 62.66 60.01 62.66 60.77
MLP 78.91 77.06 78.91 77.68 MLP 55.97 57.03 55.97 53.36
Random Forest 81.04 79.90 81.04 79.10 Random Forest 47.74 80.92 47.74 46.29
Non-Linear SVM 81.13 81.35 81.13 81.05 Non-Linear SVM 65.41 73.24 65.41 66.41
Linear SVM 81.57 80.99 81.57 81.22 Linear SVM 68.47 71.78 68.47 68.80
LogReg 90.68 88.29 90.68 89.43 LogReg 83.85 81.44 83.85 81.62
CNN 91.99 90.21 91.99 90.88 CNN 83.56 77.26 83.56 79.67
CAT 92.53 90.37 92.53 91.27 CAT 84.10 82.37 84.10 83.00
SSAT 93.38 91.37 93.38 91.62 SSAT 88.45 89.01 88.45 87.59
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Figure 6: t-SNE visualization of latent representations for 3 un-
known speech generation methods in DARPA SemaFor Audio At-
tribution Dataset.

IEEE SP Cup 2022 Synthetic Speech Attribution
Dataset and Robustness to Compressed Speech
Signal

In this section, we detail experiments using the IEEE SP
Cup 2022 Synthetic Speech Attribution Open Competition 1
dataseﬂand robustness to compressed speech signal.

The IEEE SP Cup 2022 Synthetic Speech Attribution Open
Competition 1 dataset consist of training and testing sets. We di-
vided the total 5000 synthetic speech recordings generated from
5 different algorithms provided in the training set in 80:20 for our
train and validation set, respectively. We evaluated on total 7500
synthetic speech signals present in the testing set generated from
the 5 algorithms. We investigated the closed-set attribution perfor-
mance of Synthetic Speech Attribution Transformer (SSAT) on
this dataset as both the training and testing set have speech sig-
nals from same generation methods. Our method is able to ac-
curately attribute 96.3% of these uncompressed synthetic speech
signals. The Figure [7]shows the visualization of the latent space
of SSAT trained on IEEE SP Cup 2022 Synthetic Speech Attri-
bution Open Competition 1 dataset. We can see that speech sig-
nals from same generation method have similar representations
and cluster in a region while speech signals from different gener-
ation methods have relatively different representation and part of
different clusters.

Synthetic speech generated with malicious intent is shared
on social platforms such as YouTube which result in lossy com-
pression of these speech signals [44]]. Hence, we also assess the
robustness of our method on compressed speech signal. We en-
coded the speech signals in the testing set of IEEE SP Cup 2022
Synthetic Speech Attribution Open Competition 1 dataset to in-
vestigate the robustness of our method on compressed speech sig-

3’htt:ps ://signalprocessingsociety.org/community-
involvement/signal-processing-cup
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Figure 7: t-SNE visualization for closed-set attribution on IEEE
SP Cup 2022 Synthetic Speech Attribution Open Competition 1
dataset.
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Figure 8: Attribution accuracy of our method on encoded speech
signal

nal. We used Advanced Audio Coding (AAC) [43] for compres-
sion. AAC is successor to MP3 and one of the most popular audio
codecs, used by Apple iTunes, and Youtube. We used bitrate of
126kbps, 64kbps, 32kbps and 16kbps. Figure [§]plot attribution
accuracies of SSAT for different compression bitrates. We can
observe that our method is robust and is able to accurately at-
tribute speech signal AAC encoded at bitrate from 32kbps to 126
kbps. The performance of our method decrease drastically only
for speech signal AAC encoded aggressively at bitrate of 16kbps.

Overall, our results and visualization of the latent space show
that our method is able to attribute synthetic speech signal in
IEEE SP Cup 2022 Synthetic Speech Attribution Open Compe-
tition 1 dataset and our method is robust to speech signal AAC
compressed at bitrate of 32kbps or higher.
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Conclusion

In this paper, we proposed a method using transformer for
synthetic speech attribution. We tested our method for closed-set
attribution on different datasets. Our experimental results show
that our method works for closed-set attribution and achieves
high accuracy of 99.8% on ASVspoof2019 dataset, 96.3% on SP
Cup dataset, and 93.4% on DARPA SemaFor Audio Attribution
dataset. We also investigated open-set scenario to examine our
method’s ability to identify unknown speech generation methods.
Our experiments highlight the challenges in open-set attribution.
We propose different strategies for open-set attribution. We find
that instead of modelling unknown class with samples from lim-
ited classes, thresholding confidence score, and using representa-
tion from latent space significantly improve attribution accuracy
in open-set scenario. We obtained an open-set attribution accu-
racy of 90.2% on ASVspoof2019 dataset and 88.45% on DARPA
SemaFor Audio Attribution dataset . Our method outperform both
closed-set and open-set performance from existing methods on
ASVspoof2019 dataset and DARPA SemaFor Audio Attribution
dataset. We also find that our method is robust to AAC com-
pression at data rates of 32kbps or larger. The transformer in our
method has =~ 87 M parameters. In future, we plan to reduce the
computational complexity of our method and improve our accu-
racy for open-set attribution.

‘We also want to investigate robustness of our method against
noise, mixup, and reverberation in speech signal. Also, although
we can not know actual methods in unknown class, we are explor-
ing ways to determine number of methods present in unknown
class.
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