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Abstract

In today’s world, open-source intelligence is an essential
Sactor, and its market growth is relevant for various types of re-
search. This report describes the importance of open source or
social media intelligence for evaluating disaster management. It
also gives an overview of the government work in Australia, Haiti,
and Japan for disaster management using various OSINT tools
and platforms.

Introduction

Since ancient times, the world has had to overcome many
natural disasters that kill an average of 45,000 people annually
globally [25]. With the advancement in information and technol-
ogy, it has become necessary to consider Open Source or Social
Media Intelligence for disaster management evaluation.

Open Source Intelligence is the information extracted from
publicly available sources to apply intelligence over the data. In
this context, “open source” means publicly available informa-
tion can be used without permission or approval. This can be
any public-related sources such as social media platforms, well-
known websites, public forums, reports or books in public li-
braries, or articles in a newspaper. OSINT also involves data
gathered through other ways of communication, such as webinars,
videos, public speeches, graphics, and conferences.

Social Media Intelligence (SOCMINT) is a subdivision of
OSINT that involves collecting information from social media
platforms such as Facebook, Instagram, LinkedIn, and Twitter
and applying intelligence to these data to extract relevant in-
sights. The data on social media websites can be either public
or private. Hence the primary difference between OSINT and
SOCMINT is that OSINT is about publicly available content,
whereas SOCMINT refers to private or public. SOCMINT in-
cludes private data accessible only to restricted or specific groups
as per the imposed regulations by the users. The data accessible
on social media can be categorized as the content posted by the
user and the metadata related to the original content.

The first section of this report briefly describes the impor-
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tance of OSINT/SOCMINT for evaluating modern disaster man-
agement. Section 2 explains some of the tools relevant to disas-
ter management. Section 3 provides information about the mea-
sures taken by the Australian, Japanese, and Haiti governments
for managing a disaster.

Natural Disasters and Social Media

Natural disasters have a significant impact on humans and
the well-being of the affected populations. Figure 1 illustrates
the number of natural disasters per year from 1970 to 2019 based
on the different types of disasters [24]. Humans suffer from the
damage caused to their lives, personal infrastructure, and prop-
erty. The death rate from natural disasters can highly fluctuate
yearly. According to Statista reports 2022 [23], in 2021, there
were approximately 10,000 fatalities produced by natural disaster
events globally. The count of deaths per year due to natural disas-
ters from 2007 to 2021 is depicted in Figure 2 [23]. The growth
in the number of deaths can be minimized significantly through
prior prediction, flexible infrastructure, emergency preparedness,
and quick response systems. The information shared between the
public and the affected population is relevant to making effec-
tive decisions in the future in case of natural disasters such as
earthquakes, floods, and hurricanes. Over the years, social media
platforms have contributed efficiently, which helps in preparing
for emergencies and providing effective responses. Governments
and organizations could use this data to organize their response
strategies, distribute resources in essential areas, and notify the
public in real-time. The after-effects of the Haiti earthquake in
2010 have proven that social media plays a significant role as a
data-generating source for disaster relief operations and manage-
ment. Disaster management teams developed a geographic map
of the impacted areas using location-based apps and social media
platforms to provide information related to the critical areas of
emergency services. It can be for the essential resources wherever
needed or helping the public to get out of the affected areas. Since
the Haiti earthquake disaster, social media tools have proven to be
an efficient measure for the government during emergencies.
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Figure 1. Number of natural disasters per year based on the type [24]
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Figure 2.  Number of deaths per year due to natural disasters [23]

In the case of unexpected events, such as natural disasters,
users can respond in real-time by sharing or uploading photos,
comments, videos, and audio recordings. The amount of data
generated due to these events would be high. These immediate
and vigorous reactions of users give an overview of the severity
of the events. They could help to realize the current or potential
factors that could worsen a crisis. Hence, gathering information
related to the crises is essential, and social media websites pro-
vide insights into the status of natural disasters. They act as an
open-source intelligence manifesto for early warnings.

Related Works

Recently, many researchers have done various studies to un-
derstand the scope of open-source or social media intelligence in
the field of disaster management [31] [32] [33] [34] [35]. In [31],
the authors have developed different solutions to design a multi-
layer crisis map using social media. They proved how social me-
dia information could be applied to build a practical approach to

providing significant crisis maps in disaster management opera-
tions. They have chosen the Twitter platform for their experi-
ments. The researchers in [32] have developed an earthquake
detector for Australia and New Zealand. The system is devel-
oped using the Emergency Situation Awareness (ESA) platform,
which gives all disaster-related information. They gathered, fil-
tered, and analyzed this data from Twitter. The Joint Australian
Tsunami Warning Centre receives email notifications in case of
any earthquake evidence, and the detector takes data from Twitter
Tweets. Emergency Awareness is a tool to explore social media
as an open source for disaster-related information. In [33], the au-
thors researched the benefits of social media forums for gathering
intelligent information about disasters and could provide warn-
ings to the public in advance. The study conducted experiments
to identify the active social media platform, the most occurring
type of disaster, and the disaster locations. From their inference,
as in Figure 3, Twitter is the most widely used social media web-
site, and flood, earthquake, and hurricanes contribute to almost
50% of the disaster type. In [35], the researchers analyzed so-
cial media for disaster management, especially for the East Japan
earthquake. They analyzed the Twitter dataset for the number of
tweets before and after the disaster, and the results are in Figure
4.

Role of OSINT / SOCMINT

Figure 5 depicts the Global Open Source Intelligence market
by source [13]. According to Verified Market research statistics
as in Figure 3, among other sources, the Media plays a vital role
in communicating with the public, followed by the Internet.

As depicted in Figure 6, as of January 2022, the number of
users on social media substantially increased from 1.4 billion to
4.6 billion over the last ten years [17]. As the statistics in the
figures explained, the significance of OSINT or SOCMINT is ev-
ident for modern disaster management evaluation as most people
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worldwide rely on the internet on a large scale. Indeed, online
or public platforms are the primary sources for an early update
and response after a crisis. So, merging this data with intelligence
sources could provide a faster response.

Data and Intelligence play a vital role in disaster manage-
ment [2]. The security and emergency management teams could
use open-source data to discover threats and correctly evaluate the
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risk levels. There are different ways in which data and intelligence
collected using OSINT can be used. Some of them are explained
below [2]:

* Better Situational Awareness — Photos, commentary, and
videos posted online by media and the public could save
time and lives.

* Misinformation Management — Manage the spread of false

information before it reaches the public and creates lives at

risk by wasting their time and resources.

Improved Agency Collaboration — Understand how other

agencies act during a crisis or disaster to manage situations

effectively.

Geo-targeted Risk Assessment — Be vigilant for unusual dis-

ruptions, such as terrorist threats or extreme weather condi-

tions to occur near the areas of a planned event.

Sources to Understand the Impact of a Disaster
Public-related data

The “open source” trend, i.e., sharing data from private
and public organizations in machine-readable and searchable for-
mats, is a productive step in understanding the impact of a crisis.
In most countries, the government relies on these open sources
for evaluating emergencies, and it’s relevant to find the primary
sources that provide proper information related to the situation.
Other public data which can be helpful during a crisis is collected
from government or municipal offices. This typically involves
birth and death certificates, personal data, census data, and socio-
economic data. The traditional way of gathering this type of data
was through paper-based surveys. Recently, due to the growth
in digital technology, there are different mobile application-based
tools to collect, cluster, and analyze data. Open Data Kit is an
open-source tool that makes it easier to collect such information.

Crowd-sourced data

Another active data retrieval method is the crowdsourcing
method. Crowdsourcing refers to the combination of crowd
and outsourcing wherein the organizations tackle the efforts of
a crowd to perform specific tasks with the help of advanced inter-
net technologies. In crowdsourcing, applications seek knowledge
from many users about specific events or topics. In crowdsourc-
ing, jobs or tasks are outsourced to the general public and not
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to any particular organization or professional. Therefore, crowd-
sourcing generally integrates digital technology, human generos-
ity, and skills, and it can be used to gather data from various
sources such as blogs, social media updates, text messages, etc.
In particular, social media plays a remarkable role in providing
better opportunities for disaster relief efforts based on the data ex-
tracted from these sites. This data can be analyzed and synchro-
nized in mapping disaster-struck regions and can help start the
search operations. Hence, this technique has been widely used in
most emergencies.

The Importance of Evaluating Risks Appropriately

The accuracy in evaluating an emerging threat situation’s
risk level depends on the data volume — the more information
and data, the better the results. The signal can be used to set up
real-time alerts in case of some crises like spreading wildfires.
This can help continuously monitor and decide when or the need
to take action to ensure the public is safe. Anyhow, there should
be a perfect balance between over and under-protection.

Risk of Over-Protection

Over-protection is when the responses are initiated too ex-
treme or too early. The personal interpretation of risk level fre-
quently causes it and less information or data to give an accurate
assessment. This can be a good idea for protecting people but can
be cost-inefficient.

Risk of Under-Protection

Under-protection could impede the effectiveness of disas-
ter management response. This can harm people unnecessarily
by not appropriately responding to threats. The consequences of
under-protection are way too higher than the associated costs. To
avoid under-protection, measures such as providing clear guid-
ance to monitor risk levels, repeatedly assessing the emergency
threat landscape, and updating the alert levels accordingly could
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be taken. Whether it’s a public health crisis, natural disaster, or
terrorist attack, OSINT could provide insights to the intelligence
team with the below points [4]:

* Location, impact, and consequences of a crisis,

¢ Need for resources,

* Response of other countries,

* Information essential for the public and other public sector
organizations.

OSINT Tools for Disaster Management Evaluation

Disaster management is about applying strategies to help an
entity deal with significant and sudden adverse events that can
threaten them. Crisis management is not the same as crisis re-
sponse. It is an extensive process that should be practiced before
a crisis. Disaster management measures are done before, during,
and after a crisis. Different crisis management stages are involved
during the crisis management process, as shown in Figure 7.

Below are some OSINT platforms and tools useful for disas-
ter management evaluation.

1. Ushahidi

Ushahidi is an open-source platform that uses user-generated
reports to produce live, interactive maps [16]. This platform can
form a crisis map by combining crowd reports with mapping and
visualization tools [16]. Ushahidi tool utilizes the crowdsourcing
concept, which is frequently used for crisis response [17]. This
has been used for the first time as a humanitarian needs assess-
ment tool after the Haiti earthquake in 2010 [16]. The crisis map-
ping of affected regions using the Ushahidi tool has been given in
the upcoming sections.

2. InaSAFE
InaSAFE is open-source software that gives disaster man-
agement teams an overview of the real-time hazard impact sce-
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narios so that they can prepare, plan and make response activities.
It provides a simple and diligent way to integrate data from local
governments, scientists, and communities to yield insights that
could be helpful for future disaster events. This software is de-
veloped by Indonesia, the Australian government, and the World
Bank [6].
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The new version, InaSAFE 2.0, can work with road data to
directly download roads from OpenStreetMap, an online mapping
tool [7]. This data is integrated with InaSAFE and could work
in planning evacuation and emergency response routes. Figure 8
explains the buildings or regions where the flood got affected, and
Figure 9 describes the information about the resources.

3. ShakeMap

ShakeMap is an open-source software system developed
by the USGS Earthquake Hazards Program [14]. It automati-
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Figure 9. ShakeMap for Haiti earthquake in 2021 [15]

cally produces near-real-time maps and products that characterize
strong ground motion’s geographical extent and distribution fol-
lowing consequential earthquakes [15]. Figure 10 illustrates the
ShakeMap of the Haiti region after the deadly earthquake in 2021.

4. Sahana Eden

Sahana Software Foundation is an organization that develops
open-source software for emergency and crisis management. Sa-
hana Eden is their primary product designed to provide effective
solutions for crucial humanitarian needs before or during a cri-
sis [18] [19]. The features of Sahana Eden are designed to assist
the Crisis and Emergency management teams to alleviate better,
prepare, respond, and recover from the crisis more efficiently and
effectively [18]. Japan used this platform for disaster management
during the Earthquake, and Tsunami hit in 2011.
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5. Talkwalker Analytics

Talkwalker analytics tool efficiently analyzes social media
data from various social media platforms such as Facebook, Twit-
ter, online forums, blogs, etc. As mentioned, these channels can
serve as essential disaster management information sources. Fig-
ure 11 represents how Talkwalker analytics helps monitor social
media networks. This analytics tool can identify valuable insights
in real-time by analyzing text and visual data using image recog-
nition technology. It automatically generates reports and dash-
boards, which could ease the task of crisis management teams. It
can be used to perform sentimental analysis, as in Figure 12, dur-
ing a disaster and could contribute effectively to the field of crisis
management.

Disaster Management in Australia, Japan,
and Haiti
Australia

Australia’s Emergency Situation Awareness (ESA) system
uses a data-oriented approach that depends on processing and
mining unstructured raw data from various social media sources,
such as Instagram, Twitter, Facebook, etc., to make early alerts.
Nowadays, social media is overwhelmed with a large amount of
data wherein the emergency and disaster management teams can
attain real-time awareness of critical situations. But, this could be
possible only with the help of valuable tools which could extract
the relevant information concerning the situations. Some of the
critical features of ESA are listed below:

* It could identify unusual or unpredicted incidents, possibly
ahead of other alert systems.
 Categorize and analyze significant messages during a crisis
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that gives priority to acting quickly.
* Analysis of an incident has been done by investigating social
media content before, during, and after a disaster situation

Haiti

Australia’s ESA platform quickly alerts users if it detects any
unusual behavior in the Twitter stream. ESA uses data mining
techniques such as text classification, geo-tagging, burst detec-
tion, and online clustering [20]. Figure 13 shows the dashboard
captured on June 23rd, 2021. The dashboard describes the details
of Australian tweets analyzed by ESA, and prominent alerts could
be visible.

A glimpse of Australia’s tweets analyzed by ESA for Earth-
quakes is shown in Figure 14.

The details about Victoria’s bushfires in 2009, as in Figure
15, were detailed in real-time on social media networks. However,
this was not visible to federal disaster or state response agencies
[20]. This shows the importance of social media intelligence for
evaluating disaster management. Table 1 summarizes the usage of
social media tools and services during the 2011 Japan earthquake
and tsunami [30].

They have developed a model using ‘Spark,” an open frame-
work that can be used for predicting bushfire spread. This makes it
simpler for them to control the spread, initiate warnings, and plan
for disaster management operations. Spark could read weather
data such as temperature, wind, and humidity features from mete-
orological forecasts to predict the spread using fire models. Other
geographical factors like land slope, vegetarian areas, and water
bodies could also affect the fire spread. All this information could
be helpful in accurately predicting the bushfire models.

Australian Government Crisis Management

The Australian Government Crisis Management Framework
(AGCMF) defines the approach of the Australian Government to
prepare for, respond to, and recover from disasters. The main aim
of the AGCMF is to prepare for a disaster and make quick cri-
sis response and disaster recovery arrangements in advance. The
framework is executed through a series of disaster plans describ-
ing a disaster’s preparation, response, and recovery stages.

Figure 16 shows the Australian Government Disaster Man-
agement and Recovery Continuum of November 2020. The Aus-
tralian Government’s continuum includes seven stages of disaster
management and recovery. In some disaster situations, all seven
phases may not be included. The seven phases are described be-
low [26]:

* Preventive measures to remove or minimize the severity of

a disaster,

Preparing for arrangements to make sure that if a crisis hap-

pens, there will be enough resources and services to be de-

ployed,

* Response actions should be taken during or immediately af-
ter a disaster to ensure that its after-effects are reduced, and
those affected should be given support quickly,

* Relief meetings to arrange required needs of water, food,
communications, energy, and medicines for the public af-
fected by a disaster event,

* Recovery measures, either short or medium-term, are taken
to restore or enhance the health, livelihoods, physical, eco-
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Figure 12.  Talkwalker for sentimental analysis [19]

nomic, social, environmental, and cultural assets, activities,
and systems of a disaster-affected society or community,

* Reconstruction phase where long-term strategies should be
implemented post-disaster event to build better from a dis-
aster,

* Risk reduction to minimize future risks and understanding
strategies that can be taken to minimize disasters’ impact.

Social Media for Disaster Management in Australia

As already discussed, in recent times, social media has been
widely used by disaster management teams to give alerts to the
public and coordinate plans for immediate response and recovery.
In Australia, most disaster risk reduction (DRR) awareness strate-
gies are delivered by the territory and state disaster emergencies.
Some outstanding examples of non-government and government
organizations’ programs incorporating social media are Harden
Up (Green Cross Australia) and Get Ready Queensland (Queens-
land Government).

The Victorian Government executes a Summer Fire Cam-
paign, which starts in November and ends by February or March
every year, depending on the fire season length. The campaign
uses social media platforms (Facebook, Twitter), digital informa-
tion channels, and advertisements on radio, TV, digital channels,
and newspapers, stimulating the crowd to leave early in case of
fire threats.

Plenty of messages are passing through social media forums,
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and the government receives more campaign messages through
Facebook pages and Twitter feeds. Figure 17 illustrates the num-
ber of social media posts on the fire topic throughout 2013-2014
during the Victoria fire season.

In 2010, when Haiti was affected by an earthquake, the tradi-
tional humanitarian relief system was not effectively functioning
[9]. Unlike the traditional approach of using one-to-many rela-
tions, the open nature of the Ushahidi tool gathered data from
various sources and established a many-to-many approach. The
Ushahidi Haiti project in 2010 sent thousands of collected text
messages to a crisis reporting system.

They translated the messages, categorized and geotagged
them by a volunteering team, and then transferred the information
to the humanitarian responders. Thus, through this crowdsourced
data, Ushahidi could provide crisis maps with information related
to food requests and affected regions, which helps facilitate re-
lief efforts. Using these maps, the government could organize
resource distribution and form better decisions per their crowd-
sourced data analysis.

Also, in Figure 18, some final reflections as part of the
Ushahidi Haiti project can be seen in the crisis mapping.

Japan

Japan Meteorological Agency (JMA) is a leading National
Meteorological Service responsible for collecting and reporting
forecasts and weather data for the public. It also provides ma-
rine and aviation weather-related information. The other respon-
sibilities of JMA involve warnings for earthquakes and volcanic
eruptions. It is also responsible for naming, distributing, and fore-
casting warnings for tropical cyclones. The open-source data col-
lected from JMA, which contains information about the number
of earthquakes, is in Figure 20.
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Figure 15.  Victoria’s bushfires [20]

Japanese Disaster Management System

The Japanese Disaster Management System comprises a
Minister of State appointed to the Cabinet. The Disaster Man-
agement Bureau proposed a proposal with the basic policies and
plans for disaster management and coordinated plans for large-
scale disasters. The responsibilities taken by the Cabinet office
according to the risk levels of a disaster are depicted in Figure 21.
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Social Media for Disaster Management in Japan

During the Tsunami and East Japan Earthquake in 2011, so-
cial media (especially Twitter and Facebook) as a beginner tool
acted as a source of information sharing, connecting to affected
individuals, and a channel to participate in the disaster manage-
ment process. Among the social media platforms, Twitter was
the most dominant tool for exchanging information regarding the
earthquake during this period. In addition, Facebook played a vi-
tal role in communicating worldwide after the disaster, and the
public was aware of the disaster and could provide donations to
the relief. Open-source maps like Google Earth and Google maps
were vigorous tools when combined with other data for disaster
management. With the help of the Ushahidi platform, an open-
source tool, crisis mapping was done using these open-source
mapping services. It could provide information related to areas
for shelter, where electricity or evacuation is needed, and the es-
sential resources.

They conducted a survey post the disaster event in which
different types of social media tools to extract information during
a disaster are illustrated in Figure 22. It is based on different types
of senders in which web pages and social networks contributed
more to sharing information.

Figure 23 shows the most reliable source of disaster informa-
tion based on different locations. From the figure, it is clear that in
most areas inside and outside Japan, people depended mainly on
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Figure 16.  Australian Government Disaster Management and Recovery Continuum [26]
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Figure 19.  ShakeMap tool for crisis mapping for Haiti earthquake 2010
[15]

the internet and social media to get information about disasters.

Figure 24 describes some reasons for using social media as a
tool during the 2011 earthquake to receive information related to
disaster management.

Conclusion and future work

Natural disasters tend to happen anytime, anywhere in the
world, and sometimes they could have a lasting impact on our so-
ciety. Hence, it is crucial to have access to the latest information
to analyze the details and scope of the situation and to provide
necessary actions in time. With the wide range of available open
sources like blogs, web feeds, radio stations, and TV to social
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Figure 20.  Australian Government Disaster Management and Recovery
Continuum [26]

Services and tools | Features

used

Twitter is highly public and popular in Japan.
Brief and quick information is easily
shared.

Facebook Popular among foreign communities,
good for group networking

Mixi Japanese language is popular during
disasters for sharing information

Email Information is shared but more diffi-
cult than social networks

SMS It was used mainly to collect dona-
tions outside Japan

Wikis Data related to the crowd-sourcing
concept

Maps Integrating with other data to develop
crisis maps useful for disaster man-
agement

Table 1. Summary of Social Media Tools and Services [30]

media platforms, disaster management respondents and govern-
ment agencies can inform and respond quickly. In this report,
the importance of OSINT/SOCMINT is well-explained, covering
some OSINT tools for modern disaster evaluation. The report
summarizes that open sources are an efficient way to assess dis-
aster situations which could lead to better decisions in the future.
The strength of social media sources is an added advantage to the
standard disaster management approaches. The other sections of
the report describe how the government of Australia, Haiti, and
Japan has taken measures regarding the disasters in their areas
and the framework built by them to deal with disaster events in
the future.

In the future, there is extensive scope to explore and utilize
more open-source tools and relevant platforms for efficient and
modern disaster management during a natural disaster. Also, the
importance of social media intelligence in disaster management
gives ideas to explore the usage of social media data. This can be
attained by traversing the strategies used by countries other than
those mentioned in this report.

IS&T Infernational Symposium on Electronic Imaging 2023
Mobile Devices and Multimedia: Enabling Technologies, Algorithms, and Applicafions 2023



Level 4 Central Tokyo: S Upper

*Holding a conference on

(Prepare for Emergency) Other area: 6 Lower disaster management with
P gency relevant Ministries and
Agencies
*Dispatch of Government
Investigation Team
Level 3 (Warnin, Considerable S e SO | LR e e 0
{w ‘] di Other area: 5 Upper disaster management with
saster occurs or relevant Ministries and
expected to occur Agencies (if needed)
+Dispatch of Government
Investigation Team (if
needed)
Level 2 (Alert) Beware of occurrence Other area: 5 Lower
of a disaster
Level 1 (Normal) Need to keep
watching
Figure 21.  Responsibilities taken by Japan Cabinet office based on disaster level [29]
0%
. sk s - o) i
52% B p—
so% 47% — ' _
A%
30%
20% -
10%
o%
HNon-senders (n=25) Basic senders (n=100) Volunteer senders (n=32} Manager senders (n=5)
ESocial networks ®Video sites ¥ Mobile devices S Crowdsourced sites ®Webpages % Email

Figure 22.  Social media tools used during a disaster [30]

IS&T International Symposium on Electronic Imaging 2023
Mobile Devices and Multimedia: Enabling Techno?ogies, Algorithms, and Applications 2023



ey i
& Word of mouth
& Loudspeaker
Kanto (n=87) 27 35
’ ’ Newspaper
 Radio
L - '.I.I’
Japan, other (n=62 28 15
P ( l .1 v . Ermail
| Internet I
| Soclal media |
Outside Japan (n=26) (1 13 B
0% 10% 20% 30% 40% 50% 60% 70% BO% 90% 100%
Figure 23. Most relied source location-wise [30]
e 70% -
e X B0%E0%
il 51k 50% 50%
50% | x
o 38% 39% 2% 40%
' 26% 3% " 28% .
o 20% 20% 20%8
2% - o
10% % l 11%
L
10% % ey .F J B% e a% - 2% 5% 3% .I]‘h i o
o% — § i ; _
Non-senders (n=25| Basic senders (n=100) Volunteer senders (n=32) Manager senders [n=5)
B Technological barrier N Ability barrier Convenience & Quality of info
® Prior experience Mass sending ability Desire to help Encouraged by someone
Figure 24. Responsibilities taken by Japan Cabinet office based on disaster level [29]

Acknowledgment

This work was supported partially by the European Union in
the framework of ERASMUS MUNDUS, Project CyberMACS
(Project #101082683) (https://cybermacs.eu).
The authors thank Prof. Dr. Daniel Arias Aranda (University of
Granada, Spain) for his valuable help and comments while prepar-

org/10.1186/s41018-016-0013-9, (Last access: Nov.
12, 2022).

Echosec SYSTEMS LTD, “6 Reasons Why Open-
Source Intelligence is Climbing the Priority Ladder”
https://www.echosec.net/blog/6-reasons-why-
open-source-intelligence-is-climbing-the-

(4]

ing this paper. priority-ladder|(Last access: Nov. 13, 2022).
[5] TechTarget, “Crisis Management” https://wuw.
References techtarget.com/whatis/definition/crisis-
[1] AlertMedia, “What Businesses Need to Know About management (Last access: Nov. 15, 2022).

(2]

(3]

354-12

Open Source Intelligence (OSINT)” https://www.
alertmedia.com/blog/open-source-intelligence/
(Last access: Nov. 12, 2022).

Signal, “The Pivotal Role of OSINT for Effective Emer-
gency Management Pivotal.” https://www.getsignal.
info/blog/osint-emergency-management (Last ac-
cess: Nov. 12, 2022).

Qadir, Junaid & Ali, Anwaar & Rasool, Raihan & Zwitter,
Andrej & Sathiaseelan, Arjuna & Crowcroft, Jon. (2016):
“Crisis Analytics: Big Data Driven Crisis Response.” Jour-
nal of International Humanitarian Action. 1. https://doi.

(6]
(7]

(8]

(91

InaSAFE, http://inasafe.org/home/index.html
(Last access: Nov. 17, 2022).

Australian Government, “New disaster management soft-
ware released worldwide,” https://www.ga.gov.au/
news-events/news/latest-news/new-disaster-—
management-software-released-worldwide  (Last
access: Nov. 17, 2022).

Pranantyo, Ignatius & Fadmastuti, Mahardika. (2014).
“InaSAFE applications in disaster preparedness.” https:
//doi.org/10.1063/1.4915053|

JSTOR, “4 Case Study 3 — Ushahidi, An Open Plat-

IS&T Infernational Symposium on Electronic Imaging 2023
Mobile Devices and Multimedia: Enabling Technologies, Algorithms, and Applicafions 2023


https://cybermacs.eu
https://www.alertmedia.com/blog/open-source-intelligence/
https://www.alertmedia.com/blog/open-source-intelligence/
https://www.getsignal.info/blog/osint-emergency-management
https://www.getsignal.info/blog/osint-emergency-management
https://doi.org/10.1186/s41018-016-0013-9
https://doi.org/10.1186/s41018-016-0013-9
https://www.echosec.net/blog/6-reasons-why-open-source-intelligence-is-climbing-the-priority-ladder
https://www.echosec.net/blog/6-reasons-why-open-source-intelligence-is-climbing-the-priority-ladder
https://www.echosec.net/blog/6-reasons-why-open-source-intelligence-is-climbing-the-priority-ladder
https://www.techtarget.com/whatis/definition/crisis-management
https://www.techtarget.com/whatis/definition/crisis-management
https://www.techtarget.com/whatis/definition/crisis-management
http://inasafe.org/home/index.html
https://www.ga.gov.au/news-events/news/latest-news/new-disaster-management-software-released-worldwide
https://www.ga.gov.au/news-events/news/latest-news/new-disaster-management-software-released-worldwide
https://www.ga.gov.au/news-events/news/latest-news/new-disaster-management-software-released-worldwide
https://doi.org/10.1063/1.4915053
https://doi.org/10.1063/1.4915053

(10]

(11]

(12]

[13]

(14]

[15]

[16]

(17]

(18]

[19]

[20]

(21]

(22]

(23]

[24]

form for Situation Awareness” https://www. jstor.org/
stable/resrep12574.77seq=1 (Last access: Nov. 17,
2022).

Ushahidi, “Crisis Mapping Haiti: Some Final Reflections”
https://www.ushahidi.com/about/blog/crisis-
mapping-haiti-some-final-reflections (Last
access: Nov. 17, 2022).

Wald, D.J., Worden, C.B., Thompson, E.M., Hearne,
M. (2019). “Earthquakes, ShakeMap.” In: Gupta, H.
(eds) Encyclopedia of Solid Earth Geophysics. Encyclope-
dia of Earth Sciences Series. Springer, Cham. https://
doi.org/10.1007/978-3-030-10475-7_182-1, (Last
access: Nov. 17, 2022).

reliefweb, “USGS ShakeMap: Haiti Region - Tue Jan 12,
2010 21:53:09 GMT” https://reliefweb.int/map/
haiti/usgs-shakemap-haiti-region-tue-jan-12-
2010-215309-gmt|(Last access: Nov. 17, 2022).

Verified Market Research, “Open Source Intelligence
(OSINT) Market Size And Forecast” https://www.
verifiedmarketresearch.com/product/open-
source-intelligence-osint-market/| (Last access:
Nov. 19, 2022).

USGS,“ShakeMap” https://earthquake.usgs.gov/
data/shakemap/| (Last access: Nov. 19, 2022)

Github, https://github.com/usgs/shakemap (Last ac-
cess: Nov. 19, 2022)

Ida Norheim-Hagtun, Patrick Meier: “Crowdsourcing for
Crisis Mapping in Haiti.” Innovations: Technology, Gov-
ernance, Globalization 2010; 5 (4): 81-89. https://doi.
org/10.1162/INOV_a_00046

Dave Chaffey, “Global social media statistics research
summary 20227 https://www.smartinsights.
com/social-media-marketing/social-media-
strategy/new-global-social-media-research/
(Last access: Nov. 19, 2022)

Sahana Foundation, “Eden”
sahanafoundation.org/products/eden/
cess: Nov. 20, 2022)

Talkwalker, “Try the best crisis management tools”
https://www.talkwalker.com/blog/best-crisis-—
management-tools (Last access: Nov. 20, 2022)

CSIRO, “ESA: Software for Emergency Situation Aware-
ness” https://data6l.csiro.au/en/Our-Research/
Our-Work/Safety-and-Security/Disaster-
Management/ESA (Last access: Nov. 18, 2022)
CSIRO, “Emergency Situation Awareness”
//www.csiro.au/en/research/technology-
space/ai/emergency-situation-awareness
access: Nov. 19, 2022)

CSIRO ESA, “AUS tweets analysed by ESA over last
4 days” https://esa.csiro.au/aus/index.html (Last
access: Nov. 17, 2022)

Statista, “Number of deaths from natural disas-
ter events globally from 2007 to 2021”7 https:
//www.statista.com/statistics/510952/number-
of-deaths-from-natural-disasters-globally/
(Last access: Nov. 20, 2022)

Our World in Data, “Global reported natural disasters
by type, 1970 to 2019” https://ourworldindata.

https://
(Last ac-

https:

(Last

IS&T Infernational Symposium on Electronic Imaging 2023
no%

Mobile Devices and Multimedia: Enabling Tech

[25]

(26]

[27]

(28]

(29]

(30]

(31]

(32]

(33]

(34]

(35]

gies, Algorithms, and Applications 2023

org/grapher/natural-disasters-by-type (Last ac-
cess: Nov. 20, 2022).

Our World in Data, “Natural Disasters by Hannah
Ritchie and Max Roser” https://ourworldindata.
org/natural-disasters#:~:text=Naturaly,
20disasters’20kill},20on}20average, from/,200.
01%25%20t07%200.4%25 (Last access: Nov. 20, 2022)
Australian Government, “Australian Government Cri-
sis Management Framework (AGCMF)” https:
//www.pmc.gov.au/resource-centre/national-
security/australian-government-crisis-—
management-framework, (Last access: Nov. 21, 2022)
Australian Government, “The use of social media in coun-
trywide disaster risk reduction public awareness strategies”
https://knowledge.aidr.org.au/resources/ajem-
jan-2015-the-use-of-social-media-in-
countrywide-disaster-risk-reduction-public-
awareness-strategies/|(Last access: Nov. 20, 2022)
Cabinet Office, “Disaster Management in Japan”
https://www.bousai.go.jp/en/documentation/
white_paper/pdf/2021/R3_hakusho_english.pdf
(Last access: Nov. 21, 2022).

National Library of Medicine, “Disaster Management
in Japan”  https://www.ncbi.nlm.nih.gov/pmc/
articles/PMC5059167/ (Last access: Nov. 21, 2022).
PEARY, Brett & Shaw, Rajib & TAKEUCHI, Yukiko.
(2012). “Utilization of Social Media in the East Japan Earth-
quake and Tsunami and its Effectiveness.” Journal of Nat-
ural Disaster Science. 34. 3-18. https://doi.org/10.
1186/s41018-016-0013-9, (Last access: Nov. 21, 2022).
B. Birregah et al., “Multi-layer Crisis Mapping: A So-
cial Media-Based Approach,” 2012 IEEE 21st Interna-
tional Workshop on Enabling Technologies: Infrastructure
for Collaborative Enterprises, 2012, pp. 379-384, https:
//ieeexplore.ieee.org/document/6269762, (Lastac-
cess: Nov. 20, 2022).

ACM Digital Library, “A sensitive Twitter earthquake de-
tector” https://dl.acm.org/doi/10.1145/2487788.
2488101, (Last access: Nov. 20, 2022)

Schwarz, Klaus; Franziska Schwarz, Reiner Creutzburg:
“Conception and implementation of professional labora-
tory exercises in the field of open source intelligence
(OSINT)”. Proceed. Electronic Imaging Symposium 2020
(San Francisco, USA), Mobile Devices and Multime-
dia: Technologies, Algorithms & Applications Conference
(MOBMU) 2020, https://doi.org/10.2352/ISSN.
2470-1173.2020.3.MOBMU-278, (Last access: Nov. 22,
2022).

Schwarz, Klaus; Reiner Creutzburg: “Design of Pro-
fessional Laboratory Exercises for Effective State-of-the-
Art OSINT Investigation Tools - Part 1: RisklQ Pas-
siveTotal”. Proceed. Electronic Imaging Symposium 2021
(San Francisco, USA), Mobile Devices and Multime-
dia:  Technologies, Algorithms & Applications Con-
ference (MOBMU) 2021, https://doi.org/10.2352/
ISSN.2470-1173.2021.3.MOBMU-043, Last access: Nov.
22,2022).

Schwarz, Klaus; Reiner Creutzburg: “Design of Pro-
fessional Laboratory Exercises for Effective State-of-

354-13


https://www.jstor.org/stable/resrep12574.7?seq=1
https://www.jstor.org/stable/resrep12574.7?seq=1
https://www.ushahidi.com/about/blog/crisis-mapping-haiti-some-final-reflections
https://www.ushahidi.com/about/blog/crisis-mapping-haiti-some-final-reflections
https://doi.org/10.1007/978-3-030-10475-7_182-1
https://doi.org/10.1007/978-3-030-10475-7_182-1
https://reliefweb.int/map/haiti/usgs-shakemap-haiti-region-tue-jan-12-2010-215309-gmt
https://reliefweb.int/map/haiti/usgs-shakemap-haiti-region-tue-jan-12-2010-215309-gmt
https://reliefweb.int/map/haiti/usgs-shakemap-haiti-region-tue-jan-12-2010-215309-gmt
https://www.verifiedmarketresearch.com/product/open-source-intelligence-osint-market/
https://www.verifiedmarketresearch.com/product/open-source-intelligence-osint-market/
https://www.verifiedmarketresearch.com/product/open-source-intelligence-osint-market/
https://earthquake.usgs.gov/data/shakemap/
https://earthquake.usgs.gov/data/shakemap/
https://github.com/usgs/shakemap
https://doi.org/10.1162/INOV_a_00046
https://doi.org/10.1162/INOV_a_00046
https://www.smartinsights.com/social-media-marketing/social-media-strategy/new-global-social-media-research/
https://www.smartinsights.com/social-media-marketing/social-media-strategy/new-global-social-media-research/
https://www.smartinsights.com/social-media-marketing/social-media-strategy/new-global-social-media-research/
https://sahanafoundation.org/products/eden/
https://sahanafoundation.org/products/eden/
https://www.talkwalker.com/blog/best-crisis-management-tools
https://www.talkwalker.com/blog/best-crisis-management-tools
https://data61.csiro.au/en/Our-Research/Our-Work/Safety-and-Security/Disaster-Management/ESA
https://data61.csiro.au/en/Our-Research/Our-Work/Safety-and-Security/Disaster-Management/ESA
https://data61.csiro.au/en/Our-Research/Our-Work/Safety-and-Security/Disaster-Management/ESA
https://www.csiro.au/en/research/technology-space/ai/emergency-situation-awareness
https://www.csiro.au/en/research/technology-space/ai/emergency-situation-awareness
https://www.csiro.au/en/research/technology-space/ai/emergency-situation-awareness
https://esa.csiro.au/aus/index.html
https://www.statista.com/statistics/510952/number-of-deaths-from-natural-disasters-globally/
https://www.statista.com/statistics/510952/number-of-deaths-from-natural-disasters-globally/
https://www.statista.com/statistics/510952/number-of-deaths-from-natural-disasters-globally/
https://ourworldindata.org/grapher/natural-disasters-by-type
https://ourworldindata.org/grapher/natural-disasters-by-type
https://ourworldindata.org/natural-disasters#:~:text=Natural%20disasters%20kill%20on%20average,from%200.01%25%20to%200.4%25
https://ourworldindata.org/natural-disasters#:~:text=Natural%20disasters%20kill%20on%20average,from%200.01%25%20to%200.4%25
https://ourworldindata.org/natural-disasters#:~:text=Natural%20disasters%20kill%20on%20average,from%200.01%25%20to%200.4%25
https://ourworldindata.org/natural-disasters#:~:text=Natural%20disasters%20kill%20on%20average,from%200.01%25%20to%200.4%25
https://www.pmc.gov.au/resource-centre/national-security/australian-government-crisis-management-framework
https://www.pmc.gov.au/resource-centre/national-security/australian-government-crisis-management-framework
https://www.pmc.gov.au/resource-centre/national-security/australian-government-crisis-management-framework
https://www.pmc.gov.au/resource-centre/national-security/australian-government-crisis-management-framework
https://knowledge.aidr.org.au/resources/ajem-jan-2015-the-use-of-social-media-in-countrywide-disaster-risk-reduction-public-awareness-strategies/
https://knowledge.aidr.org.au/resources/ajem-jan-2015-the-use-of-social-media-in-countrywide-disaster-risk-reduction-public-awareness-strategies/
https://knowledge.aidr.org.au/resources/ajem-jan-2015-the-use-of-social-media-in-countrywide-disaster-risk-reduction-public-awareness-strategies/
https://knowledge.aidr.org.au/resources/ajem-jan-2015-the-use-of-social-media-in-countrywide-disaster-risk-reduction-public-awareness-strategies/
https://www.bousai.go.jp/en/documentation/white_paper/pdf/2021/R3_hakusho_english.pdf
https://www.bousai.go.jp/en/documentation/white_paper/pdf/2021/R3_hakusho_english.pdf
https://www.ncbi.nlm.nih.gov/pmc/articles/PMC5059167/
https://www.ncbi.nlm.nih.gov/pmc/articles/PMC5059167/
https://doi.org/10.1186/s41018-016-0013-9
https://doi.org/10.1186/s41018-016-0013-9
https://ieeexplore.ieee.org/document/6269762
https://ieeexplore.ieee.org/document/6269762
https://dl.acm.org/doi/10.1145/2487788.2488101
https://dl.acm.org/doi/10.1145/2487788.2488101
https://doi.org/10.2352/ISSN.2470-1173.2020.3.MOBMU-278
https://doi.org/10.2352/ISSN.2470-1173.2020.3.MOBMU-278
https://doi.org/10.2352/ISSN.2470-1173.2021.3.MOBMU-043
https://doi.org/10.2352/ISSN.2470-1173.2021.3.MOBMU-043

the-Art OSINT Investigation Tools - Part 2: Cen-
sys”. Proceed. Electronic Imaging Symposium 2021
(San Francisco, USA), Mobile Devices and Multime-
dia:  Technologies, Algorithms & Applications Con-
ference (MOBMU) 2021, https://doi.org/10.2352/
ISSN.2470-1173.2021.3.MOBMU-044, Last access: Nov.
22,2022.

[36] Schwarz, Klaus; Reiner Creutzburg: “Design of Pro-
fessional Laboratory Exercises for Effective State-of-
the-Art OSINT Investigation Tools - Part 3: Mal-
tego”. Proceed. Electronic Imaging Symposium 2021
(San Francisco, USA), Mobile Devices and Multime-
dia:  Technologies, Algorithms & Applications Con-
ference (MOBMU) 2021, https://doi.org/10.2352/
ISSN.2470-1173.2021.3.MOBMU-045, Last access: Nov.
22,2022.

[37] Kant, Daniel; Reiner Creutzburg: ‘Investigation of risks
for Critical Infrastructures due to the exposure of SCADA
systems and industrial controls on the Internet based on
the search engine Shodan”. Proceed. Electronic Imaging
Symposium 2020 (San Francisco, USA), Mobile Devices
and Multimedia: Technologies, Algorithms & Applications
Conference (MOBMU) 2020, https://doi.org/10.
2352/IS8SN.2470-1173.2020.3.MOBMU-253, Last ac-
cess: Nov. 22, 2022.

[38] M. S. Wong, N. Hideki and N. Yasuyuki, “The Incorpo-
ration of Social Media in an Emergency Supply and De-
mand Framework in Disaster Response,” 2018 IEEE Intl.
Conf. on Parallel & Distributed Processing with Appli-
cations, Ubiquitous Computing & Communications, Big
Data & Cloud Computing, Social Computing & Network-
ing, Sustainable Computing & Communications https:
//ieeexplore.ieee.org/document/8672243, (Lastac-
cess: Nov. 20, 2022).

[39] T. Sakaki et al., “The possibility of social media analysis
for disaster management,” 2013 IEEE Region 10 Hu-
manitarian Technology Conference, 2013, pp. 238-243,
https://www.scopus.com/record/display.uri?
eid=2-s52.0-84893406250&origin=inward&txGid=
7adf7d88a2abfe170927ab1110£2009f, (Last access:
Nov. 20, 2022).

Author Biography

Nazneen Mansoor is pursuing a master’s degree at SRH
Berlin University of Applied Sciences in Computer Science, fo-
cusing on Artificial Intelligence and Big Data. She is working as
a deep learning engineer intern at DuckDuckGoose. She received
her BTech degree in Electrical & Electronics Engineering from
Government Engineering College Bartonhill (2012). Since then,
she has worked as a Mainframe developer in leading IT industries
in India.

Klaus Schwarz received his B. Sc. and M.Sc. in Computer
Science from Technische Hochschule Brandenburg (Germany) in
2017 and 2020, respectively. His research interests include loT
and Smart Home Security, OSINT, Mechatronics, Sensorics, Em-
bedded Systems, Artificial Intelligence, and Cloud Security. As a
Sfaculty member, he is developing a graduate program in Applied
Mechatronic Systems focusing on Artificial Intelligence at SRH
Berlin University of Applied Sciences.

354-14

Reiner Creutzburg is a Retired Professor for Applied Com-
puter Science at the Technische Hochschule Brandenburg in
Brandenburg, Germany. Since 2019 he has been a Professor of IT
Security at the SRH Berlin University of Applied Sciences, Berlin
School of Technology. He is a member of the IEEE and SPIE
and chairman of the Multimedia on Mobile Device (MOBMU)
Conference at the Electronic Imaging conferences since 2005. In
2019, he was elected a member of the Leibniz Society of Sciences
to Berlin e.V. His research interest is focused on Cybersecurity,
Digital Forensics, Open Source Intelligence (OSINT), Multime-
dia Signal Processing, eLearning, Parallel Memory Architectures,
and Modern Digital Media and Imaging Applications.

IS&T Infernational Symposium on Electronic Imaging 2023
Mobile Devices and Multimedia: Enabling Technologies, Algorithms, and Applicafions 2023


https://doi.org/10.2352/ISSN.2470-1173.2021.3.MOBMU-044
https://doi.org/10.2352/ISSN.2470-1173.2021.3.MOBMU-044
https://doi.org/10.2352/ISSN.2470-1173.2021.3.MOBMU-045
https://doi.org/10.2352/ISSN.2470-1173.2021.3.MOBMU-045
https://doi.org/10.2352/ISSN.2470-1173.2020.3.MOBMU-253
https://doi.org/10.2352/ISSN.2470-1173.2020.3.MOBMU-253
https://ieeexplore.ieee.org/document/8672243
https://ieeexplore.ieee.org/document/8672243
https://www.scopus.com/record/display.uri?eid=2-s2.0-84893406250&origin=inward&txGid=7adf7d88a2a5fe170927ab1110f2009f
https://www.scopus.com/record/display.uri?eid=2-s2.0-84893406250&origin=inward&txGid=7adf7d88a2a5fe170927ab1110f2009f
https://www.scopus.com/record/display.uri?eid=2-s2.0-84893406250&origin=inward&txGid=7adf7d88a2a5fe170927ab1110f2009f

	Abstract
	Introduction
	Natural Disasters and Social Media
	Related Works
	Role of OSINT / SOCMINT
	Sources to Understand the Impact of a Disaster
	Public-related data
	Crowd-sourced data
	The Importance of Evaluating Risks Appropriately
	Risk of Over-Protection
	Risk of Under-Protection
	OSINT Tools for Disaster Management Evaluation
	1. Ushahidi
	2. InaSAFE
	3. ShakeMap
	4. Sahana Eden
	5. Talkwalker Analytics
	Disaster Management in Australia, Japan, and Haiti
	Australia
	Haiti
	Australian Government Crisis Management
	Social Media for Disaster Management in Australia
	Japan
	Japanese Disaster Management System
	Social Media for Disaster Management in Japan
	Conclusion and future work
	Acknowledgment
	Author Biography

