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Abstract

Companies are increasingly facing the challenges of a per-
sistent cyber threat landscape. By means of Al, cyber attacks can
be efficiently conducted more successful through offensive Al. As
for cyber defense, Al can be also utilized against cyber threats
(defensive Al). Due to limited resources, especially in small and
medium-sized companies (SMEs), there is a need to deploy more
effective defensive cyber security solutions. Precisely, the adapta-
tion of Al-based resilient defenses must be driven forward. There-
fore, the aim of this paper is to identify and evaluate Al-related
use cases with a high impact potential on the cyber security level,
while being applicable to SMEs at the same time. In order to
reach the research goal, an extensive literature review of several
online catalogs, surveys and online platforms was conducted. In
conclusion, seven crucial Al-based security features were out-
lined that are providing a high impact potential to the security
level for SMEs. Afterwards, the results are discussed and set into
a broader context. Even though Al-based security solutions are
providing a large range of advantages, certain challenges and
barriers using Al-related security applications are addressed in
the paper as well. A high need for usable state of the art Al based
cyber security solution for SMEs was identified.
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Introduction

Artificial Intelligence (abbrev.: Al) is enormously pushing
economic as well as social developments [29]. It has also become
one of the key technologies of digitalization, enabling opportu-
nities as well as risks. According to a Gartner survey [4], 37%
of organizations have already implemented Al in some form. In
the domain of information and cyber security in particular, Al is
considered as a “dual-use potential”’, meaning Al can be used to
enhance cyber attacks and - vice versa - to strengthen the cyber
defense [16].

In a positive sense, Al can be utilized for the defense against
cyber threats - or protection in general (defensive Al) [22]. By
means of Al, malware, spam and phishing emails can be detected
more accurately. This can significantly increase the level of IT
protection. At the same time, Al can make cyber attacks much
more efficient and also more scalable. The usage of Al as a dis-
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ruptive force is often referred to as offensive Al [17)]. Thus, new
possibilities for bypassing authentication procedures are evolving,
so are new approaches to cryptanalysis. In conjunction with Al,
attacks on IT systems in offices and production can be conducted
in a significantly more sophisticated manner [16]]. Today, attacks
can already be purchased conveniently via the darknet (malware-
as-a-service) i.e. even expert knowledge is not necessarily re-
quired to successfully launch an attack. Hackers are actually us-
ing Al for cyber attacks [31]. Therefore, it is absolutely critical
for enterprises to deal with the new threats rising through Al [7].

Conventional rule-based systems are reaching their limits in
terms of IT and cyber security, both in terms of detection and
defense against attacks: IT security systems that do not use or
integrate Al, cannot be persistently sustained at the same level
of security and protection. [23]. Research, development and
innovation is often initially applied in larger companies having
more financial, human and technological resources than small and
medium-sized companies. Due to the limited resources, small
companies in particular are struggling to introduce and integrate
these new emerging technologies. This paper aims to figure out
Al-related defensive cyber security features with a high potential
use case applicable for SMEs.

Al capabilities for cyber defense

The foundation of today’s widespread Al-utilization was es-
pecially set in the 20th century establishing Artificial Intelligence
as a unique research domain [24]. The rapid development in the
last decade is specifically explained by the advances made in Ma-
chine Learning - and especially in Deep Learning [29]. Further
reasons for the increasing utilization of Al technologies are the
enhanced performance of IT systems, significantly increased data
quantity and quality, growing Al experience, more efficient Al al-
gorithms [23]] as well as the increased data availability [3]. When
Al is used in a positive sense for defense against cyber threats, it
is also referred as defensive Al [17]. The goal of cyber defense
in general, is to withstand attacks from the internet and thus pro-
tecting the availability, integrity and confidentiality of companies
IT network and infrastructure. Classical security systems work
on the basis of rules or signatures without checking the content or
context behavior, for instance of data packages. Concerning mal-
ware protection, traditional signature-based security systems do
detect only 75% to 95% of untargeted mass malware attacks and
just 27% of targeted malware cyber attacks [22]]. The detection
rates of IT systems that do not use any form of Al cannot be sus-
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tained at the same level of security and protection when attackers
are also using Al methods to attack IT systems [22]. When effec-
tively deployed, Al can make a decisive contribution to the cyber
defense domain due to its properties and capabilities. Al meth-
ods with an added value against cyber threats are Support-Vector-
Machines (SVM), Random Forest (RF), Linear Regression (LR),
k-Means, k-Nearest-Neighbor (kNN) and Convolutional Neural
Networks (CNN) [23]. These methods are having advantages and
disadvantages depending on the data quality and also differ in ac-
curacy [14]. The following abilities make Al a valuable tech-
nology in cyber defense and for information security in general,
because of:

efficient evaluation of large data volumes (e.g. log files),
pattern analysis and recognition,

* anomaly detection (e.g. 10,000 login attempts per second
i.e. possible cyber attack detected),

pattern prediction and forecast (e.g. server shutdown immi-
nent) and

clustering and categorization (e.g. malware, phishing or
spam email).

Objectives and research design
Research question

The paper aims to figure out, which Al-related cyber security
use cases can bring added value by increasing the cyber security
protection level of small and medium-sized enterprises (SMEs).
A first topic overview unveiled, that there are already Al-based
cyber security solutions on the market. As for the next step, the
added value of Al-related use cases for SMEs had to be figured
out. A high added value is given when Al-based features can be
implemented with moderate (or less) effort and when the features
are of high potential for cyber security in companies. The sum-
marized research question is:

* What are the Al-related use cases having a high impact po-
tential for small and medium-sized enterprises (SMEs) to
increase the cyber security and protection level to be imple-
mented or utilized with only moderate effort?

Literature review

The intersection of Al and cyber security has been the scope
of various research papers. Our research is mainly based on a
literature review. The primary aim was to get a picture about Al-
based cyber security use cases. At the same time, we searched for
companies experiences concerning Al-based cyber security solu-
tions in published scientific papers. With regard to the academic
literature, we reviewed a wide range of online catalogs, namely
IEEE Xplore, SpringerLink, ACM Digital Library and Research-
Gate. Furthermore, we surveyed non-academic sources includ-
ing vendor websites, technical blogs, online forums, discussion
boards, comparison sites and support platforms. Additionally, we
evaluated consulting surveys and studies from Gartner, PwC and
IDC.

The main purpose of our search query was to find articles
that combine work in three fields. Precisely, the search query con-
tained three parts: (1) Al-related terms, (2) cyber security-related
terms and (3) SME-related terms.

Results

The Capgemini Research Institute classified twenty different
Al-related use cases for cyber security with regard to the three
dimensions: Information Technology (IT), Operational Technol-
ogy (OT) and Internet of Things (IoT). Furthermore, all uses cases
were “ranked [...] according to their implementation complex-
ity and resultant benefits (in terms of time reduction)” [31] (see
Figure[T). We initially focused on this study to evaluate suitable
use cases in the domain of cyber security for SMEs. Precisely,
we reevaluated all use cases from Figure [T] and reallocated them
according to their benefit and required adaptability in SMEs on
a scale of 1 to 10. Summarizing the results, we figured out the
following seven use-cases, in which Al can provide a high added
value for SMEs:

* Malware Detection,

» Anti-Exploit Technology,

Intrusion Detection,

Endpoint Protection and Response (EDR),

» User/Machine Behavioural Analysis,

Scoring Risk in a network and

Security Information and Event Management (SIEM).

In Table 1 on the last page of this paper, each Al-based added
value of the seven figured out uses cases is explained in detail.
The outlined seven high potential use cases (see Figure [2) scored
above 5 in the benefit dimension (high benefits) and are having at
least a moderate adaption complexity (score 4 and above). The
resulting use cases deviated from the ranking of Capgemini [31]
in certain use cases with regard to the needs of SMEs. The devi-
ations and differences of our figured out use cases in comparison
to the Capgemini study are explained in the following.

In contrast to Capgemini, for the purpose of simplification,
no differentiation was made with regard to I7, OT and IoT; the
technologies in SMEs are used more equivalent compared to
larger companies. Concerning the use case Endpoint protection,
we added the extended use case Endpoint Protection and Re-
sponse (EDR), since response abilities of Al can bring an added
value here i.e. we consider it also to be a high use case for SMEs.
EDR can detect security related incidents on end-devices, which
can directly stop an initial cyber threat from spreading among
the company’s IT network. Also in comparison to the Capgem-
ini study, we have added a further use case: Security Information
and Event Management (SIEM). Based on our research, especially
for SMEs with less resources, SIEM is considered to be of very
high Al-based added value since it has interfaces to a variety of
other security features and can be seen as a centralized bundle
point, where all security related information come together. Thus,
a company can get a brief overview about its cyber security state.
Scoring Risk in a network is furthermore classified as a high po-
tential use case: in particular SMEs lack of understanding their
individual risk profile [13|]. User/Machine Behavioral Analysis is
another use case, Al is considered to bring a added value, mainly
by means of anomaly detection. Additionally, Al-based Anti-
Exploit Technology can provide a benefit, since the exploitation
of vulnerabilities is an entry point for attackers to compromise the
corporate IT network. Even though, the integration of Al-based
Anti-Exploit Technology does require at least a moderate adaption
effort.
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Multiple uses cases were not evaluated as a high potential
use case. For instance, data protection and compliance can be
seen more suitable for larger companies. Although data protec-
tion and compliance is also relevant for SMEs (e.g. GDPR), it
can be regarded as highly complex due to the required adaption
effort. According to Capgemini, the use case Fraud detection is
mainly targeted to reduce financial damage to companies - PayPal
benefits from this Al-based feature in a particular extent [31]][20]].
In conclusion, we consider Fraud detection also being a use case
more suitable for large companies. Security Orchestration, Au-
tomation and Response (SOAR) is providing a high benefit for
companies, but at the same time require a high integration and
adaption effort [6]. The use case Behavioural Analysis to prevent
Bot Spam is also not considered - similar to Campgemini - to bring
a high added value.

Evaluation and Discussion

Companies lack of understanding Al-related high-potential
use cases [31]]. The goal of our research was to evaluate Al-related
cyber security use cases with a high potential, which are further-
more applicable for SMEs. Available academic resources have
shown, that Al techniques already have numerous applications in
the cyber security domain and that they are actual utilized by com-
panies - in particular for detecting security related incidents [31].

According to the study from the Capgemini Research Insti-
tute, 51% of the companies (n=850) are using Al already for de-
tection purposes, though the study contains mainly large compa-
nies. The same study outlines a 34% utilization of Al within the
companies for prediction purposes and barely 18% for response
purposes. In another study of the the German Mittelstand-Digital
Program only 37% of the companies see very high potential in
the utilization of Al for IT security (n=35) [15]. Summarizing,
it can be estimated that Al is presently utilized unproportionally
less in SMEs than compared to larger companies. The concrete
cyber threats for SMEs can be very different: besides the classi-
cal office IT, adversaries are also focusing on industrial control
systems ([11]]) - also referred as Operational Technology (OT) -
and inadequately secured IoT devices [[12]).

The utilization of Al-based cyber security features can be
highly recommended with regard to the added value resulting in
higher detection rates of threads or incidents, and subsequently
leading to increased cyber security defense abilities.

Al-related cyber security use cases differ in benefit and com-
plexity. There are security features like Security Orchestration,
Automation and Response (SOAR) or Extended Endpoint Detec-
tion & Response (XDR) that provide a high benefit for companies,
but at the same time require a high integration and adaption effort
[6]. According to Garter (2021) [6], various security features
are in different stages of development (from “innovation trigger”
to “plateau of productivity”’). Therefore, features differ in matu-
rity level. “Vulnerability Assessment” is the only security feature
according to Gartner, that has already reached the highest matu-
rity stage. All security features outlined by Gartner are already
used or integrated by global vendors. Based on our analysis, we
recommend seven use cases having a high potential for SMEs. It
can be admitted that there are intersections between uses cases.
Similarities of cyber security features (e.g. XDR, EDR, SIEM or
SOAR) from namely vendors are perceptible.

It is also still noticeable that there are hardly any technolo-

IS&T Infernational Symposium on Electronic Imaging 2022
Mobile Devices and Multimedia: Enabling Techno%

gies, Algorithms, and Applications 2022

gies in the Al-based security environment that can be introduced
with fairly simple effort and complexity, and that have low poten-
tial (bottom right quadrant on Figure2). The related security fea-
tures should be integrated into the companies infrastructure with
high priority to meet the threat landscape [6]. One problem that
occurs in evaluating Al-based products is to disclose the concrete
benefits of Al functionalities in applications since comparability
is not always possible, due to different Al methods or training
data being used. The vendors also do not disclose functionalities
of certain products or solutions due to market competition rea-
sons (i.e. they can be regarded as a black box). Furthermore, the
individual products are using different interfaces - some work ex-
clusively in the cloud, others require a local web server in their
own data center.

Another barrier is the architectural complexity in corporate
infrastructure that can be seen as a vast challenge [6]. The added
value of a concrete Al-based use case can vary since each com-
pany is unique and has a individual network infrastructure as well.
Therefore, it can be challenging to identify and implement the
best fitting product-vendor-combination. In this case, it is ad-
visable to implement “Al-as-a-Service”, to utilize resources more
efficient. SMEs also lack of required knowledge, but they need
to utilize Al methods to stay competitive [9]. The involvement
of Al experts is associated with costs for the companies. Espe-
cially when integrating Al functionalities into the cyber security
environment, expertise in two domains is needed for deploying
Al-based security software: within the cyber-security and Al do-
main.

Another obstacle besides expertise are the high demands on
performance and infrastructure: Training an Al model normally
requires high computational power in addition to a large database.
Security-related historical data, as well as the current state of the
systems are furthermore required in order make “intelligent de-
cisions” [14]. In contrast, some SMEs do not have an own IT
department.

An additional challenge in practice is the integration of Al
solutions into legacy security solutions. Existing IT security so-
lutions are already highly complex. This can be regarded as ex-
tremely challenging, especially if when companies are using mul-
tiple security solutions at the same time. A study from IDC states,
that 26% of the companies are using between 11 to 20 different
security solutions at the same time [[10]].

A further challenge is the degree of autonomy and automatic
response abilities of an Al system. Today’s security systems still
require that security-related events must also be manually ob-
served by human expertise ([21]). Whether an IT security expert
is involved in the decision or the cyber security system does this
automatically is an important aspect of the effectiveness and cost
of the system [23]. With the advent of Al-based systems, de-
cisions could be autonomously made by Al: Gartner underlines
“Al’s increasing role in augmenting human decision” [1]. A vast
challenge also with regard to autonomy is the comprehensibility
of AI’s decisions, for instance: “Why the Al system has blocked
certain ip addresses or TCP/UDP ports?”. In the meantime, Ex-
plainable Artificial Intelligence (XAI) has become a distinct re-
search field of AI [1] [30]. Concerning classification, it is also cru-
cial to consider, that even if an Al system has an accuracy of 99%:
in a data set consisting of 1 million entries, an amount of 1000
cases will not be correctly classified. In other words: there will
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always be successful cyber attacks or undetected malware bypass-
ing even sophisticated Al-based security mechanisms. A breach
should always be regarded as the default state. Thus, technologies
like zero trust are highly recommended to deploy. Furthermore,
Concerning the training process, wrong or malicious training sets

can be also deliberately trained. Machine Learning in particular
works “according to the predefined specific features which means
that features which are not predefined will escape detection and
cannot be discovered” [14]]. This flaw related to zero-day exploits
and Advanced Persistent Threats (APT) - although the detection
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of APT attacks via Al is already in the scope of scientific research
[32].

Further research

With regard to future work, we recommend the following
further research to be conducted by the scientific community. We
suggest to conduct a case study with several SMEs that are keen
to implement Al-based security solutions. This should be done in
order to empirically identify the specific challenges and barriers in
detail, that SMEs are facing while implementing Al-based secu-
rity solutions. Based on these results, we recommend to develop a
prototype awareness tool, which specifically sensitizes companies
for the risks and barriers of Al integration, in order to cope with
the challenges. As for further scientific research, we outline the
following research questions with regard to SMEs:

* What are the main challenges and barriers that SMEs are
facing when implementing Al-based security solutions?

* What parameters enable SMEs to overcome these chal-
lenges and barriers implementing Al-based security solu-
tions?

* How could a concrete (perhaps prototype) solution look like
that minimizes the challenges for SMEs in successfully im-
plementing Al-based security solutions?

» What prerequisites are needed to integrate Al-based security
solutions into the existing infrastructure, legacy systems or
security applications?

Summary and conclusion

The goal of this research was to identify and evaluate Al-
related use cases with a high potential impact to the cyber security
level, that are at the same time applicable to small and medium-
sized companies (SMEs). Throughout the literature review sev-
eral use cases were identified from which seven could be assigned
to provide a high potential The outlined high cases are providing
an increased detection rate in general and allow to discover de-
viating behavior compared to common cyber security solutions.
In addition, Al can make a decisive contribution in the preven-
tion of cyber threats. By means of Al, cyber security solutions
can achieve a higher protection and security level. In particu-
lar, potential correlations can be found in large amounts of data
(e.g. in network log files). Besides the benefits concerning cy-
ber security, utilizing Al can also spare personnel expenses in the
long term. For instance, in common security systems, incidents
must be identified by human expertise while Al can provide an
autonomous evaluation and response to the incident.

Our research has also shown that the usage of Al-based cy-
ber security provides not only advantages. There are challenges,
particularly when utilizing or integrating Al for the cyber secu-
rity domain. The deployment of Al security systems require a
vast initial investment of personnel time as well as a high level
of human expertise because machine learning methods have to be
adapted exactly to the respective environment. Furthermore, the
implementation of Al-based solutions need high demands on per-
formance and infrastructure because the training of an Al-model
requires high computational power and literally a large database.
Security-related historical data, as well as the current state of the
systems are also required, in order to adequately respond in a
smart manner. Concerning classification, it is also crucial to con-
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sider, that even if an Al system has an accuracy of 99%, there
will always be successful cyber attacks or undetected malware by-
passing even sophisticated Al-based security mechanisms. This
should be taken into account for the overall risk management.
Therefore, architectures like zero trust should be applied. An-
other issue is related to the decision making process: inexplain-
ability can be regarded as a major flaw, when a decision of the Al
cannot be comprehended by the user or employee.

Especially SMEs are inadequately positioned with regard to
cyber and IT security, because the implementation obstacles can
be high as well as time consuming. As an outlook, a combination
of Al and human interaction, both in terms of attack and defense,
can be assumed. Detection rates of IT systems that do not use Al
cannot be persistently be sustained at the same level of security
and protection when attackers are also using Al methods to attack
IT systems [23]. The research results indicate that on the long
term perspective, the usage of defensive Al-based security solu-
tions will be necessary in order to successfully face the challenge
of offensive Al. Nevertheless, even though well known vendors
have initially integrated Al in their security solutions, there is still
a need to develop more suitable, usable and state of the art Al-
based cyber security solutions especially for small and medium-
sized companies, that can be implemented with adequate effort.

Disclaimer

For the information offered in this paper, there is no claim
to completeness, quality, accuracy, relevance and correctness. No
liability will be assumed for claims built on the confidence or use
of this paper.
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Cyber security
use case (mainly
based on [31])

Al-based
added value

Description / Example

Malware
Detection

higher malware detec-
tion rate

Al-based malware detection is superior in detecting malware compared to
signature-based approaches [31] [33]. Cyber security solutions based on
Al are already used by namely vendors for malware detection within con-
ventional IT infrastructure [8]. Concerning IoT environments, due to Al a
protection enhancement can be attested through more accurate detection
of malware with also reduced false negatives rate [19].

Anti-Exploit
Technology

hinder or prevent vul-
nerability exploitation

Suspicious data should only be analyzed and executed in sandboxing envi-
ronments. Itis absolutely critical to prevent an attacker as good as possible
from exploiting a vulnerability. This can prevent an initial attack or at least
diminish the damage extent. Conventional methods have shown to work
inefficient [34]. By means of Deep Learning, significantly higher results
in detecting and classifying software vulnerabilities can be achieved [34].
According to Gartner, vulnerability assessment has a high market maturity
already [6].

Intrusion
Detection

increased detection
rate of cyber attacks

There are a variety of Al techniques (e.g. adaptability to the environment
[2]) that have major advantages for intrusion detection and prevention [5].
Especially for Operational Technology (OT) there is seen a high potential
use case for intrusion detection to defend against cyber attacks in real-time
[31]. Deep Learning can detect nonlinear correlations hidden in the data
and detect unknown attacks, which is an “attractive advantage in cyber
security defense” [14]. Al-based intrusion detection can also significantly
reduce the time, cyber attacks remain undiscovered in the network [2]. Fur-
thermore, Al-based Intrusion Detection is already used by namely vendors
[8] as well as by industrial companies [26].

Endpoint
Protection  and
Response (EDR)

higher detection of se-
curity incidents

EDR is a category of tools and techniques used to protect computer hard-
ware (e.g. desktop computer, laptops or 10T devices). They detect poten-
tially malicious activity on clients and servers in a network by continuously
monitoring all connected endpoints. This ability is crucial to rapidly re-
spond in real time and stop incidents from spreading and extending [6].

User (/Machine)
Behavioural Anal-
ysis

detection of abnormal
behavior of systems
or users

With the help of Deep Learning, a deviation from a “normal use” can be
detected. This relates to machines as well as human users. One major
weakness of conventional firewalls is that they are not check the content
of packages [28]. Next Generation Firewalls are able to check the be-
havior and content of a data packet, and they also perform significantly
better against threats from the internet [28]. Especially within loT envi-
ronments, the behavior-based technology allows detecting and blocking
cyber-attacks more accurate [31]. Al can also improve the detection rate
based on user behavior: with regard to human users, compromised ac-
counts can be detected due to suspicious behavior [31]. A study showed
an insider threat detection rate of approx. 90% [27].

Scoring Risk in a
network

classify and prioritize
risks (extent, urgency
etc.)

The risk score provides a comprehensive overview of the IT risks. Al
can help to identify and prioritize security related risks [31]. Al-based ap-
proaches do already exist to assess cyber-risks in IT firms [18]. A major
advantage: less personnel (e.g. IT specialists) would be required for eval-
uating risks.

Security Informa-
tion and Event
Management
(SIEM)

centralized detection,
classification and
evaluation of security
incidents and alerts

A SIEM combines security-information-management and event-
management for real-time analysis of security alerts from software
and network components. Recognizing the cyber security threat situation
can significantly provide better management of incidents [23]. Tradition-
ally, alerts and events from IT security systems have required additional
human analysis. Al can be a great added value, for example to bundle
security-relevant information in real time, evaluate and prepare it in a way
that is understandable for everyone (even without technical background).
An Al-based SIEM can decide whether human intervention is required
concerning an incident (partial autonomy) [25]. This can release additional
resources.

Table 1. Al-related cyber security use cases (based on [31]) with an added value for SMEs
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