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Abstract

Open-source technologies (OSINT) are becoming increas-
ingly popular with investigative and government agencies, intel-
ligence services, media companies, and corporations.
These OSINT technologies use sophisticated techniques and spe-
cial tools to analyze the continually growing sources of informa-
tion efficiently.
There is a great need for professional training and further educa-
tion in this field worldwide.
After having already presented the overall structure of a profes-
sional training concept in this field in a previous paper [25], this
series of articles offers individual further training modules for the
worldwide standard state-of-the-art OSINT tools.
The modules presented here are suitable for a professional train-
ing program and an OSINT course in a bachelor’s or master’s
computer science or cybersecurity study at a university.
In this part 1 of a series of 4 articles, the OSINT tool RiskIQ Pas-
sivlotal [26] is introduced, and its application possibilities are
explained using concrete examples. In part 2 the OSINT tool Cen-
sys is explained [27]. Part 3 deals with Maltego [28] and Part 4
compares the 3 different tools of Part 1-3 [29].

Introduction and Motivation

Security and forensics experts today are confronted with ex-
tremely skilled, malicious, persistent threats and attacks [2]. The
good news for analysts is that data can help expose the infrastruc-
ture used by attackers. In this way, attacks can be found, blocked,
and prevented. PASSIVETOTAL accelerates investigations by link-
ing internal activities, events, and indicators of threats to what is
happening outside the firewall - making external threats, attack-
ers, and associated infrastructure visible [[1].

PassiveTotal - Accompanying Theory
PASSIVETOTAL centralizes numerous data sets on a single
platform, making it easier to perform infrastructure analyses [3].
After entering the URL in the page’s search line, one will be
taken directly to the analysis page. At the top, one can see the
so-called Heatmap. The PASSIVETOTAL Heatmap visualizes the
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last six months of passive DNA resolution information in a clear
graph that allows analysts to quickly review large amounts of data
and improve the evaluation of suspicious indicators (Fig. [).

In the heatmap (Fig. [I), each box represents a single day.
The heatmap uses colors, symbols, and numbers to create a
context for passive DNS data. In the timeline below, one can also
access and analyze periods that are further back in time.

There are two types of heat maps that are generated in PAS-
SIVETOTAL. One for IP addresses and one for domains.
Heatmap symbols

* Blue Box - Represents a domain that is resolved to a publicly
routable IP address.

* Green Box - Indicates that PASSIVETOTAL has observed the

domain resolved on the same day for both public and non-

public routable IP space.

Orange Flags - This is the first time that a resolution is seen

in passive DNS records.

* Rounded Fields - Provides a visual representation of the first
and last day of a month.

* Numbers - Represents the number of domains or IP ad-
dresses called on a given day in the last 6 months.

Below the heatmap we find a bar with 12 different tabs for data
analysis (Fig.[2):

1. Resolutions
This tab contains data records for resolving the domain
name into an IP address. This provides information about
the time period during which the page was reached under
which IP address. Each individual record has a start date and
an end date. The last call has accordingly the current date or
the date on which the page could last be called. (Fig.[3).

2. WHOIS
WHOIS is a protocol that allows anyone to search for infor-
mation about a domain, IP address, or subnet. One of the
most common functions of the WHOIS in threat infrastruc-
ture research is to identify or link different units based on
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Query Results

. (] |
Figure 1. PAsSSIVETOTAL — Heatmap

Resolutions WHOIS Certificate Subdomains Trackers Components Host Pairs OSINT Hashes DNS Projects Cookles
Figure 2. Tab to select different data sets

RESOLUTIONS €@

[Ow |snow:25 <« 1-40f4 »  Sort:LastSeen Descending v Download  Copy

Resolve Location Network ASN First Last Source Tags
] 27112939 CN 27.112.8.0/22 4837 2014-08-25 2019-03-08 emerging_threats, pingly, riskig
O CN 112.125.0.0/17 37963 2015-04-18 2015-04-19 riskig

Figure 3. PAsSIVETOTAL — Resolutions

unique data shared in WHOIS datasets.

Each WHOIS record (Fig. [4) has several different sections,
each of which may contain different information. Fre-
quently found sections are "Registrar”, "Registrant”, "Ad-
ministrator’" and "Technical", with each section possibly
corresponding to a different contact for recording. In most
cases, this data is duplicated section by section, but in some
cases, there may be slight differences, especially if an actor
has made a mistake. When WHOIS information is displayed
within PASSIVETOTAL, you see a compressed data set that
duplicates all data and notes from which part of the data set
it originates. This process speeds up the analysis consider-
ably and also prevents data from being overlooked.

collected over 30 million certificates from 2013 to date [4].
Subdomains

The subdomains that PASSIVETOTAL could find in the con-
text of the searched page over time can be found here. Each
domain listed here has tags that identify a subpage differ-
ently (Fig.[5). This information can quickly be used to con-
clude the site’s infrastructure. In the case of malicious sites,
conclusions can be drawn about various campaigns such as
phishing.

Trackers

Trackers are unique codes or values found on Web sites and
are often used to track user interaction. These codes can be
used to link a heterogeneous group of websites to a central

3. Certificate entity. The tracker record of PASSIVETOTAL contains IDs
When surfing the web, SSL Certificates are everywhere. of providers such as Google, Yandex, Mixpanel, New Relic,
Similar to a WHOIS record, SSL certificates require the user Clicky, etc. (Fig.[6).
to provide information to generate the end product. Except 6. Components
for the domain for which the SSL certificate is created (un- Web components describe a Web site or server infrastruc-
less self-signed), the user can create any of the additional ture obtained by performing a Web crawl using RiskIQ tech-
information. SSL certificates’ most significant value does nology. These components provide a comprehensive under-
not necessarily lie in the unique data that someone can use standing of what was used to host the site and what technolo-
to create them but where they are hosted. gies were loaded at the Web search time. Whenever possi-
What makes SSL Certificates more valuable is that they can ble, PASSIVETOTAL will attempt to categorize the specific
establish connections that can be overlooked in passive DNS components and specify version numbers. (Fig.[7) [S].
or WHOIS data. This means more ways to correlate po- 7. Host Pairs
tentially malicious infrastructures and identify potential out- Host pairs are two domains (a parent and a child) that share
ages in the actors’ operational security. PASSIVETOTAL has a connection observed by a RiskIQ web crawl. The connec-

IS&T Infernational Symposium on Electronic Imaging 2021
043-2 Mobile Devices and Multimedia: Enabling Technologies, Algorithms, and Applications 2021



RECORD FROM 2018-06-25

Checked by RisklQ |Expires in 3 years |Created 11 years ago

Attribute Value

WHOIS

Server
Registrar HiChina Zhicheng Technology Ltd.
Email DomalnAbuse@service allyun.com (registrant)

grs-whois_hichina.com

Figure 4. PAssIVETOTAL — WHOIS

SUBDOMAINS @

v |Show:25 « 130f3 »

Hostname
0 bjcurio.com
O biog.bjcurio.com

Figure 5. PAsSIVETOTAL — Subdomains

TRACKERS ©

[Iv |Show:25 =« 1-100f10 »

Hostname

[] Www.bjcurio.com
0 www.bjcurio.com
il www.bjcurio.com

& www.bjcurio.com

First

2012-11-11

2012-11-11

2012-11-11

2012-11-11

Figure 6. PAsSSIVETOTAL — Trackers

COMPONENTS @

Ov |Show:25 =« 1250f32 »

Hostname

m bjcurio.com
[] bicurio.com

0 www.bjcurio.com

Domain Neme: BJCURIO.COM
Registry Domain ID: 1451653132 DOMAIN COM-VRSH

Registrar WHOIS Server: grs-whois.hichina.com

Registrar URL: http://www.net.cn
Updated Date: 2016-12-05T04:15:16Z
Creation Date: 2008-04-17T08:40:41Z

Registry Expiry Date: 2022-04-17T08:40:41Z
Registrar: HiChina Zhicheng Technology Ltd.

Sort : Hostname Ascending v

Sort : Last Seen Descending v

Last

2018-01-10

2018-01-10

2018-01-10

2018-01-10

Type

GoogleAnalyticsTrackingld

GoogiePlusid

GoogleAnalyticsTrackingld

GoogleAnalyticsAccountNumber

Sort : Last Seen Descending v

First Last

2014-12-31 2018-03-12
2012-11-27 2018-03-12
2012-11-11 2018-01-10

Figure 7. PASSIVETOTAL — Components

tion could range from a top-level redirection (HTTP 302) to
something more complex like an iframe or a script source

reference. (Fig.[g).

HOST PAIRS ©
Clv [Show:2s « T60f6 » Sort-Lastseen Descending v

Parent Hostname Child Hostname

O wwbjcuriocom ok ddgo.asia

First

Last Cause

20160201 20180110 frame.src

Figure 8. PASSIVETOTAL — Host Pairs

8. OSINT
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Category

Framework

Server

Server

Tags

Value

ua-687294-6

118375337016817078846

ua-687294-1

ua-687294

Value

ASP.NET

Microsoft-iS (v6.0)

Microsoft-1S (v6.0)

Download Copy

Download Copy

Tags

Download Copy
Tags

Open Source Intelligence (OSINT) is a report, both short
and long, developed by individuals and companies describ-

ing specific threats, methods or actors. PASSIVETOTAL

maintains an extensive repository of parsed data from blogs,

Download  Copy

s the infrastructure within the platform (Fig.[9) [8].
=3 The data from the OSINT repository is public and freely ac-
cessible for all platform users. Once identified, OSINT data
and its classification (i.e., malicious, not malicious, suspi-
cious or unknown) are displayed on the item to be queried.
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research papers, and presentations to map these reports to
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Users can click on the OSINT tab to view the detailed re-
porting or extract details from the context tags associated
with the queried indicator [6].

Figure 9. PAssIVETOTAL — OSINT

9. Hashes
Files in the form of hashes that in the past could be associ-
ated with the domain or its infrastructure can be found here
(Fig. [T0). The data obtained in this way provides informa-
tion about connections with other domains and infrastruc-
tures in which these files also appeared in the past.

HASHES ©
Show:25 + 140f4 »  Sort:LastSeen Descending v Download  Copy

Source sample Collection Date

Emerging Threats (Proofpoint) TrR2SCTEAACH 20161004

Emerging 20160926

Figure 10. PASSIVETOTAL — Hashes

10. DNS

DNS entries are like the phone book of the Internet. Not
only do they provide information about the IP address be-
hind a domain, but they also provide information about
MX (Mail-Exchanger), NS (Name server), TXT (Text),
SOA (Start of Authority), and CNAME (Canonical Name)
records. These record types are interesting because some
malicious players might use certain name servers (NS
records) to segment their infrastructure over and over again
or configure only one specific mail provider (MX records) to
manage their command and control channel. More complex
data types such as SOA and TXT provide unique informa-
tion about the opposing infrastructure. For example, when
registering a domain, a valid email address is required to
complete the process. Experienced players can choose to
protect their data through data protection, but their original
email address can be included in an SOA record associated
with the DNS zone without their knowledge. Analysts can
perform a search in the WHOIS data to find more domains
registered with this email. PASSIVETOTAL processes this
data as follows (Fig. [TT).

DNs ©
Show:25 < 125096 »  Sort:LastSeen Descending v Download  Copy

Value First Last Type
2009-12-16 20190308

20091216 20190308

20161123 20190308

20141020 20190308

Figure 11. PASSIVETOTAL — DNS

11. Projects
In PASSIVETOTAL so-called projects can be created over a
set of data. There are private and public projects. If there is
a public project for a specific domain, it can be found here.
12. Cookies

043-4

Cookies do not only offer the possibility of making a partic-
ular data state persistent on a page, such as a shopping cart,
for example. They also provide an easy way to track a user
across multiple pages. PASSIVETOTAL collects cookies and
offers the ability to show changes in a website’s behavior.
For example, different campaigns can be easily displayed

(Fig.[T2) [71.

COOKIES @

Clv [Show:25 < 1220122 »  Sort: LastSeen Descending v

First La

20161101 2018.01-10

2016-11-01 2018.01-10 utmy

20161101 20180110

Figure 12. PASSIVETOTAL — Cookies

Extraction capabilities

PASSIVETOTAL offers the possibility to download single or
collected and aggregated data sets as CSV for each of the tabs
listed above. To do so, the datasets on the left must be selected
with a checkmark and can then be downloaded via the download
link on the right (Fig. [T3).

PassiveTotal-API

Exercise 1 (Obtaining the PASSIVETOTAL API key)
PASSIVETOTAL of course also offers an API interface. This

can be set up as follows.

1. First click on the link Settings on the main page. (Fig. .
2. Afterwards, the API key and the Secret can be viewed in the
settings under API ACCESS via the link Show (Fig. [I3).

The API is a simple REST API. This means that calls can be
made via fixed addresses. A simple client is even possible with the
Linux console. A simple Python client looks like this (Fig. [T6).

This client returns the following results (Fig. @:

Exercise 2 (PASSIVETOTAL API client setup)

Of course PASSIVETOTAL also offers ready-made clients
for their use and further development. Among them are a Rust-,
a Ruby- and a Python-Client. The developer page of the Python
client is available at the following URL:

https://github.com/PassiveTotal/python_api,

However, they are very limited and should instead be
regarded as a starting point for in-house development. In this
exercise, you will therefore use a custom development of the
client. This is available at the following address:

https://github.com/nored/PassiveTotal,

The client offers the following options:

* Passive DNS queries

* Query of website components

* Query website trackers

* Query of subdomains

* Query malware knowledge about a given URL
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https://github.com/PassiveTotal/python_api
https://github.com/nored/PassiveTotal

Certificate Subdomains Trackers Components Host Pairs
COOKIES @
Modify 22 Cookies ¥ Add To A Project »
Hostname First Last Name
www_bjcurio.com 2016-11-01 2018-01-10 __utma
www_bjcurio.com 2016-11-01 2018-01-10 _utmv
www._bjcurio.com 2016-11-01 2018-01-10 _utmc

Figure 13. Download of collected data
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Figure 14. PASSIVETOTAL — Settings menu

APl ACCESS

Show

nizatio Show
Figure 15. Obtaining the API key

* WHOIS queries
* SSL certificates
» Export of the generated data records into the CSV format.

The client can be set up relatively easy in the previously used
virtual machine.

1. To do this, open a terminal window and enter the following
commands:

(a) git clone https://github.com/nored/PassiveTotal.git
(b) cd PassiveTotal

2. After entering and successfully running both commands,
you should now be in the program directory. Start the
program with the following command (Fig. [I8):
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OSINT Hashes DNS Projects Cookles

Domain

miniclip.com

-miniclip.com

-miniclip.com

minimal-client.py ®

requests

url, auth=auth, jso

Figure 16. Simple API client in Python

J/minimal-client.py -a pdns -q th-brandenburg.de

3. Now you should be able to read the following output:

4. You can copy the command from the output or open the file
with a text editor of your choice.

5. Fill in the missing fields api_key and api_username
(Fig.[T9).

6. The e-mail and the api_key can be found in the API data
as described above.

7. After the successful setup, the client can be used.
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Figure 17. Output of the API client

(=] Terminal - root@hlkali: /home/hacker/PassiveTotal

LonenEEs

File Edit View Terminal Tabs Help

# git clone https://github.com/nored/PassiveTotal.git
vella

r ounting of
remote: Comp
r T

ota
# ./minimal-client.py -a pdns -q th-branden|

iveTotal/config

thome/acker/PassiveTotal

T /homebassiv_tctal_cunflg
api Key: value

| api_username: e nail
base_url: https://api.passivetotal.org
comp: /v2/host-attributes/components
malware: /v2/enrichment/malware

pdns: /v2/dns/passive

ssl: /v2/ssl-certificate/history

subd: /v2/enrichnent/subdomains
tracker: /v2/host-attributes/trackers
whois: /v2/whois

Figure 19. PAssIVETOTAL — APl key configuration

Summary

PASSIVETOTAL provides access to Passive DNS resolution
data, WHOIS registrant and registrar details (current and histori-
cal), SSL certificate information, web tracker information found
on pages, Google Analytics, Clicky, New Relic, and more. Data
such as web component information, details about software and
frameworks running on web servers, host pairs, connections be-
tween a web page, and subsequent requests from that page is also
provided by the tool. RisklQ PASSIVETOTAL aggregates data
from across the Internet, absorbs intelligence to identify threats
around attackers’ infrastructure, and uses machine learning to
scale threat detection and response. PASSIVETOTAL provides
context about who the attacker is, their tools and systems, and in-
dicators of compromise outside the firewall - enterprise and third
party.

In today’s dynamic IT environment, many organizations
struggle to find every system and application at risk before the at-
tackers do [9]. CENSYS empowers defenders with the automated
visibility they need to truly understand and to get ahead of these
risks, enabling even small security teams to have an outsized im-
pact. For this reason, it is important to have trained operators who
have the necessary expertise and can use this tool effectively and

profitably.

The course created in this work gives participants a com-
prehensive overview of the topic of Open Source Intelligence. It
allows them to work independently with the newly taught tools,
collect data from freely available sources, and aggregate it into in-
vestigation results. For this purpose, the tasks were designed for
several laboratory exercises.
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