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Abstract
The integrity of images is an important and interesting field

of research, since digital images are constantly encountered in ev-
eryday life today. The availability of image processing programs
makes it possible for almost anyone to manipulate images without
great effort. With the help of social media platforms, the hurdle
for their distribution to a very large number of viewers has also
been lowered. As a result, confidence in the integrity and authen-
ticity of images, which was even stronger at the time of analogue
photography, is dwindling.

The aim of this work is to develop and investigate a con-
cept that counteracts the lost trust and creates an opportunity to
check the integrity of processed images. The concept is based on
a combination of signed thumbnails and the logging of possible
processing steps. We show that this combination has advantages
compared to the existing approaches.

Motivation
Integrity is a security goal in IT security and takes on differ-

ent meanings in different contexts. In general, integrity is defined
as a state where the subject is unchanged. The integrity of digital
images can be considered at file or bit level. In this context, in-
tegrity requires an unchanged binary representation of the image.
If one considers the content level of an image, i.e. what a human
eye sees and processes, then integrity demands that the content or
meaning of the image has not been changed. This is independent
of the representation of the image in bits.

This work addresses the latter aspect, also called content,
semantic, perceptual, visual or optical integrity. Cryptographic
hashes can be used to detect the change in an image at the bit
level but fail to distinguish between accepted operations like lossy
compression and manipulations.

In research, there are several directions to address this prob-
lem. As early as 1993 Friedman [3] described an approach against
the loss of trust in digital photos, in which a cryptographic hash
is calculated directly from the photo in the digital camera and
signed by the digital camera. Robust hashs should allow changes
that do not alter the content of the image. The goal is to extract
the information from an image that is critical for the content of
the image. This is called a feature of images. In the literature dif-
ferent algorithms exist, which are based on completely different
features. Fragile, semi-fragile or content-fragile watermarks are
used to prove the integrity of an image. An approach defines a
threshold above which a watermark that is no longer completely
present categorizes an image as manipulated. Another possibil-
ity is to select content-relevant features, which are resistant to al-
lowed operations, from the image and embed them as watermarks.
The stored and actual marks are compared with each other. Image
forensic detects manipulations in an image based on model of un-
altered images or by recognizing typical traces of manipulations.

Research does not address logging and saving the permitted

edits in order to allow them on a larger scale. Based on robust
hash values, the thumbnails store the content information of the
images. In contrast to the approaches of signing a photo directly
in the camera and thus trusting the camera, the concept of this
work requires trusting the first distributor of the image. The ad-
ditional storage space required lies between that of a robust hash
value and the extra storage of the complete image.

Objective
Our approach aims to provide a method to reliably verify

the integrity of images without limiting usual image operations.
We use a size reduced version of the image (called thumbnail) as
an integrity reference point and a list of operations on the original
image to be able to ensure that a current image can be the result of
the operations executed on the original image. By this, we are sig-
nificantly more robust than fragile or content-fragile watermarks,
e.g. with respect to scaling.

We do not require lookup to a central database holding all
original images. The security is based on well-established hash
functions and public key infrastructures. Image file size increases
due to the additional reference thumbnail limited to gray-scale
images with a low resolution, the hash signature as well as a mod-
ification log.

There are many use cases for this approach. A photographer
signs his photo and makes it available to an agency. The agency
can now verify the integrity and authenticity of the photo. In the
positive case the agency selects e.g. only a picture section and
forwards this to an editorship. The editorial department can now
check the integrity of the photo before publishing it. If the article
is published on a website, then the reader would also be able to
check the integrity of the photo.

In the field of medicine, the imaging devices can sign the im-
age directly during the recording. A physician now examines the
images and cuts the image only to the relevant parts of the find-
ings. The attending physician is now able to check the integrity
of this image section.

Perspective
We see this paper as an impulse to re-think current ap-

proaches for image integrity verification. So far known ap-
proaches are either too complex with respect to the required in-
frastructure or too fragile with respect to accepted operations.
This leads to most images being unprotected against content ma-
nipulations. Only post-mortem image forensics provide some
means to verify integrity, but results are often unreliable or de-
pend on the processing steps executed after the actual manipula-
tion, like scaling or lossy compression.

Our actual implementation is currently somewhat limited, as
the results presented later in this work will show. But there may be
methods better suited for reducing thumbnail images and compar-
ing both image versions to distinguish accepted operations from
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manipulations. The general concept of providing a ’digital twin’
of an image which is protected by cryptography and allows to re-
create the changes in the image protocol is promising. From a
security perspective, only the integrity of the thumbnail is rele-
vant. If an attacker can modify the list of operations, he still can
only execute accepted operations on the image. A masking or re-
moval of operations is impossible or unproblematic, as at the end
the integrity decision is based on the comparison of thumbnail and
actual image.

Related Work
Our work aims to provide a method to verify the integrity

of images. We therefore first discuss the concept of ’integrity’.
It is a protection goal in IT security and has different meanings
in different contexts. In general, integrity is considered to be a
state where the subject is unaltered or changes are only allowed
by authorized persons. Stored images can be viewed at the bit
level. In this context, integrity requires unchanged Bits.

If, on the other hand, one looks at the perceived content level
of an image, it is only relevant what the human eye sees. Here
integrity requires that the content or meaning of the image has
not been altered. This is independent of the representation of the
image in bits. Integrity on this level can be seen as optical, per-
ceptual or visual integrity. If integrity is used in the further course
of this work in connection with an image, then optical integrity is
always meant. Authenticity describes the genuineness and credi-
bility of an image. In this work this means the proof of authorship
of the creator of the image and thus to the trust placed in him.

Cryptographic Hashes
A cryptographic hash is a one-way function which calculates

a short bit sequence of fixed length (hash value) from a file. A
well known and recommended algorithm is SHA-3, for example,
which calculates a completely different hash value if only a single
bit of the file changes. The original file cannot be recalculated
from the hash value. Due to the collision resistance, it is also
virtually impossible to create two different files with the same
hash value.

Cryptographic hashes can be used to detect bit-level changes
in an image. However, if an image is re-compressed with a lossy
compression such as Joint Photographic Experts Group (JPEG),
then the bit representation of the image changes even though the
optical integrity has not been changed. Thus the integrity check
would fail even though the image represents the same content.
This is addressed by robust or perceptual hashes.

Signatures
Signatures use cryptographic hashes and asymmetric cryp-

tography in such a way that when applied to a digital file, they
identify a person or a device, and any subsequent manipulation of
the file must be recognisable. The focus of this work is not on
signatures, certificates and the public key infrastructure. We use
signatures to ensure that the thumbnails are not changed and they
clearly originate from the stated person. To achieve this, we use
standard libraries widely available.

Signing directly during recording
Friedman [3] describes an idea against the loss of trust in

digital photos, in which a cryptographic hash of the photo is com-

puted directly in the digital camera and this is signed by the digital
camera. Also meta data, such as camera version, time, date and
Global Positioning System (GPS) coordinates, can be written op-
tically on the photo and are thus also signed. This idea was later
patented [4] . Since a cryptographic hash is used, there is the al-
ready described restriction that the photo cannot be stored again
in a lossy compressed format.

Hermann, Lampesberger, Heimberger and Altenhuber [14]
combine the concept with a Trusted Platform Module (TPM) to
create your TPM Image Signature System (TISS). The concept
exists so far only as a prototype on a Linux notebook. Secure
Boot and TPM provide the integrity and authenticity of the cam-
era system. In addition, the private keys are protected against
unauthorized Access protected. With the solutions from the cam-
era manufacturers Canon and Nikon, weaknesses in the Key man-
agement for the disclosure of private keys [14]. Besides the actual
image, metadata such as date and GPS coordinates signed before
storing in memory

Recently approaches based on smart-phone apps have been
proposed [24]. Two startups are transferring the idea of ensur-
ing integrity directly in the camera [15]. Truepic [7] is an extra
smartphone app for taking pictures. The photos and metadata are
signed. Furthermore, the app tries to detect changes on the smart-
phone, in place and time. The complete photo and metadata are
stored in a block chain at Truepic and a web interface allows the
integrity of the image to be checked [16], [14]. The second app
Serelay [17] is based on locally deriving ’data points’ from the
images and does not upload image on its servers.

Robust Hashs
Robust hashes are developed especially for their application

area. In addition to robust hashes for images, there are also vari-
ous other algorithms, for example for text [9] and audio [11]. Ro-
bust hashes should allow changes that do not change the content
of the image. The aim is to extract as much information as possi-
ble from an image that is crucial for the content information of the
image. This is called a feature of images. In the literature there
are different algorithms that are based on very different features.
In a further step, the information content of the selected feature
has to be reduced so that they can be stored in a short hash value
with a fixed length. To calculate how similar two images are, of-
ten the Hamming distance, which is a geometric model for error
detection, is used. When comparing two hash values it gives the
number of different bits back. Thus one receives a measure, how
similar two hash values are and thus also how the two pictures
are similar. A refinement of this model is the weighted Hamming
distance. Here the individual bits that differ when comparing two
hash values. It is examined how large is the distance to the point
where the bits in the algorithm would tilt to the other value. This
distance is then weighted in comparison. Small differences thus
have less effect on the distance than larger ones.

Swaminathan, Mao and Wu Various compare various robust
hash algorithms in their work [6]. Venkatesan, Koon, Jakubowski
and Moulin [12] use a private key in addition to the image to cal-
culate the hash value. As a feature, the subbands of a wave de-
composition are randomly divided into rectangles and the hash
value is calculated from these rectangles. This approach is e.g.
robust against 10% scaling and against removal of 10% of the im-
age area.
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Weng and Preneel [5] choose a block approach to solve the
problem of detecting the smallest changes. The private key is
also used for calculation and therefore their approach can also be
used as Message Authentication Code (MAC). The image is re-
duced to the size of 512x512 pixels and converted to grayscale.
Then the image is split into blocks of 64x64 pixels. On each indi-
vidual block a two-dimensional Discrete Fourier Transformation
(DFT) is used for feature extraction. In our work [10] we propose
a combination of a block hash and image segmentation. With the
segmentation, individual larger objects of the image are identified
and for all objects found an extra hash value is calculated. Thus
one receives a set of hash values. If the cropped image contains
one of these larger objects is present, it can be recognized.

Digital Watermarking
Digital watermarking is another well-known strategy to pro-

vide integrity protection [21]. Especially fragile watermarks [19]
are designed to prove the integrity of an image. The decision if a
manipulation has taken place is often made based on a threshold
of the detected watermarking energy. Increasing the watermark
robustness to allow certain accepted operations leads to semi-
fragile watermarking [20]. Another approach is to embed features
that are resistant to accepted operations but fragile to manipula-
tions with a robust watermarking algorithm. An ideal watermark
would be robust to all operations. Manipulations would only de-
tected with the help of the embedded features. A third category
are reversible watermarks [22] which allow to render the original
unmarked state of an image. Their behavior is often similar to
cryptographic hashes as they are fragile to even minimal changes.
Typically in real-world designs, both features and watermarking
can be fragile to accepted operations if the design is too fragile or
they ignore content changes if it is too robust.

Multimedia Forensics
Unlike the previous areas, forensics is a passive technique.

There is no knowledge of the original image and no calculations
or information has been added to it before. The aim is to de-
tect manipulations in an image. For different kinds of manipu-
lations there are tool sets with different detection algorithms. In
his overview, Farid [18] roughly groups the types of investiga-
tions into five areas. Statistical anomalies at pixel level, statisti-
cal correlations of lossy compression, conspicuous manufacturing
under-tolerances of cameras, physical errors in the 3D and light
model and geometric errors of the objects in relation to the camera
perspective.

To summarize the state of the art, all known strategies for
integrity protection have advantages and disadvantages. Table 1
shows an overview with respect to the most important aspects.

Concept
The concept can be divided into three phases. In the first

phase, the creator of an image signs it. In the second phase, a
third person is enabled to edit the image. Another person can now
in a third phase verify the integrity of the image.

Sign In this first phase, a smaller gray scale variant is calculated
from the original image. This thumbnail is then signed. Both The
thumbnail and the signed hash value are attached to the original
image. Figure 1 illustrates the process below:

sensitivity localization robustness
Cryptograhic
hash

+ - -

Robust hash - 0 0
Fragile
watermark

+ + -

Semi-fragile
watermark

0 + 0

Content-fragile
watermark

0 + 0

Reversible
watermark

+ 0 -

Image
forensics

0 + 0

Table 1: All known methods of image authentication have ad-
vantages and weaknesses

1. The original image is resized to a given size or factor.
2. A gray scale image (the final thumbnail) is created from the

resized image.
3. A cryptographic hash of the thumbnail is calculated.
4. The hash is signed by a private key creating a signature.
5. Original image, thumbnail and signature are stored together.

Edit In this phase, a special rudimentary image processing pro-
gram is used to perform various permitted processing steps, which
do not change the content of the picture. The following process-
ing steps are supported:

• Vertical and horizontal mirroring
• Rotation in 90 degree steps
• Reduction of image size
• Cropping the image

All processing steps are logged in their exact order and stored in
the metadata of the image. These do not have to be signed or
protected, because if manipulated, the integrity check would fail
in the next phase. The edited image can also be edited several
times by the person or by other persons.

Verify The final phase is responsible for verifying the integrity
of the image. To do this, it is necessary to perform the following
steps:

1. From the stored thumbnail, a cryptographic hash value is
calculated and compared with the stored and signed hash
value.

2. The logged edits are read and applied to the saved thumbnail
in order.

3. A new grayscale thumbnail is calculated from the current
image.

4. The new thumbnail and the existing thumbnail are com-
pared. If larger deviations are detected, a manipulation is
assumed.

Results
During the evaluation, size reduction of images was the

greatest challenge for integrity verification. In all other cases, a
simple subtraction of the miniature images using a threshold value
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Figure 1. Thumbnail Concept

provided good results. The reduction caused too many pixel shifts
and too much noise. On the one hand, a thumbnail image is cre-
ated from the reduced image and on the other hand, the signed
thumbnail image is reduced to the size of the new image.

If you calculate the robust hash value from the two thumb-
nails and then compare them, processed images are better recog-
nized as equal than if the hash calculation is performed on the
images (see table 2). However, this was not satisfactory for the
detection of manipulations as processed and manipulated images
often showed similar hamming distances.

In order to solve this problem, no singular hash value is used
for the whole thumbnail, but a window of 32 x 32 pixels with an
overlap of 16 pixels is moved over the thumbnail and for each
resulting area a hash value is calculated and compared (see table
3). This procedure can also be used to determine the area in which
the image has been manipulated. Figure 2 illustrates this by an
example.

In addition, the noise is removed from the thumbnails be-
fore the hash values are calculated. Noise removal algorithms,
such as Average Filter and Gaussian Averaging, result in a more
blurred image, with edges very weakened, and thus crucial infor-
mation is lost. On the other hand, the following two algorithms
are better suited to preserve the edges in an image: A bilateral
filter [1] preserves the edges by taking into account not only geo-
metric proximity when replacing the color of a pixel, but also the
color similarity of the surrounding pixels.

The Non-Local-Means filter is based on the simple principle
of replacing the color of a pixel with the color of the average of
similar pixels. However, similar pixels do not have to be nearby
[2]. These described measures made it possible to detect manipu-
lations and still allow extensive processing of the image. Existing
approaches, on the other hand, consider permitted manipulations
to be manipulations.

The concept also works well for integrity checks of smaller
image sections. For this purpose, of course, sufficient pixels must
represent the section on the thumbnail. So the size must be a mul-
tiple of the image thumbnail factor. Alternatively, it is possible
to use a larger thumbnail. The grayscale thumbnails store a lot
of information about the content. Of course, this also comes with
greater memory consumption compared to a robust hash value.
The thumbnail images also allow for the use of other approaches

Figure 2. Example of detection

Edited Manipulated
Miniature Full Miniature Full

001.jpg 7 35 8 36
002.jpg 6 20 6 23
003.JPG 8 27 9 27
004.jpg 1 23 4 27
005.jpg 4 16 8 19
006.jpg 1 23 2 23
007.jpg 0 34 1 33
008.jpg 5 11 15 17
009.JPG 0 21 0 22
010.jpg 0 30 1 26
011.jpg 0 22 3 20
012.JPG 0 29 0 29
013.JPG 1 34 7 31
015.jpg 4 35 4 35
016.jpg 0 30 0 31
017.jpg 0 36 3 36

Table 2: Comparison of the complete image by a robust hash
leads to hamming distances similar for edited and manipu-
lated images.

to compare the miniature images be able to rate the image.
Figure 3 shows a comparison of the hamming distances from

table 2 and 3. Figure 4 better illustrates the improved performance
of the windowing approach. The difference between allowed op-
erations and manipulation is much higher with the windowing ap-
proach.

Conclusion
In this work we suggest an alternative to existing approaches

for image integrity protection. A signed thumbnail of the original
image is added to the image file. For verification, the thumbnail
of the current image and the original thumbnail are compared. By
logging the permitted edits, these can be easily reproduced on the
thumbnail. This ensures that when the two thumbnails are com-
pared, the information is approximately the same locally. This
is a big advantage for the comparison. The block-wise compari-
son includes much more information than just a single hash value
is available. In addition, the position of possible manipulations
can be displayed. Of course the concept reaches its limits if the
manipulations are very small. This could be counteracted to a cer-
tain extent by larger thumbnails and is a general challenge of all
concepts beyond cryptographic hashes.

Since the thumbnail, the signature and the protocol can be
easily removed from the image file, a statement about the integrity
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Figure 3. Comparison of hamming distances. OF stands for only allowed operations and full image compared, OW for allowed operations and windowing, MF

for for manipulations and full image compared and MW for for only allowed operations and windowing.

Edited Manipulated
Miniature Full Miniature Full

001.jpg 16 35 24 35
002.jpg 13 20 39 23
003.JPG 19 27 50 25
004.jpg 10 23 35 23
005.jpg 15 16 32 18
006.jpg 15 23 25 24
007.jpg 5 34 29 33
008.jpg 20 11 35 11
009.JPG 19 21 28 18
010.jpg 30 30 48 28
011.jpg 14 22 37 22
012.JPG 12 29 46 28
013.JPG 15 34 43 34
015.jpg 13 35 33 35
016.jpg 8 30 39 29
017.jpg 11 36 38 35

Table 3: Windowing the robust hash comparison allows to bet-
ten distinguish edited and manipulated images
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Figure 4. Comparison of hamming distance deltas.
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of the image can only be made if this information is available.
This is a shortcoming shared with all other active approaches for
integrity protection. It can only be solved by either forensics or
by mandatory usage of the integrity verification protocol.

The current state of our work must be seen as a starting point.
Further research needs to address if the thumbnail is the most ef-
ficient and effective way to store as much information about the
original image. Feature-based alternatives may provide better re-
sults here. Also the comparison strategy could be supported by an
estimation of the likelihood of local changes due to image char-
acteristics. Image registration methods to align both thumbnails
before comparison my reduce the negative effect of image scaling.
One advantage of our strategy is that improved verification algo-
rithms does not require new creating of hashes and signatures.
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