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Abstract
Remote control and remote servicing are often very prob-

lematic due to restrictive policies in health care and other criti-
cal environments. This paper describes our new design of a Se-
cure Remote Service Box, which is a tiny box that offers restricted
access and robust security policies for critical environments and
institutions. It allows secure remote access (for example, Team
Viewer, ...) for remote control and remote servicing and blocks all
other Internet traffic and connections. All devices connected to
the LAN port are secured by NAT and complex filters that are na-
tively detected and imported by Windows Network Management.
The Secure Remote Service Box fulfills Cybersecurity policies for
critical environments and institutions and is, of course very reli-
able and secure by design.
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Introduction and Motivation
Many manufacturers and service providers want to offer their

customers convenient monitoring and remote maintenance ser-
vices and support for their equipment or IT systems. The same
applies to the customer side. Many customers use several re-
mote maintenance services and have to enable external service
providers to access a company’s internal network. These main re-
quirements are important in both cases: The remote maintenance
service should ensure reliable IT security, audit-proof recording
of all service activities, flexible integration in different environ-
ments, and simple operation with the highest possible security.
Another important requirement is the openness of the system for
different remote desktop software. Different vendors use differ-
ent software solutions to perform maintenance work (fig. 1). The
Secure Remote Service Box must allow the secure integration of
different remote service solutions. The goal of this work is the
conception of a Secure Remote Service Box, with which an ex-
tremely secure remote maintenance access can be realized almost
everywhere in the world. The robust device should be able to be
installed e.g., on the diesel engines of seagoing vessels, on indus-
trial robots or wind turbines or directly in server rooms or in hos-
pitals. After all, these are the very places where manufacturers or
service providers need to monitor and support remotely. The Se-
cure Remote Service Box to be designed in this work is intended

to provide security in the event of maintenance and to establish
an encrypted connection for data transfer. Besides, its firewall
function restricts external access exclusively to the system to be
maintained. This means that other sensitive networks owned by
the customer are not accessible via the maintenance access.

Figure 1. Most Popular Free Remote Desktop Solutions 2019

Different applications have different security policies and
regulations. By restricting access to the device requiring main-
tenance, neither the selection of remote desktop software nor the
setting of security policies may be restricted. In this way, cus-
tomers can also cover all possible requirements for remote main-
tenance service activities in different environments, such as mil-
itary applications or medical environments. With the Secure Re-
mote Service Box, any kind of machines and IT systems should
be able to be conveniently monitored and maintained remotely,
without external access endangering IT security or requiring spe-
cial types of connection.

The requirements for the Secure Remote Service Box, in
brief, are as follows:

• Reliable protection of the remote maintenance access,
• Physical and logical separation of the maintenance object

from the surrounding network,
• Connections via a standard RJ45 interface and thus partic-

ularly low requirements on the characteristics of the inter-
faces of the maintenance object,

• Comfortable operation with any remote desktop software,
• Mobile remote access also via Smartphone and Tablet-PC,
• Separate maintenance area due to the firewall function,
• Freely definable regulations according to company policy,
• Easy integration into existing networks,
• High availability and permanent operability,
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• Maintenance-free industrial hardware.

For many small and medium-sized companies, this list of
requirements simply cannot be met with their resources. Since
hardware and software of such a Secure Remote Service Box has
to be designed mainly by IT experts who are familiar with all
relevant IT security and compliance regulations and have received
extensive training.

Definition of the term remote maintenance
Remote maintenance can be defined as all activities that are

carried out without the need for a technician to be physically
present on-site at the system to be maintained. Remote mainte-
nance can be realized ”online” or ”offline”. The remote main-
tenance of a system, which is realized by means of a CD, for
example, which contains a self-executing update program, corre-
sponds to ”offline remote maintenance”. Remote maintenance via
the local or global network corresponds to access by a partner ex-
ternal to the LAN, who connects to the system to be maintained
via the Internet and an access system and carries out the mainte-
nance work. This paper deals with securing remote maintenance
via a network.

Application possibilities for remote mainte-
nance

Especially in the age of globalization, many companies are
expanding into widely distributed locations. Products with main-
tenance contracts or maintenance requirements are sold world-
wide. It is precisely this global activity of companies and the
worldwide sale of products requiring maintenance that results in
the fact that for administrative purposes, these systems can only
be accessed at their respective locations for ”direct” configura-
tion at significant expense. Especially manufacturers who offer
their customers regular updates and maintenance, as well as ser-
vice and maintenance work, need a way to administer and control
the decentralized systems centrally. Remote maintenance serves
this purpose. The following advantages result from remote main-
tenance access:

• Enables administrators and manufacturers to have central
access to decentralized systems

• Target systems are accessible 24/7, around the clock
• Relevant and important data can be loaded from and onto

the system
• No physical access to the system necessary

Realization possibilities of remote mainte-
nance

As already described in the definition of the term remote
maintenance, remote maintenance access is usually realized via
the Internet, because the Internet offers the advantage of a world-
wide network, which is available free of charge except for the
dial-up costs of the provider. A procedure specified by the manu-
facturer usually provides access to the systems to be maintained.
These procedures usually involve so-called remote desktop soft-
ware such as TeamViewer. A logical interface for administrative
access on the system is used for this purpose. The respective net-
work operator must then activate access to this interface for main-
tenance purposes. Such accesses are, due to the access path via

the Internet, mostly encrypted procedures, such as HTTPS, SSH,
or VPN accesses, which have to be secured by extended firewall
rules. These procedures protect the data sent in the connection,
and the interfaces enabled for maintenance from being viewed
and accessed by third parties.

Remote Desktop Software
Remote Desktop refers to the remote access to the user in-

terface of a computer. Application programs are executed on one
computer in the form of a server and are displayed and operated
on another computer in the form of a client. In contrast to screen
sharing, no user needs to log on to the server locally. A remote
desktop session runs independently of any other session that may
be running.

Risks associated with remote maintenance
procedures

If a secured interface does not provide a remote maintenance
access and with the possibility of encrypting the data, a multi-
tude of attack possibilities arise, such as man-in-the-middle at-
tacks or sniffer attacks, in which security-relevant data, such as
passwords or processes, can be read and exploited by third par-
ties on the Internet, but also in the LAN. The figure 3 shows the
unsecured access to a system. Although encrypted, remote main-
tenance access prevents third parties in the network from reading
the connection, encrypted access also restricts the local admin-
istrator from checking which the encrypted connection performs
connections or actions. Remote maintenance access thus opens
a door into the network of the respective company and thus rep-
resents a security risk. Since systems to be maintained are often
located in an existing computer network, there is a risk that com-
puter viruses from a system to be maintained will continue to be
transferred to other systems in the local network or that further
information about the internal network topology of the company
network will become known through espionage measures, which
can be exploited for further attack measures. The possibilities of
maliciously exploiting open access to a system are significant. It
is, therefore, essential to make access as secure as possible, but
also as transparent as possible. Figure 4 shows encrypted, remote
maintenance access, and still existing dangers.

General concept description
The concept of secure remote maintenance consists of logi-

cally separating the system to be maintained from the LAN. When
accessing the system, it is therefore not possible to spread com-
puter viruses in the local network or sniff other existing connec-
tions. Furthermore, the present concept does not allow connec-
tions directly from the Internet to the LAN, i.e., to the system to
be maintained. Also, the system to be maintained should only
be connected to the Internet via the ports that are necessary for
maintenance and should only be allowed to communicate on these
ports via specified protocols. Figure 2 shows a possible appear-
ance of a Secure Remote Service Box. This concept makes it
possible to provide an encrypted connection via the Internet, but
to limit the connections to the most necessary and thus make them
transparent and testable (e.g., for viruses or known attack meth-
ods). Furthermore, no direct access to the system in the LAN is
possible, since the system is not visible from outside due to the
logical separation. In order for remote maintenance access to take
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Figure 2. Possible appearance of a Secure Remote Service Box

place, it must comply with the previously defined rules of the re-
spective remote desktop software. Figure 5 shows a schematic
diagram of the Secure Remote Service Box in a hospital-like en-
vironment.

Technical backgrounds
The Secure Remote Service Box is a shielding, as shown

in figure 5. The connected system is thus physically and logi-
cally separated from the external network. The LAN interface of
the Secure Remote Service Box provides direct access to the sys-
tem to be serviced. The external partner connects to the server
to be serviced via previously configured Remote Desktop Soft-
ware. The connection via the Internet corresponds to the specifi-
cations and the security level of the software used in each case and
can thus be freely adapted to the intended purpose and location.
The Secure Remote Service Box can identify the remote terminal
using proper authentication and authorization, preferably utiliz-
ing certificates — all connections from and to the system to be
maintained run via the Secure Remote Service Box. The Secure
Remote Service Box can identify the nature of incoming and out-
going connections and whether they comply with the predefined
rules. By assigning a system requiring maintenance to exactly
one Secure Remote Service Box, different types of Remote Desk-
top Software can be used for each device. It is also possible to
allow connections to the system to be maintained only from a par-
ticular well-known host. When the Secure Remote Service Box
receives the signal for a connection request, it checks the sender
data. There is no direct connection from the remote host to the
system to be maintained. If the sent parameters match the internal
policy of the Secure Remote Service Box, a connection may be
established. At the same time, the system is logically separated
from the surrounding network by the Secure Remote Service Box
by being assigned to a specially generated VLAN and integrated
into a separate zone. If all predefined rules are followed when es-
tablishing a connection, the Secure Remote Service Box connects
the connection establishing client and the server requiring main-

tenance with each other. The external technician can now access
a system requiring maintenance via the Internet and through the
LAN of the respective customer following the predefined policy.
The logical environment is designed as if the system to be main-
tained is located in its maintenance network and thus isolated.

Advantages of the access method
This solution eliminates all the risks mentioned and offers

the following advantages:

• The influence of remote maintenance and all associated haz-
ards is limited to the smallest possible area around the main-
tenance object.

• Remote maintenance access is impossible without the coop-
eration or approval of the customer network administrator.

• Except for the maintenance object, access by outsiders is
impossible.

• The external connection to the Secure Remote Service Box
is logically and physically separated from the internal con-
nection.

• The internal part of the network and thus the maintenance
object cannot be seen from outside.

• The filter function of the Secure Remote Service Box pre-
vents the remote maintainer from accessing other customer
systems from the maintenance object that is not located in
the area of the maintenance object.

• This remote maintenance solution is independent of the type
of the customer’s existing firewall and can be used agnosti-
cally against different types of remote desktop software.

Summary and Conclusion
Especially in the age of globalization, many companies are

expanding into widely distributed locations. Products with main-
tenance contracts or maintenance requirements are sold world-
wide. Many manufacturers and service providers want to offer
their customers convenient monitoring and remote maintenance
services and support for their equipment or IT systems. The same
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Figure 3. Unsecured but encrypted access to a maintenance object

applies to the customer side. For many small and medium-sized
companies, this list of requirements simply cannot be met with
their resources. Since hardware and software of such a Secure
Remote Service Box has to be designed mainly by IT experts who
are familiar with all relevant IT security and compliance regula-
tions and have received extensive training. With the Secure Re-
mote Service Box, the described problems could be solved. The
concept described in this work allows the free choice of the re-
mote desktop software as well as the free adaptation to different
security policies for different application areas. At the same time,
it offers a physical as well as the logical separation of the mainte-
nance object from the surrounding network with low demands on
the nature of the interfaces of the device to be maintained.

Future Work
In future work, besides the actual prototypical implementa-

tion of the Secure Remote Service Box, an evaluation could also
be carried out on potential customers of this box.
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Figure 4. Encrypted, remote maintenance access, with still existing dangers
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Figure 5. Schematic representation of the Secure Remote Service Box in a hospital-like environment
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