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Abstract

The Internet of Things and the Smart Home have become an
increasingly important topic in recent years. The growing pop-
ularity of Smart Home Devices such as Smart TVs, Smart Door
Locks, Smart Light Bulbs, and other devices is causing a rapid
increase of vulnerabilities. Also, there are several vulnerabilities
in software and hardware that make the security situation more
complex and troublesome. Many of these systems and devices
also process personal or secret data and control critical indus-
trial processes. The need for security is extremely high. Owners
and administrators of modern IoT devices are often overwhelmed
with the task of securing their systems. Today, the spectrum of
Smart Home technologies is growing faster than security can be
guaranteed. Unsecured vulnerabilities endanger the security and
privacy of consumers.

This paper aims to examine the security and privacy aspects
of Wi-Fi Connected and App-Controlled loT-Based Smart Home
Devices. For this purpose, the communication between the de-
vice, app, and the manufacturer’s servers, as well as the firmware
of the individual devices, will be examined. In particular, this pa-
per highlights why it is important to make consumers aware of
the security and privacy aspects of Smart Home devices. Finally,
it will be shown which dangers exist when using these devices,
how the use of these devices affects the privacy and security of
the device and its users, and whether the devices comply with the
European General Data Protection Regulation.

Introduction

After the age of industrialization, a few things have changed
the world as much as the Internet. After its beginning on October
29, 1969, when it was still called ARPANET, it has undergone
many evolutions and triggered even more revolutions. The In-
ternet has not only connected the world and created the “global
village”, but it has also brought us devices that change and shape
society, such as the smartphone, which would not be what it is
without the Internet. In addition to the many positive achieve-
ments associated with the Internet, it also brought the cyberwar -
a new global battlefield as well as cybercrime, botnets and other
threats and security concerns.[S0] Now that the Internet has con-
quered the home computer from the net for mainframes and uni-
versities and has reinvented itself evolutionary in Web 2.0 with
collaborative elements and social media, society is currently ex-
periencing a further evolutionary stage of the World Wide Web —
The Internet of Things (IoT). “Data has turned out to be the cur-
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rency of the gigantic online companies, and so it is no wonder
that relevant information collected from the smallest devices in
the real world finds its way from the Internet of Things into the
World Wide Web in real-time” [51]. These data collecting and
sending devices are indeed so “small” and “inconspicuous”, that
although current studies show that there are already about 26 bil-
lion of them, “privacy and security concerns are only gradually
emerging” [51]]. As if that were not enough, the numbers are ex-
pected to triple again in the next five to six years, as shown in

figure[T]
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Figure 1. IHS. “Internet of Things (loT) Connected Devices Installed Base
Worldwide from 2015 to 2025 (in Billions)”. (2019): Statista. Web. Aug 20,
2019

In a rapidly evolving market, privacy and cybersecurity con-
siderations often fall off the table at high speeds, as new com-
panies continue to bring new products to the market. This work
aims to show the current state of security and privacy in a Se-
curity and Privacy Investigation of Wi-Fi Connected and App-
Controlled IoT-Based Smart Home Devices.

Internet of Things

Internet of Things is generally a collective term for the net-
working of technologies. Under this term, technologies are col-
lected that enable the networking of various elements from dif-
ferent areas in global infrastructure and thus allow them to work
together. The Internet of Things, as a term in this paper, describes
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the linking of clearly identifiable physical objects (things) as vir-
tual representation on the Internet, a network similar to or equal
to the Internet [2]].

Smart Home

As in the previous definitions, the term Smart Home is a col-
lective term. The term Smart Home thus refers to technical pro-
cesses and systems in living spaces and houses (Home) whose
main task is to improve the quality of life [46]. In this sense, the
term Smart Home is defined in this paper. It is synonymous with
devices that are intended for the living space of a human being
and enable tasks such as the efficient use of energy, the network-
ing of components of everyday life in the household, or even their
remote control.

Security

In general, security is freedom or resilience to potential dam-
age and the absence of unacceptable risks. In the computer world,
cybersecurity is divided into two related areas. The device and
data security [40].

Device Security

Device security is about protecting a device from being used
for an unintended or negative purpose. In the context of loT-Based
Smart Home Devices, the goal is both to prevent a device from
tapping or compromising the internal network and to ensure that
it is not taken over and misused from the Internet [41]].

Data Security

Data security refers to the protection of the technical pro-
cessing of information and is a characteristic of a functionally
secure system. It is intended to prevent unauthorized data ma-
nipulation or the disclosure of information. [14].

Privacy

In addition to security, it is especially privacy that is threat-
ened by the Smart Home in connection with the Internet of
Things. Many smart devices deeply invade the privacy of the in-
dividual and collect vast amounts of personal data. Especially
critical are the inconspicuous devices without complex user inter-
faces. While the smart loudspeaker, as well as the smart vacuum
cleaner, attract attention through interactions, smart relays are em-
bedded in the wall or hidden in the switch cabinet and still have
full access to the local network and are capable of collecting per-
sonal data such as the user’s movement data due to the type of
use. The term privacy is, therefore, to be divided into two areas
for this paper. On the one hand, the protection of privacy in pri-
vate space is of general interest; on the other hand, the processing
of personal data is not to be neglected.

Privacy in Private Space

Privacy refers to the non-public area in which a person ex-
ercises his right to the free development of his personality with-
out being bothered by external influences. The right to privacy is
considered a human right (Article 12 “Universal Declaration of
Human Rights”) and is anchored in all modern democracies [L1].

Processing of Personal Data

The protection of personal data is based on the principle
of informational self-determination. This was laid down in the
German Federal Constitutional Court ruling on the census. Pri-
vacy must be protected, i.e., personal data and anonymity must
be preserved. The protection of natural persons in the process-
ing of personal data is a fundamental right. Under Article 8(1)
of the Charter of Fundamental Rights of the European Union and
Article 16(1) of the Treaty on the Functioning of the European
Union (TFEU), every person has the right to the protection of per-
sonal data concerning him or her. The principles and rules on the
protection of individuals concerning the processing of their data
should ensure that their fundamental rights and freedoms, and in
particular their right to protection of personal data, are respected
irrespective of their nationality or place of residence. In addition
to these rights to privacy and the processing of personal data, the
General Data Protection Regulation (GDPR) continues to regu-
late the processing of personal data. Its purpose is, on the one
hand, to ensure the protection of personal data within the Euro-
pean Union and, on the other hand, to ensure the free movement
of data within the European internal market. In addition to the
many regulations that the European laws and with them the Gen-
eral Data Protection Regulation (GDPR) entail, the following are
of particular relevance for this paper.

Analysis Tools

This section introduces the analysis tools used. The tools
are roughly divided into two categories. On the one hand, these
are the tools for analyzing the firmware of the device, i.e., serial
bootloader utility, disassembler, utility, and hex editor. On the
other hand, network analysis, monitoring tools, and utilities to
enable man-in-the-middle attacks.

esptool.py

The program esptool.py is “A Python-based, open-source,
platform-independent, utility to communicate with the ROM
bootloader in Espressif ESP8266 & ESP32 chips” [[20]. The serial
bootloader utility was initially developed by Fredrik Ahlberg as
an unofficial community project and is now officially supported
by the manufacturer Espressif. The Python-based program es-
ptool.py is free software and certified under the GPLv2 license
[20].

In this paper, the program esptool.py is used to create
firmware dumps from the investigated devices. A firmware dump
is an image of the internal memory of a device. Since all devices
investigated in this paper using a chip from the same manufac-
turer, only this one program was used to read out the firmware.
It is possible to destroy a fuse bit in the chip that prevents the
firmware from being readout. Be that as it may, no manufacturer
of the devices considered in this paper made use of it.

esp-bin2Zelf

The software esp-bin2elf is another Python-based program.
It has the ability to convert flash dumps from Espressiv esp8266
based microcontroller to ELF executable [21]. The Executable
and Linking Format (ELF) is a standard binary format from the
UNIX world. Due to its wide distribution, several disassemblers
support it. The program esp-bin2elf tries to map the sections
found in the dump file to known sections of the ELF format and
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includes all known SDK symbols. This makes disassembling the
dump much easier, and many libraries can be easily recognized.
In the context of this paper, the software is used for this very pur-
pose. For example, complete images of the program sequence of
individual devices could be created.

Radare2
The Radare2 software is a portable reverse engineering
framework with the following capabilities [[22]:

e Disassemble (and assemble for) many different architec-
tures,

e Debug with local native and remote debuggers (gdb, rap,
webui, r2pipe, winedbg, windbg),

e Run on Linux, *BSD, Windows, OSX, Android, iOS, So-
laris and Haiku,

e Perform forensics on filesystems and data carving,

e Be scripted in Python, Javascript, Go and more,

e Support collaborative analysis using the embedded web-
server,

e Visualize data structures of several file types,

e Patch programs to uncover new features or fix vulnerabili-
ties,

e Use powerful analysis capabilities to speed up reversing,

e Aid in software exploitation.

It is used to disassemble the contents of the memory of the
researched devices stored in binary format. In this investigation,
it was possible to find out how the devices work, what the stored
endpoints look like, and which data is stored on the device.

Ghex

As the name suggests, the software Ghex is a hex editor. This
editor can open binary files and output their contents in Hex or
ASCII. At the same time, the editor also allows adjusting the con-
tent of such files [23]].

In the context of this paper, the editor was used to examine
the memory content in detail, and to manipulate devices in an
attempt to display them in the provider cloud in their developer
account.

ISC DHCP, iptables and hostapd

The programs isc_dhcp_server, iptables, and hostapd were
also used. They were used to set up a Wi-Fi hotspot, with which
the communication of the registered devices can be intercepted in
a Man-in-the-Middle attack. In this way, the endpoints of the in-
dividual devices could be determined. Besides, one can intercept
how the devices communicate with the respective app as well as
the communication of the app itself with the various clouds.

The website of the ISC DHCP software provides the follow-
ing information about the program:

“ISC DHCP offers a complete open source solution for im-
plementing DHCP servers, relay agents, and clients. ISC DHCP
supports both IPv4 and IPv6 and is suitable for use in high-
volume and high-reliability applications. DHCP is available for
free download under the terms of the MPL 2.0 license” [24].

The Host Access Point Daemon or short hostapd is a daemon
software that allows a network interface to act as an authentication
server.
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The software iptables is used to configure the tables provided
by the firewall in the Linux kernel. These tables contain chains
and rules such as PREROUTING, FORWARD, and POSTROUT-
ING that are used as part of this paper to direct traffic through the
man-in-the-middle proxy.

mitmproxy

The mitmproxy software is an HTTPS proxy that is free and
open source. The interactive HTTPS proxy consists of three pro-
grams [235]:

e mitmproxy is an interactive man-in-the-middle proxy for
HTTP and HTTPS with a console interface.

e mitmdump is the command-line version of mitmproxy.
Think tcpdump for HTTP.

e mitmweb is a web-based interface for mitmproxy.

The software also offers the following features [25]:

e Intercept HTTP & HTTPS requests and responses and mod-
ify them on the fly,

e Save complete HTTP conversations for later replay and

analysis,

Replay the client-side of an HTTP conversation,

Replay HTTP responses of a previously recorded server,

Reverse proxy mode to forward traffic to a specified server,

Transparent proxy mode on OSX and Linux,

Make scripted changes to HTTP traffic using Python,

SSL/TLS certificates for interception are generated on the

fly,

Within the scope of this paper, the software is used to take
a closer look at the data sent by the app via HTTPS. For exam-
ple, keys for encrypted communication with the device could be
intercepted.

darkstat

Darkstat is a software that records and uses network traffic
to generate statistics of traffic-causing clients. These statistics can
also be retrieved in a web interface.

The website of the software lists the following features [26]:

Traffic graphs, reports per host, shows ports for each host,
Embedded web-server with deflate compression,
Asynchronous reverse DNS resolution using a child process,
Small, Portable, Single-threaded, Efficient,

Supports IPv6.

As part of this paper, the darkstat program is used to obtain
accurate statistics on the Internet use of individual devices. These
statistics allow, among other things, comprehensive insights into
which ports the researched devices open and which endpoints are
communicated with (fig. [3).

tuyadump

The program tuyadump helps to extract the communication
from Tuya devices. Tuya is a supplier and service provider of mi-
crocontrollers, which, in combination with various devices from
different manufacturers, meet the Smart Home Definition of this
paper. The program was used to provide information about the
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Figure 2. mitmproxy — Traffic Inspection

darkstat 3.0.719 | o homepage
Hosts
(1-519 of 519)

w» Hostname MAC Address n out Total Last seen
192.168.1.177 android-sbe1dfdsasce0334.lan 88:79:7e:61:b7:6e 938,609,574 28,049,438 966,659,012 9 mins, 42 secs
69.10.186.55 (none) 64:66 e:82 5,370,298 809,626,519 814,996,817 2days, 23 hrs, 13 mins, 4 secs
192.168.1.137 raspberrypi.lan b8:27:eb:8d:e8: 18 | 333,500,986 307,185.674 730,695,660 3secs
128.112.168.27 argon.Cs.Princeton EDU 64:66:D3:8a:3¢:82 237,841,149 330,861.763 568,702,912 3secs
255.255.255.255 (none) FEITTIrIrrIfr:rr | 277,639,962 0 277,639,962 (never)
22400251 (multicast) ©1:00:5€:00:00: b | 129,386,849 0 129,386,849 (never)
192.168.1.155 (none) 34:01:2d:71:15:51| 79,545,171 17,430,021 96,975,192 5 days, 8 hrs, 4 mins, 50 secs
192.168.1.229 ESP_0ADO096.Ian 84:00:8¢:9a:00:96 | 9,035.818 62,631,476 71,667,294 1sec
192.168.1.1 Openwit.lan 64:66:D3:8a:3e:82 | 15,840,578 28,480,612 44,321,190 4secs
192.168.1.217 ESP_CBCO6B.Ian 2397371 35,242,960 37.640,340 0secs
192.168.1.199 ESP_97C8011an 2,004,400 35,277,248 37,281,648 2secs
192.168.1.115 ESP_93BC65.an 1,966,838 35.226.260 37,193,098 0secs
192.168.1.120 ESP_4A0310.Jan 1,950,880 35,200,145 37,160,034 1sec
192.168.1.114 ESP_23CBED.lan 1,950,560 35.207.137 37,157,697 25secs
192.168.1.121 ESP_49B9CC lan 1,928,040 35,204,091 37,132,131 0secs

1,938,783 34,918,176 36,856,959

192.168.1.113 ESP_CACDFB.Ian 0secs

Figure 3. darkstat — Hosts Overview

communication characteristics of some of the devices. Among
other things, this program could help to understand the encryp-
tion used by these devices.

Princeton loT Inspector

Princeton IoT Inspector is a desktop tool that attempts to
monitor [oT devices to help identify privacy and security issues.
The data collected is shared with researchers from Princeton Uni-
versity in the USA. Monitoring IoT devices with this program,
therefore, has the dual benefit of being relatively easy to keep
track of on the one hand devices in the home and, on the other
hand helping to conduct a valuable study aimed at getting an over-
all view of problems, privacy, and security [27].

This paper uses this software to set up a long-term monitor-
ing system that is easy to replicate for other consumers and pro-
vides practical and reliable results. The Princeton IoT Inspector
provides valuable real-time information for this purpose and can
be configured to send a warning if there is any indication that a
safety incident has occurred.

Wireshark

Wireshark is a so-called sniffer. It helps with the prepara-
tion and evaluation of data protocols. It is used for network trou-
bleshooting, analysis, development of software and communica-
tion protocols, and training. Wireshark is free and open-source.
The software is available for several different platforms and of-
fers a graphical user interface.

The software is used in the context of this paper for the eval-

uation of network traffic. The Smart Home devices researched in
this paper use a wide variety of protocols and sometimes com-
municate unencrypted. Here, the software was used to be able to
trace the relevant data traffic in a targeted manner.

Security and Privacy Investigation

The market for IoT devices is almost infinitely large. With
more than 26 billion devices in circulation and a forecast of
tripling this number over the next five to six years, there are count-
less new vendors every day. As part of this work, ten IoT-Based
Smart Home devices, including light bulbs, sockets, and a relay,
were investigated in terms of security and privacy. The manufac-
turers of these devices are colorfully mixed, partly known, or even
completely unknown. They were bought in a DIY store, an elec-
tronics retailer, and on the internet. The prices are all low, and it
is essential to note that these devices are not only entry into new
technology and thus into a new age of the internet, but also com-
plex computer systems. To study these devices, it required clear
objectives, a sophisticated laboratory environment, and a check-
list of thirty-one pages and 168 questions.

Investigated loT Devices
The following devices were investigated:

EDNET 84336 Voice-Controlled Wi-Fi Power Socket
Bawoo Wi-Fi Smart Light Bulb

Mpow Smart Wi-Fi Lampe

Luminea Home Control Wi-Fi Light Bulb

Hama Wi-Fi Power Socket

IS&T Infernational Symf}osium on Electronic lmogin? 2020
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Overview / Network Activities

Activities Across Monitored Devices

Network activities across all monitored devices

If you do not see your device below, you need to monitor it first.

Set view: default/ ads/trackers / no encryption / insecure encryption / weak encryption

Current view: Default — ail my device traffic

Jump to: past 20 minutes / past 1 hour / past 24 hours / past week
Current zoom: past 20 minutes, live chart

Navigate: zoom in / zoom out/ move left/ move right

f you see a domain name with a question mark *?

i4

2019-08-25 20:01:30

Kbps

Wi

2019-08-25 20:05:40
B extsud E14 WiFi Smart GI?hbirne
B WiFI-Steckdose Euromate

i

2019-08-25 20:09:50

Figure 4. Princeton loT Inspector — Traffic Overview

Wi-Fi Stecker Schuko Schwarz
Smart Wi-Fi LED TECKIN

Wi-Fi Smart Switch Sonoff

extsud E14 Wi-Fi Smart Light Bulb
Wi-Fi Smart Power Socket Avatar

Technical Details:

e Voice-operated power outlet for Google Home and Amazon
Alexa

Complies with Wi-Fi IEEE standard IEEE802.11b/g/n
Frequency range: 2.412 "2.484 GHz

Compatible with Android & i0OS

Input voltage: AC 85 7265V, 50 Hz

Item Lamp socket: E27, Illumination type LED (RGBW)
Output current: 10 A (max.)

Voltage: 230 V, max. 2300 W

Power Rating: 3680 W

LED status indicator, Timing Function

Lifetime 30000-35000 hours

FCC, CE and IFTTT approved

Energy efficiency class A+/A++

Weight: 9g-159 ¢

Operation with 2.4 GHz Wi-Fi router

Light output: 650 - 800 Lumen

Objectives of the investigation

The objectives of the investigation lie with the title of the
work clearly defined. The tested devices shall be researched for
their security and privacy characteristics, as defined in this paper.
Security is in general freedom or resistance to potential damage
and the absence of unjustifiable risks. These characteristics are to
be investigated because of the Device Security as well as the Data
Security. We investigated whether and how a device is protected
from being used for an unintended or negative purpose. Besides,

IS&T Infernational Symposium on Electronic Imaging 2020
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this is the reason. If you see an empty chart below, see this FAQ

2019-08-25 20:14:00

2019-08-25 20:18:10

Smart WLAN LED TECKIN M Wlan Smart Steckdose Avatar M EDNET Smart Plug M Luminea Home Contrel WLAN Birne
wifi Power Socket HAMA Bl WiFi Smart Switch Sonoff ¥ Bawoo Led RGBW M Mpow Smart Wifi Birne

we considered the implementation of the protection of the tech-
nical processing of information. Besides, it is important to check
the compliance of manufacturers, cloud providers, and devices
with the security aspects. On the privacy side, it is particularly
important to check compliance with the right to privacy, which is
a general human right.

Security and Privacy Checklist

To guarantee compliance with the stated objectives and to en-
sure consistent quality, a questionnaire was developed in connec-
tion with the Smart Home Security and Privacy Evaluation Cycle
presented in [53]] and [54]. The Security and Privacy Checklist
for Wi-Fi Connected and App-Controlled IoT-Based Smart Home
Devices comprises thirty-one pages and over 160 questions on
all stages of the Smart Home Device life cycle. The checklist is
also designed for amateurs and attempts to make the risks to pri-
vacy and security known at every step of the life cycle. A short
and beneficial version of this checklist is given in the appendix of
[54].

Laboratory Environment

A complex laboratory environment had to be created for the
devices to be examined within the scope of this paper. To research
the devices concerning their safety and the protection of privacy,
this laboratory is divided into two parts. On the one hand, there
is the firmware side. For this, the devices were partially physi-
cally destroyed and opened to read the existing data. On the other
hand, there is the Network side where data is analyzed how, with
whom, in which way and in which frequency the Smart Home
devices communicate. First, the structure of the environment for
analyzing the firmware will be shown.

The analysis tools described in section were used to examine
the firmware. First, the devices were individually inspected and
researched for their properties. The devices were then opened for
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firmware analysis (fig. [). It had to be determined what kind of
microcontroller it was and where on the chip the serial interface
was led out. Then the serial interface was soldered with cable ex-
tensions (fig.|0) to facilitate the reading of the firmware. After the
correct connection of the pins RX (Receiver), TX (Transmitter),
and Ground, the microcontroller could be connected to an exter-
nal power supply with 3.3 V DC voltage. To read the firmware,
one has to boot into the debug mode. This can be achieved by
switching the debug pin GPIOO to the ground.

CERonamymE
P/N:TYWE2S E]%?;

Code£ONET
S/N:F0190228T603734

Figure 5. Before and After Open- Figure 6. Microcontroller with

ing Soldered Extensions

|
Figure 7. Firmware Dumping Process

The program esptool.py is used to read the memory on the
microcontroller (fig.[7). After a successful reading, the binary can
be viewed in the hex editor (fig.[8) and must be converted into an
ELF executable with the help of esp-bin2elf. After a successful

2756 Mobile Devices and Multimedia: Enabling Techno

conversion, the firmware image can be researched in the disas-
sembler (fig. [9).

Figure 8. Private Data in the Device Memory

Figure 9. Program Sequence of the Boot Loader

On the network side, a Wi-Fi access point was first set up
with the tools ISC DHCP and hostapd. With the help of the ipt-
ables program, traffic is redirected so that a man-in-the-middle
attack can be carried out with the mitmproxy software. To listen
to encrypted HTTPS traffic, the mitmproxy program issued a cer-
tificate and set it up on the laboratory smartphone. From now on,
the entire traffic of the app could be viewed in the web interface
of the software mitmproxy (fig.[[0}[T2). In addition to the mitm-
proxy program, the darkstat software was installed on the router to
obtain statistics on traffic and open ports (fig.[[T). On the device
side, the data was evaluated using the tuyadump and Wireshark
programs.
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Hostname: ESP_CBCOGB.lan

MAC Address: cc: J co:so
Last seen: 2019-08-26 03:19:49 UTC+0000 (1 sec ago)

In: 2,529,649
Out: 37,782,844
Total: 40,312,493

TCP ports on this host

(1-30 of 54)
Port Service In Out Total SYNs
9406 710,827 1,370,643  2,081.470 4]
31542 425,446 13,290 438,736 0
13337 75.617 146,718 222,335 4]
6668 56,430 56,804 113,234 50
24480 1.737 6,137 7.874 4]
47631 3,126 970 4,096 ]
19117 1.702 1.300 3,002 4]
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Figure 11. Opened Ports on a Device
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Figure 12. Exposed Location Inside App Traffic

The Princeton IoT Inspector was also installed to enable
long-term monitoring. It runs on one side in the local network and
tries to detect the existing Internet of Things devices and sends the
detected data to a server in Princeton for evaluation. The statistics
generated there look like this (fig. [[3).
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Evaluation — The Good — The Bad — The Ugly

A unique identity, the ability to communicate wirelessly and
either a sensor or an actuator, more it does not need, and a simple
thing is in the Internet of Things. According to the study from
figure [T} there are already 26.6 billion pieces of these things on
the internet of things. A big market and an exciting and promis-
ing business opportunity. As the same study in Figure [I] shows,
the number of these things on the Internet should triple from 26
billion to over 75 billion in the next five to six years.

This paper revolves around security and privacy in conjunc-
tion with IoT-Based Smart Home devices. The good side about
these devices is they are much fun. They make the daily routine
easier; they are easy to set up, are always connected, and get-
ting started is not particularly expensive. The Internet of Things
is growing, and that is good because it is its most significant po-
tential. According to the study in Figure[l] there are already five
billion more devices of this kind in the coming year. In a market
with so much movement and so many competitors, those who de-
liver quality can assert themselves better. [oT based Smart Home
devices, unlike Smart Phones, which only differ in the number of
cameras, still has the chance of real innovation. In the next five
years, there will be more than ten times as many IoT devices as
people in the world, and that is the best thing that can happen to
the Smart Home and, at the same time, its most significant chance.

The bad side about the Smart Home is clearly the lack of
standards as already described, the Internet of Things is develop-
ing explosively, and so it is no wonder that in this rapid devel-
opment, there is pure chaos as far as the standards of the devices
are concerned. All devices tested in the course of the paper com-
municated mainly via the MQTT protocol. The most diverse im-
plementations of control codes and ports have made the work of
investigation and the work of the community difficult. Different
peculiarities such as port knocking mechanisms where a specific
sequence has to be called on different ports during connection
setup have made the investigation even more difficult. Besides,
the ten tested devices need three different Apps. The cooperation
of different manufacturers is simply not given. If devices from
different manufacturers are installed within a home, all providers
have almost the same amount of private data. The different stan-
dards, the lack of cooperation, and the many peculiarities are the
bad thing about the Smart Home and the whole Internet of Things.

The ugly side of the Internet of Things is the more precar-
ious situation in terms of privacy and security. The market is
growing so fast that there simply does not seem to be time for
sufficient security implementations. So it happens that none of
the tested devices require a strong password for authentication.
What is worse is that the devices can often be dismantled and
read without leaving a trace. Keys and Ids for encrypted commu-
nication with the cloud are stored unencrypted in the memory of
the devices, just like the credentials for the local Wi-Fi. A six-
teen digit code from memory is usually sufficient to listen to the
entire communication. The worst thing, however, is that updates
are neither transmitted via HTTPS nor signed. So it is possible
to flash a modified firmware with the keys that can also be inter-
cepted in the communication with the app. For home users with
interest in this area, there is not only a proof of concept but even
a ready-to-use solution, which the company VTRUST GmbH and
the German tech magazine c’t have developed together and keep
up to date. Protective measures concerning privacy are simply not
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Figure 13. Traffic Statistics of the loT Devices

included. Even in the case of well-known products, only negative
aspects could be identified in the context of this paper. Most man-
ufacturers wrote on the subject of the privacy policy that the pol-
icy of the cloud provider had to be consolidated, while the cloud
provider wrote that the topic was the responsibility of the manu-
facturers — no Privacy by Design and by Default at all [44]. One
app could even only be launched after it had viewed the current
location. These apps communicate real-time location data, usage
statistics, and other private data collected by individual devices
without any asking.

Summary and Outlook

Since the invention of the internet it has changed the world,
but most of all it has connected people. With the advent of the
Internet of Things, the Internet now connects many more things
than people. This is what can be said when it comes to describing
what the Internet of Things is. The Internet of Things also in-
cludes smart home devices. To investigate such devices in terms
of privacy and security, various existing approaches such as those
of the National Institute of Standards and Technology (NIST) and
the Open Web Application Security Project (OWASP) have been
combined with concepts from this work such as the Smart Home
Device Life Cycle. In this way, the “Smart Home Security and
Privacy Evaluation Cycle” was created, which can serve as a ba-
sis for further investigations. With a few prerequisites, a thing
can become part of the Internet. One of the results of this work is
that risks and side effects in terms of security and privacy for the
consumer cannot simply be determined intuitively. It can be con-
sidered unlikely that consumers will ask themselves almost 170
questions before using a light bulb. However, this work shows
that this is necessary. Only those who ask themselves at each
stage of the life cycle of a smart home device how its features and
capabilities correlate with the security of the data, the device and
the privacy in the personal space can respond appropriately.

Sustainable standards and appropriate regulation leading to
security, technical interoperability, data portability, and the nec-
essary level of privacy are essential first steps to enable trusted
systems. The market for IoT devices is growing fast and remains
great hope for the future. If these standards can be successfully
established and the devices regulated, the Smart Home can be-
come an exciting next step in the history of the Internet. If this
is not achieved as before, 75 billion devices in the next five to six
years will be the same number of potential targets for attacks of
all kinds, making the Internet a worse place. Today’s consumers,
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with a strong desire for security and privacy, can make a direct
contribution to preventing this from happening.
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