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Abstract
Many organisations, especially Critical Infrastructures, are

facing an increasingly severe cyber threat situation and are con-
tinuously improving their IT-security. We present the state of the
art of sector specific security operation of CI operators with the
German health sector as an example. To improve the situation we
propose several spheres of activity with practical exemplary mea-
sures, e.g. for relevant protocols. In this way we help to prepare
a CI sector governance with sourcing options for security oper-
ation for all relevant actors: from the responsible authorities in
the country via a single point of contact in the health sector to
hospital centres and the medical practice.

Introduction
Today, cyber-attacks are constantly rising to higher levels of

sophistication and hence the IT threat situation remains alarming.
Therefore, many organisations are forced to improve their protec-
tion. Governments in more and more countries are reacting by
adjusting the cyber policy frameworks. Most of these frameworks
increasingly include Critical infrastructures (CI).

Although many enhancement can be observed regarding IT-
security, on the operational side we are not advanced as we should
in 2020. The exchange of security incidents beyond organisa-
tional boundaries is often carried out by email. Sophistication is
limited to register security incidents on web portals or installing
(manually) sector specific proxies. We need a solution to auto-
mate the operational side of Information Security Management in
Critical Infrastructures.

In the following we give an overview of the policy situation
in the European Union and especially Germany. Via the opera-
tional status quo of sector specific security operation in the EU
and Germany, we present several spheres of activity with a focus
on the opportunities of Security Operation Centers.

Policy situation
From a policy point of view it is worth to look from three

perspectives: the current threat situation in Cyberspace, the supra-
national legislative framework for IT-security, and finally the na-
tional legislative framework.

Threat situation
The Federal Office for Information Security, Germany (BSI)

published its annual report on the “The State of IT-security in Ger-

many” only in October 2019 [9]. The numbers of incidents, which
had to be reported to the authority BSI, are alarming: for the 1500
registered CI facilities in Germany, the operators reported 252 se-
curity incidents. Out of those, 47 incidents were reported from
the health sector.

The BSI explicitly highlighted the cyber threat situation for
medical products in its report on the “The State of IT-security in
Germany” 2019. The BSI observes an advancing digitalization;
mobile solutions is a major driver here. However, mobile solu-
tions are increasingly partnered with medical products such as in-
sulin pumps. Often, cybersecurity is of lower priority for vendors
of mobile solutions. The situation becomes more severe due to in-
creasing interconnections as well as penetration. The BSI attests
a “critical threat situation” for the security of medical products.

It was only in July 2019 when a group of hospitals from
“Deutsche Rote Kreuz” got hit by a RansomWare – regarding
the authorities, the most comprehensive attack the German pub-
lic health sector had experienced so far [29]. The Clinical Center
Fürth was the next major victim in health industry when getting
hit by a virus in December 2019 [28].

European Union level policy situation
The EU Cybersecurity Act was agreed in December 2018,

it stresses the role of cybersecurity certifications, contributing to
trust and security in ICT products and services [22]. It is to be
understood as the second legislative step after the NIS directive
(entered into force in August 2016), being the very first legal act
of the EU setting up a global approach to Cybersecurity. The
Healthcare sector had been covered by this directive in Annex II,
listing the relevant Critical Infrastructures (CI) [23].

Within that new EU Cybersecurity framework the European
Union Agency for Cybersecurity (ENISA) proposes security cer-
tification opportunities in the healthcare sector [18]. They define
the term Internet of Medical Things, referring to the IoT tech-
nologies in the healthcare sector. For the evaluation during a cer-
tification process the report defines among others the following
controls:

• Establish procedures for security incident handling
• Participate in information sharing
• Apply appropriate traffic filtering
• Deploy early warning/detection systems

The report on certification opportunities refers in turn to an-
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Figure 1. CI sectors in the US (Image src: US DHS, A Reference Guide for

the Critical Infrastructure Community)

other ENISA study Smart Hospitals. Security and Resilience for
Smart Health Service and Infrastructures, which was made to
identify smart assets in Healthcare organizations [19]. Out of
this list of assets, the groups of Networked medical devices and
Interconnected clinical information systems shall be targeted by
this paper. The ENISA report states, that these two groups are
rated as the most critical ones, based on empirical data. Among
the technical good practices stated there, two Cyber security and
protection measures are:

• “GP 10 – Implement monitoring and intrusion detection/
prevention mechanisms. [...] Violations that are detected are
typically reported directly to a member of the IT staff or col-
lected in a central database for further analysis, for instance,
by means of a Security Information and Event Management
(SIEM) solution. External threat intelligence may be used
to improve the analysis.”

• - “GP 11 – Enforce dynamic network segmentation and use
of firewalls. It is important to separate critical parts of the
network from non-critical parts. For instance, it is recom-
mended to separate medical devices to the largest possible
extent from office components [...]”

National policy situation in Germany
In Germany a comprehensive legislative approach on IT-

security was implemented in 2015, when the IT-security law (IT-
Sicherheitsgesetz) was agreed upon and published [6]. One major
focus of this law was the protection of critical infrastructures (CI).
Operators of those CIs were to address two major obligations:
1) minimum security requirements and 2) a mandatory security
breach notification. The law itself listed seven CI sectors, which
are covered (see figure 2 for details). The details on defining what
assets in which sectors are concretely to be protected was left to
the Federal government using delegated act.

In the meantime those delegated acts have been enacted as
well; regarding [9] about 1500 assets have been registered as Crit-
ical Infrastructures in Germany by their operators at the Federal
Office for Information Security (BSI). For the sector health four
so called asset categories have been concretely named as contain-
ing critical infrastructures: Clinical medical supply, supply with
directly life-sustaining health products, supply with prescription
drugs and blood concentrates for humans and laboratory diagnos-
tics. The corresponding delegated act rules in more detail, which

Figure 2. CI sectors covered by German IT-security law

assets exactly are covered by the law [8].
Currently, the German Federal Government is preparing ver-

sion 2.0 of the IT-security law. Drafts indicate the direction of this
even more comprehensive approach. Among other, the procedure
for protecting CIs shall be extended and even adopted to other,
non CI industry sectors. Furthermore, a draft includes an explicit
obligation for incident detection when operating a CI.

For supporting the implementation of minimum-security re-
quirements for operating CIs, operators may develop industry sec-
tor specific security standards (so-called “Branchenspezifischer
Sicherheitsstandard”, B3S). The B3S may be presented to the au-
thority BSI, which in turn will evaluate the B3S and will return a
verdict on whether it matches the requirements of the law. Since
2015, regarding [9] more than 20 industry sectors have created a
B3S or are in the process of doing so.

The B3S for the public health service in hospitals got BSI
approval on 22nd of Oct. 2019 [26]. The document describes a
comprehensive set of security requirements for running a hospital
in Germany. Regarding operational IT-security, a few require-
ments as shown in table 1 are of relevance.

Policy situation outside the European Union
Although, countries pretty much agree in what infrastruc-

tures are to be considered as critical, the concrete sector defini-
tions are different depending on the geographic location. For the
US, the sectors were defined in 2013 by the Presidential Policy
Directive 21 (PPD-21) (see figure 1) [7]. This work has been
taken further by US DHS CISA Cyber Infrastructure (https:
//www.cisa.gov/critical-infrastructure-sectors).

Operational status quo
The transposition of the NIS directive into European Mem-

ber States legislation had a remarkable impact on the incident re-
sponse capabilities. In November 2019 ENISA presented an inci-
dent response development status report [23] and 3 out of 7 key
findings support the need to improve the sector-specfic security
operation:

• In Key Finding #5 they note that ”sector-specific regulations
which include guidelines and requirements for reporting and
management of incidents are crucial to enhance capabilities
at the sectoral level”.

• In Key Finding #6 they regret that many sectoral cooperation
and information-exchange initiatives often lack visibility or
resources to sustain their efficiency.

• In Key Finding #7 it is explicitly stated that ”training at sec-
toral level is key to foster and enhance preparedness”.

But sector-specific cooperation of the CI operators faces a lot
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Selected requirements from B3S for the public health service
in hospitals

ID Requirement (author’s translation)
ANF-MN 28 Operators MUST report incidents,

which have yield or may yield to outage
or disturbance of the functioning. The
operator MUST implement a reporting
procedure, which allows for the iden-
tification, analyzation and decision on
incidents.

ANF-MN 29 In case of an incident, the event MUST
be reported without culpable delay.

ANF-MN 73 Critical IT-systems MUST incorporate
logging- and audit functionality for sup-
porting the identification and tracking of
security incidents.

ANF-MN 93 An adequate segregation of networks
MUST implemented [...].

ANF-MN 106 A SYSTEM for prevention and detec-
tion of unauthorized accesses to net-
work and IT systems shall be imple-
mented, which also examines generally
authorized traffic.

ANF-MN 138 A central logging infrastructure SHALL
log general operational events next to
security relevant events

of challenges. Without a single point of contact within a sector,
there is a decentralized organisational structure. Therefore you
have independent choice and operation of communication tools
of each operator. This affects the hosting, compatibility between
operators and compatibility within the IT of an operator. Nonethe-
less you need an end-to-end encryption in order to exchange the
highly sensitive security information with a revisable key manage-
ment. Furthermore, the communication solution needs encrypted
group messages, has to feature an archive and document storage
in order to benefit from lessons learnt. ENISA published a com-
parison of existing solutions in order to underpin the cooperation
of incident response teams in Europe [19]. Due to different re-
quirements of different communities there is not a single jack of
all trades solution and ENISA proposes to use an encrypted email
mailing list and an encrypted group communication tool and name
suitable tools, especially OPENPG/MIME for mailing lists, both
Matrix and XMPP for group communication. In Addition to that
they note recent ideas as the web key directory for OPENPGP,
which may yield more suitable solutions in future.

In Germany, the IT-security law commit the operators to re-
port incidents to the BSI [6]. Unfortunately, there is no sophis-
ticated technical solution for the notification at the moment. At
the moment, it is a manual implementation of breach notification.
There is a webportal and in addition to that, e-mails and telephone
are the solely used tools [13]. The BSI is working on improving
the situation.

Within each CI sector, there is a concept for single points of
contacts in Germany [25] by BSI and the Federal Office for Civil
Protection and Disaster Assistance. It is intended that Operators

take the role of SPOC in their sector. There are SPOCs in Trans-
port/Traffic, Finance and ICT, but in other sectors there are no
SPOCs at the moment, especially in the health sector.

Perspective of a comprehensive approach for
security operation

The operation of security is tackled in different ways today,
but most larger organizations, like operators of Critical Infrastruc-
ture, have some kind of security center. Their different embodi-
ment and tasks are mirrored by the different names like Informa-
tion Security Operations Center (ISOC), Network Security Op-
eration Center (NSOC), Security Analytics Center (SAC) or In-
frastructure Protection Center (IPC) and so on. Nonetheless, the
basic concept is mostly similar. We use the term Security Opera-
tion Center (SOC) and will describe our expectations of its main
tasks:

• Process Management: The SOC is responsible for the im-
plementation of the Information Security Management Sys-
tem.

• Logging: The SOC ensures the collection of all machine
data needed for security reasons.

• Monitoring: The SOC analyzes all machine data with tools
in real time and provides alerts and details of suspicious ac-
tivity.

• Incident Response: The SOC reacts to all reports from
monitoring, employees, CERTs, etc. with a defined inci-
dent management process. They choose the proper security
measures in order to stop malicious behavior and to prevent
further damage as well as to mitigate incurred damage and
to recover the system.

All in all, we understand a Security Operation Center as a
solution, which enables organizations to standardize and auto-
mate the operational side of Information Security Management.
For more information on logging and monitoring, we refer to the
”Cyber Security Logging and Monitoring Guide” from CREST
[10].

Security information and event management
As a technological base for a SOC a so-called Security infor-

mation and event management (SIEM) is indispensable. The ter-
minus SIEM was introduced in 2005 by Mark Nicolett and Amrit
Williams. In general, security information and event management
combines the technologies of SIM (security information manage-
ment) and SEM (security event management). It provides real-
time analysis of security alerts. For proper functioning reporting
data from several security systems such as firewalls, IDS, authen-
tication servers as well as from appliances and applications are to
be integrated in a SIEM. The capabilites of SIEM products usu-
ally include data aggregation, correlation, alerting, dashboards,
compliance and retention [35].

Monitoring within organizations
Operators of Critical Infrastructures, no matter what CI sec-

tor they belong to, face similar challenges here: network infras-
tructure devices such as routers and switches, security systems
such as firewalls and IDS as well as outstanding other IT sys-
tems (such as industrial control systems or VPN endpoints) must
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be enabled to report relevant audit trail information to a cen-
tral database. Moreover, smart configuration must be applied to
choose which audit data is to be gathered and passed on to the
SIEM for all those sensors in the network (an example from health
industry will be introduced below).

Share monitoring information beyond organiza-
tional boundaries

Usually, the automated processing of audit trail information
is limited to organizational boundaries. This is due to the extreme
sensitivity of the audit data and the risk to share information that
could harm the image of the organization. Approaches have been
researched in the past to overcome this conflict by introducing
trust relationships between organization and overcoming the con-
fidentiality issue by introducing measures for anonymizing com-
munication partners and sanitizing relevant pieces of information.
Communication protocols to semantically transport this kind of
information such as the Intrusion Detection Exchange Protocol
(IDXP), the Incident Object Description and Exchange Format
(IODEF) and the Intrusion Detection Message Exchange Format
(IDMEF) have been established decades ago [33]. A sector spe-
cific SOC shall address this mutual communication between oper-
ators from a CI sector or even across sector boundaries. As a first
step, organization and processes must incorporate this interface -
communication itself will remain rather manual for a while. In
future, however, this interface should be part of the integrated and
automated tool landscape of a SOC.

An additional communication partner enters the scene as
soon as reporting of security incidents becomes an obligation by
law. As described above, operators of Critical Infrastructures all
over the European Union have in the recent past been obliged to
report security incidents to their national authorities. In Germany,
for most CI operators the Federal Office for Information Secu-
rity (BSI) acts as the authority in question. To avoid the passing
on of relevant security incidents via Email, the BSI has set up a
”Registration and Reporting Portal” (”Melde- und Information-
sportal”, https://mip.bsi.bund.de/), where operators regis-
ter their CIs in the first place, and report on security incidents from
there on-wards. SOC processes and thresholds must taken into
account those obligations. The authors believe, that with grow-
ing maturity of those interfaces, the level of automation should
also be increased - an enhancement by introduction of an API is
suggested by the authors as part of their conclusion.

Sector SOC in health industry
The authors chose the CI sector health as it is covered by the

IT security law and, additionally, is heavily penetrated by digiti-
zation. Still it does not look back to a long lasting history of IT
security regulation as other CI sectors do.

The choice for a concrete scenario within that sector does not
heavily impact the research on network security, as the respective
protocols are widely deployed no matter of what service within
the sector is being analysed - being it either hospitals or laborato-
ries.

For illustrating the comprehensive approach, the authors
chose a non-complex set-up within a medical laboratory. We are
considering two components in our imaginary set-up:

• a Laboratory Information System (LIS) on IP address

Figure 3. Overview on health sector SOC

Listing 1. SAMPLE MLLP MESSAGE WITH HL7 PAYLOAD (SOURCE [4])

<SB>
MSH| ˆ ˜\& | ZIS | 1 ˆ A H o s p i t a l | | | 1 9 9 6 0 5 1 4 1 1 4 4 | |

ADTˆ A01 |20031104082400 |P | 2 . 3 | | | AL |NE
| | |8 8 5 9 / 1 5 | <CR>EVN |A01
|20031104082400 .0000+0100 |20031104082400

PID | | ” ” | 1 0 | | V r i e s ˆ Danny ˆD . ˆ ˆ de
| |1 9 9 5 1 2 0 2 |M | | | Rembrandlaan ˆ 7 ˆ Le iden
ˆ ˆ 7 3 0 1THˆ ” ” ˆ ˆ P | | ” ” | ” ” | | ” ” | | | | | | | ” ” | ” ” <
CR>PV1 | | I |3wˆ 3 0 1 ˆ ” ” ˆ 0 1 | S | | | 1 0 0 ˆ van den
Berg ˆ ˆA. S . ˆ ˆ ” ” ˆ d r | ” ” | | 9 | | | |H
| | | |20031104082400 .0000+0100 <CR>

<EB><CR>

10.0.2.2 in network 10.0.2.0/24, and
• a digital X-Ray apparatus on IP address 10.0.1.2 in network

10.0.1.0/24.

Both components are being connected via IP / Ethernet. More
details on the communication will be provided below.

For our imaginary lab setup, we will focus on the HL7 pro-
tocol since this is most widely used for these purposes (following
[3] in 2013 90 % of queried US laboratories were using HL7). Al-
though from the 1980’s, the version 2 is still the most widely used
HL7 version – version 3 is XML-based and has been available for
a few years but has not gained enough penetration. Be aware, that
with HL7 major effort has additionally be put on so-called seman-
tic interoperability, which however does not impact the network
security approach, which the authors address with this paper [3].

The Minimal Lower Layer Protocol (MLLP) is said to be a
“minimalistic OSI - session layer framing protocol” and is being
used to transport the HL7 messages in networks. In fact, the HL7
payload is encapsulated by special characters in order to form a
block. Before the data, a start block character indicates, that data
will follow. After the payload, an end block character indicates
the end of a block respectively, followed by a carriage return.

Listing 1 provides an example of a simple MLLP message
with HL7 payload. Please note, that according to [4] <SB>,
<EB> and <CR> are used to denote the non-printable MLLP-
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Figure 4. Scenario for a packet filter between Local and Wide Area Network

(Image src: Bruno Pedrozo under GNU Free Documentation License, version

1.2)

framing single-byte values 0x0B, 0x1C and 0x0D (they are not to
be interpreted as XML-tags).

Although, other implementations are possible, for the objec-
tives of our example, we assume the TCP/IP-based MLLP-setup.
This way, MLLP directly establishes a TCP/IP-socket. Please also
note, that several minor enhancements have been applied with a
release 2 of MLLP, which however do not impact the network
security in general.

Deploy Sector SOC sensors in the network
In order to allow for sector specific Security Operation the

infrastructure must provide relevant raw data from security sys-
tems and IT systems in general. In Linux based environments
such data is usually based on the Syslog technology [11], other
kind of IT systems such as network devices like routers or Win-
dows boxes do provide some similar kind of mechanism to pro-
vide an audit trail of the activities, which might be of interest.

Sophisticated added value can be gained by using those se-
curity systems once they can analyse the traffic passing by. In the
following, the authors will explain sector specific security sen-
sors in nature of a packet filtering system and a network intrusion
detection system.

Packet filtering
Packet filters are the least complex Firewall systems (also

called first generation firewalls). They act by inspecting packets
of the network communication. Depending on the rule-set, pack-
ets may be dropped, rejected or passed. Packets may be filtered
by source and destination network addresses, protocol, source and
destination port numbers (see figure 4 for very plain scenario of a
firewall) [30].

The authors chose the NFTABLES technology (https://
netfilter.org/projects/nftables/) for the packet filtering
functionality. It is a Netfilter.org project and is distributed as part
of the Linux kernel and therefore widely and free available.

Rules for packet filtering may be easily defined via a well-
defined and documented syntax. The rules also allow for dropping
log messages, which contributes to the SIEM, which will be ex-
plained afterwards.

Listing 2 provides an example of an extract of a rule for
NFTables, which restricts traffic on the corresponding TCP ports
to the chosen IP addresses of the X-Ray and the LIS (any other
traffic will be dropped). Note the suffixes in each rule for drop-

Listing 2. SAMPLE NFTABLES RULE FOR RESTRICTING TRAFFIC

t a b l e i n e t f i l t e r {
c h a i n i n p u t {

[ . . . ]
# a c c e p t s s h and MLLP s o c k e t s
i p s a d d r 1 0 . 0 . 1 . 2 i p daddr 1 0 . 0 . 2 . 2 t c p

d p o r t {1080} c t s t a t e new l o g
p r e f i x ”MLLP T r a f f i c ” a c c e p t

t c p d p o r t {22} c t s t a t e new l o g p r e f i x
”SSH T r a f f i c ” a c c e p t

# c o u n t and r e j e c t e v e r y t h i n g e l s e
c o u n t e r r e j e c t w i th icmpx t y p e admin−

p r o h i b i t e d
l o g p r e f i x ”NFTABLES GENERIC DROP ”

[ . . . ]
}

Listing 3. SAMPLE SNORT RULE FOR MALICIOUS TRAFFIC

a l e r t t c p ! 1 0 . 0 . 1 . 2 any <> 1 0 . 0 . 2 . 2 1080 (
f l a g s : S ; msg : ” Access a t t e m p t on LIS
” ; )

a l e r t t c p any any −> 1 0 . 0 . 2 . 2 1080 ( c o n t e n t
:!”< sb >”; d e p t h : 1 ; msg : ” C o r r u p t MLLP
message ” ; )

a l e r t t c p any any −> 1 0 . 0 . 2 . 2 1080 (
from end , p o s t o f f s e t −2; c o n t e n t :!”<EB
><CR>” , d i s t a n c e 0 , w i t h i n 2 ; msg : ”
C o r r u p t MLLP message ” ; )

ping messages to the audit trail.

Intrusion Detection
Intrusion Detection Systems (IDS) are hardware or software

that monitor a network or systems for malicious activity or policy
violations. IDS is a mature approach as first concepts were pub-
lished as early as 1980 already [31, 32]. Usually, two categories
of IDS are distinguished: Host Intrusion Detection (H-IDS) and
Network Intrusion Detection (N-IDS) [33]. Although, generally
speaking, the Health Sector SOC could also benefit from H-IDS
sensors on relevant machines such as the LIS, the remaining paper
will only address further integration of N-IDS technology.

The authors chose the Snort (https://www.snort.org/)
software as N-IDS technology as it is, again, freely available. Fur-
thermore, the authors had successfully carried out experiments
with Snort in past projects already. Snort’s development had been
initiated by Martin Roesch in 1998 and since then it has ever
grown in popularity. Due to its modular approach with its pre-
processors and output plug-in mechanism it can and has been de-
ployed in numerous, diverse employment environments [33].

Listing 3 provides an example of Snort rules, following that
a message will be dropped to the audit trail, whenever

• any client other than x-ray contacting port 1080 on LIS
• the payload is not following very basic MLLP specifica-
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tions.

SIEM Correlation
As introduced above, the Security information and event

management (SIEM) integrates the audit trail information from all
relevant network, security and other IT systems. So as a precondi-
tion, the sensors must be configured in a way, that the monitoring
information is being passed on to the SIEM.

When defining (and continuously improving) the ruleset for
a SIEM, security experts generally base their configuration on use
cases, which in turn shall be based on the risk situation, the orga-
nization faces. As shown in table 2, the authors combined general
risk information commonly known for deploying SIEMs (num-
ber 4), input from the hospital specific B3S (see [26] chapter 6)
(number 1 - 3) and risks directly tailored to the lab environment
described before (number 5, 6):

Selected sample use cases based on several risk sources
Use Case Short description

1 Outage of medical de-
vices, being a manda-
tory requirement for di-
agnostics, therapy or
medical care

examination of regu-
lar probes from rele-
vant machines, which
are part of their audit
trail

2 Lack of important med-
ical data for diagnostics
or therapy

examine audit trail of
backup server, which
drops a message
whenever a relevant IT
system runs a backup

3 Manipulation of relevant
medical data for diag-
nostics or therapy

examine audit trail of
integrity checkers and
access control facilities
from relevant IT sys-
tems

4 Detection of Possible
Brute Force Attack

multiple login attempts
from any it system
within the network

5 Infection of Office Envi-
ronment attempts to in-
fect medical devices

check for high amount
of MLLP messages

6 Malfunctioning of medi-
cal devices

MLLP messages do not
match specifications

The use cases would need to be translated to the specific lan-
guage of the SIEM product, which is not part of this paper.

SOC organization
Good practices for structural organization and processes

of Security Operation Centers are evolving and are usually
based on security incident handling [36]. For German speak-
ers, an additional set of good practices is available in terms of
the ”IT-Grundschutz-Kompendium (IT Baseline Security cata-
logues)”, primarily modules ”DER.1 Detektion von sicherheit-
skritischen Ereignissen (detection of security relevant incidents)”
and ”DER.2.1 Behandlung von Sicherheitsvorfällen (Reaction to
security incidents)” [15, 16].

General organization
Generally speaking the following roles should be assigned in

a SOC (be aware, that there is not this single definition on which
roles are required, depending on the source of information, the
roles might deviate and overlap - finally, the selection must also
match the size of the organization and the SOC):

• platform administrator and application administrator: must
have sound knowledge about the IT infrastructure that is
being monitored including its network topology and its IT
systems, components as well as SIEM and monitoring solu-
tions.

• content engineer: responsibilities include defining how logs
should be parsed, creating new correlation rules, coordinat-
ing and conducting event collection, log management, event
management, compliance automation and identity monitor-
ing activities. They must have deep understanding of the
used SIEM and / or monitoring solution and its capabilities
for monitoring as well as for supporting the use case cre-
ation.

• cyber situational awareness analyst: must be experienced in
security and penetration testing for identifying vulnerabili-
ties and investigating as well drafting of (daily) advisories.

• pen-tester: must have experience with vulnerabilities and
with finding new vulnerabilities in order to check for vul-
nerabilities in applications and web applications of the or-
ganization (using the testing environment).

• malware analyst: analyses malware for identifying the re-
spective intentions and analyses new threats, malware mu-
tations and technologies including anti-detection capabili-
ties. must have sound knowledge about software engineer-
ing and debugging for reverse engineering and analyzing of
malware.

• IT forensics analyst: must have experience with creating
images from memory or systems and legal experience with
handling and preservation of evidence.

• level 1 analyst (sometimes SOC operator or triage special-
ist): responsible for real time monitoring and detection of
incidents, the issuing of tickets and the initial reporting and
escalation. They must have knowledge about logging and
audit trail data as well as SIEM technologies for classifica-
tion of alarms and identification of false positives.

• level 2 analyst (sometimes incident analyst): responsible for
in-depth analysis and thereby validation of incidents, ongo-
ing investigations, counter measures, trends and the adjust-
ing of settings. They must have sound and long-standing ex-
perience in IT-security with deep knowledge about logging
and audit trail data as well as SIEM technologies.

• level 3 analyst: similar to level 2, but even more experienced
in selected subject areas.

• SOC Manager: in charge of the entire management of the
SOC, incident resonse oversight, metrics and the assess-
ment of SOC resources as well as capabilities. They must
have long-lasting IT experience, very deep understanding of
IT-security and its processes, tools and technologies as well
as leadership, decision making and communication compe-
tences.

Good practices show, that the following processes should
be defined and established when operating a SOC: SOC Man-
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agement, Detection and Reaction, SOC analysis and monitoring,
alarming and notifications, reporting, rule-set engineering, CERT
and IT forensics.

Sample incident in sector SOC
In order to provide better understanding of the processes

within a SOC an example is provided, showing how an incident is
triggered from the security system and, furthermore, how it gets
processed by the relevant roles in the SOC.

The raw incidents are being generated at the sensors in the
network; for instance the IDS located at the field network (figure
3) drops an audit trail entry with content ”Corrupt MLLP mes-
sage” following rule 3 from Listing 3. This messages is passed on
to the central SIEM for further analysis.

1. First addressee of an alert is always the Level-1 analyst. On
their dashboard (and possibly through additional channels
such as Email) an alert will pop up following the rule num-
ber 6 from table 2.

2. The Level-1 analyst has to decide, whether the alert is a false
positive or whether they expect a potentially harmful alert.
Whenever they expect a harmful alert, the incident informa-
tion is passed on to the Level-2 analyst. Good practice indi-
cate, that the Tier-1 team should hold an incident no longer
than 30 minutes.

3. Depending on the severity and complexity of the incident
the case could than be passed on to the Level-3 analyst or
even a CERT team could be constituted. Additional exper-
tise might be included by pulling in forensic experts, mal-
ware analysts or other experts from other departments such
as IT operations.

4. No matter where the further incident handling is carried out
(level 2 or level 3), the defined procedures must include
communication guidelines for both, internal and external
communication. Regarding [16] (requirement DER.2.1.A4)
internal addressees could be data protection officers, works
committee or the compliance department; security breach
notification obligations will include addresses outside the
organization.
Therefore, the procedures shall include a check list, which
incidents are to be reported to authorities such as the BSI
in Germany. Following that, the process description will
also include the selection of information, which is included
in the breach notification to the authority and to match it
with the official requirements of the authority (see [13] for
example). Moreover, the approval especially for external
communication shall be defined - at least the SOC Manager
should be taken into charge here.

Conclusion
Operators of critical infrastructures such as hospitals are pro-

viding highly critical services to our societies and are dealing with
most sensitive data one can imagine. Strong security controls are
thus a must have for running those CIs. Germany, the European
Union and also other economies have started to also integrate IT-
security obligations in their legal frameworks.

IT protocols used in CI sectors such as health industry are
well known. Security technologies such as firewalls with DPI
features and Intrusion Detection also with DPI have been avail-

able for quite some years already. Security Operations Centers
are emerging and good practices for organisation and processes
in SOCs are becoming available.

Operators are now facing obligations, which cannot be rea-
sonably addressed regarding the operational duties of IT-security.
With the approach of a sector specific SOC, operators are heavily
supported in gathering relevant IT-security incident information
from their networks. Moreover, through sector wide sharing of
relevant information, the rule-sets and threat intelligence is con-
tinuously improved. A definition of the corresponding incident
response organisation and processes including the interface to au-
thorities such as the BSI (supported by smart semi-automatic tool-
ing) enables operators to react effectively and efficiently and, in
the end, improves resilience of CI services for our societies.

Future work
As shown above, the implementation of sector-specific secu-

rity operation is in progress, but there is still a long way to go.
We think that the establishment of a lab to gather more and de-
tailed information would be a reasonable next step to investigate
the following issues:

• Consider more relevant protocols in the health sector in
more detail and extend the technical aspects of our ap-
proach, e.g. for DICOM or SFTP.

• Extend the set the sensors by more sophisticated security
systems such as so called next generation firewalls, which
are capable of analysing and filtering higher levels of the
TCP/IP stack.

• The SIEM needs a lot of attention to establish a concrete,
more complete and more refined rule-set than our examples.
In the end, the german B3S should be extended with this
generic rule set.

• Extend the market survey of the ENISA for secure commu-
nication tools to further tools. Compare results of all surveys
with the requirements of the users and reach out to to manu-
facturers of high level network security products, in the end
solutions must work nearly out-of-the-box.

• Support BSI in establishing an API of the “Melde- und In-
formationsportal” to establish a smart semi-automatic tool-
ing. In addition to the tooling, more refined processes to
distribute the information to all CI operators in a sector are
needed.

• In this way the existing generic concepts should be extended
via theoretical work together with the first experience from
the lab. We should create a blueprint for other CI sectors in
Germany, which are still writing on their B3S, or CI sectors
in other countries.

Keywords
Cybersecurity, Information Security, Network Security, IT-

security, Security Operations Center, SOC, Security Informa-
tion and Event Management, SIEM, Security Monitoring, Health
Care, Critical Infrastructures, Hospitals, HL7, MLLP.

References
[1] David R. Miller et al.: Security Information and Event Management

(SIEM) Implementation, ISBN: 978-0-07-170109-9.

IS&T International Symposium on Electronic Imaging 2020
Mobile Devices and Multimedia: Enabling Technologies, Algorithms, and Applications 254-7



[2] Arun E Thomas: Security Operation Center – Analyst Guide, ISBN:
9781533408501.

[3] Mark L. Braunstein: Health Informatics on FHIR: How HL7’s New
API is Transforming Healthcare, ISBN: 978-3-319-93413-6.

[4] Rene Spronk: Transport Specification: MLLP, Release 1 (https:
//www.hl7.org/documentcenter/public_temp_2EC646CF-

1C23-BA17-0C96EFA7E31E4552/wg/inm/mllp_transport_

specification.PDF).
[5] Work Group HL7: Transport Specification: MLLP, Re-

lease 2 (http://hl7.ihelse.net/hl7v3/infrastructure/
transport/transport_mllp.html).

[6] Bundestag: Gesetz zur Erhöhung der Sicherheit informa-
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