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Abstract

Like many other industries, small and medium IT enterprises
(IT SMEs) find themselves challenged by globalization and digital
transformation. This paper highlights the implications and chal-
lenges for IT SMEs in the area of IT security, compliance, and
data governance. It describes the secure and compliant integra-
tion of IT products and services of IT SMEs in order to enhance
their relative competitive position against global players of the IT
industry. The paper presents an approach that entails competence
areas for IT security, compliance, and data governance and shows
a web-based tool for surveying and measuring areas in order to
derive actual readiness of IT SMEs in these areas. The paper
concludes with an outlook on the expected findings and planned
further developments of the approach and tool.

Keywords

IT security; compliance; data sovereignty; data governance;
security awareness; IT security readiness; data protection; mobile
security; small and medium-sized IT enterprises

Introduction and Motivation

In a globalized and digitized world, especially medium-sized
IT enterprises, face new challenges to remain competitive against
international actors. The IT industry of every economy is critical
both as a key industry on its own and functioning as a driver for
many other industries and sectors. SMEs within the IT industry
often have a special focus in one or a few niche industries of their
customers. However, this focus can increasingly result in a dis-
advantage in global competition. Hence, their products are often
stand-alone solutions with proprietary data formats. Concerning
IT security, these solutions may contain security gaps that repre-
sent serious impediments for further digital transformation. This,
in turn, threatens to slow down the digitalization of the overall
economy for the German and other EU national market situations
for IT SMEs), while US IT SMEs are generally more focused on
rapid standardization and platform thinking [33]]). Concrete chal-
lenges for IT SMEs on a global scale are:

e A radically new competition with strong international actors
(e.g., Microsoft, Amazon, Google, and others) based on the
cloud and thus global availability of ever more IT products
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and services (see e.g., [40]).

e New requirements in secure development and standardiza-
tion of interfaces as well as simplified availability of new
technologies, especially in the field of “Industry 4.0” [22].

e Rising attack vectors through interconnected devices (espe-
cially in the field of Industrial Internet of Things (IIoT) [22].

e Transformation of proprietary solutions to cloud services
in the course of digitalization, generating a new wave of
commoditization in software offerings including software
products, services, and business models [28]. This wave
is again disrupting the existing Information and Communi-
cations Technology (ICT) industry after the previous com-
moditization during the turn of the millennium described by
[70.

e General spread of cloud computing as well as significantly
shorter innovation-cycles of software through DevOps and
continuous integration of releases [, [2]].

e Further standardization and consolidation of software and
IT service providers, strong competition and restructuring
towards professional and global “IT Factories™ [44].

e Shift of business models away from license-based software
towards data-driven services for buyers of IT [11].

Driven by these trends, a demand of standardized, secure, and
interoperable software among national and regional customers
of IT SMEs grows rapidly. The majority of today’s special-
ized niche solutions of IT SMEs within each local industry soft-
ware market typically do not meet these requirements [38], [33].
These challenges can be faced by increased cooperation and joint
product- and service developments among IT SMEs, especially
on a long-term horizon, going beyond the “comfort zone* of full
order books. However, IT SMEs possess only weak R&D de-
partments and scarce strategic resources (see [3]). Actual digital
readiness within IT SMEs is low, especially compared to large
companies [40]]). Strong developments can be perceived within
the German “Mittelstand 4.0 program® of the Federal Ministry
for Economic Affairs and Energy that supports SMEs with regard
to digital transformation [14].
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IT security, compliance, and data governance
within IT SMEs

One solution for solving the problems mentioned above lies
in stronger cooperation and joint innovation of IT SMEs among
themselves. The "Mittelstand 4.0 Competence Center for the IT
Industry* as part of the German “Mittelstand 4.0 program* aims to
support secure cooperation and innovation among IT SMEs (see
[25]). Support in secure bundling of resources and services over
the Internet puts IT SME:s in a position to interconnect the exist-
ing software solutions as well as developing entirely new digital
products and services. However, this calls for governance, secu-
rity, and compliance as the sum of all competencies of an IT SME
to organize and generate added value with joint products and ser-
vices within digital networks and cloud platforms together with
partners. For this reason, our research focuses on the safe and
secure as well as compliant use of digitized processes and joint
business models for IT SMEs. Small and medium-sized IT en-
terprises have to adhere to an increasing number of regulations,
policies, and standards, not only since the advent of the Euro-
pean General Data Protection Regulation (GDPR) in 2016-2018
(see [[1O]) Therefore, the successful understanding and manage-
ment of IT compliance is an important success factor for IT SMEs
that want to engage in cooperation and cloud business models ac-
tively. IT compliance is the accordance of corporate IT systems
with predefined policies and procedures [26]]. However, there is a
debate on the usefulness and value of the GDPR (see e.g., [39]).
In particular, IT SMEs are facing rising costs to meet compli-
ance requirements while at the same time missing appropriate re-
sources compared to large enterprises. Moreover, many SMEs are
hoping to see a reduction in bureaucracy in their day-to-day busi-
ness activities. When emerging with data-driven business models
or technologies like artificial intelligence, there is a need for an
enormous amount of data. At the moment, however, the majority
of gathered data are held by a few global players - for instance,
Google, Apple, Facebook, or Amazon. For IT SMEs, it is nearly
impossible to collect data in the same quantity, which results in
a dependency on a few data held companies. For measuring and
enhancing secure, sovereign, and compliant business of IT SMEs,
the ”"Governance, Security and Compliance (GSC)“ framework
and tool was developed, which represents a first tool-based ser-
vice to identify and measure the competencies mentioned above
as well as needs for action. For companies using the GSC tool,
central challenges for the joint design, marketing, and support of
software products and services together with partners can be es-
timated. Also, they reach an awareness of critical aspects of data
privacy, compliance, and IT security. Apart from the scientific
objective of digital readiness determination, the tool serves as an
efficient means of determining needs for action for the intended
forms of cooperation for the participating IT SMEs.

Research- and tool design

Especially small IT SMEs are not always aware of the ar-
eas, and the extends in which IT-security, compliance, and data
governance competencies are necessary today. For example, joint
security management competencies of all parties involved across
organizations play an essential role, apart from technical compe-
tencies (see [13] [12]]). The GSC tool is designed to perform a
first assessment whether the IT SMEs possess the competencies
needed to design, develop, sell and maintain business software as
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new cloud services together with partners in a compliant, secure
and effective way. The requirements that IT SMEs have to comply
with in order to persist and remain competitive in today’s digital
and data-driven markets are to be collected with the GSC tool in a
self-assessment from February to June 2020. The self-assessment
is based on the eight assessment categories that are presented in
the next section. The benefit of the tool-based self-assessment for
the participating IT SMEs is given in an easily usable web inter-
face that issues quantitative and automated results directly after
the survey. Optionally, an individual result set can be sent some
days after the survey results have been analyzed in detail. Af-
ter representative survey data has been gathered, it is additionally
planned to give the result values also concerning the anonymous
peer group values.

Target groups for GSC data gathering

The primary target groups for the survey are all persons that
contribute to or are accountable for governance, IT-security, and
compliance competencies within IT SMEs. This includes the fol-
lowing roles: CEOs, CIOs, Chief Security Officers, Heads of IT,
Heads of product development, managers and official represen-
tatives for data protection and security, labor unions, customer
managers, as well as consulting managers. The target groups thus
include management levels as well as subject matter experts in the
respective customer, product, and technology areas.

GSC readiness framework

Within recent years, many proposals have been made to mea-
sure the digital maturity of corporations, some originating from
practice, focusing for example on cloud-readiness of traditional
industrial producers (see for instance [29]), and others from re-
search (see [43]).

Since the publication of the bestseller from Wester-
man/Bonnet/McAfee [42], these have been increasingly devel-
oped on a global scale. The approach by [42] that has been ex-
tracted from a series of international studies assesses companies
in two dimensions (briefly summarized as “digital intensity”” and
“transformation intensity”) and classifies them into one of four
distinct maturity levels [43]]. An approach derived from interna-
tional consulting practice is that of [35]], that measures 10 cat-
egories of digital transformation abilities of corporations. The
“Digital Maturity Model” of the IWI-HSG-Institute of the Uni-
versity of St. Gallen is well-known in german-speaking countries.
It entails nine dimensions, that, in turn, are operationalized utiliz-
ing different indicators [4]: (1: Customer Experience, 2: Product
innovation, 3: Strategy, 4: Organization, 5: Process digitization,
6: Cooperation, 7: Information technology, 8: Culture & Exper-
tise, 9: Transformation management). Several maturity models
use content or methods of successors from software engineering
and project management, as e.g., those of the CMMI-model (see
[21]). The approaches mentioned above of digital maturity typi-
cally shed no or very little light on governance, IT security, and
compliance abilities or issues. Moreover, they are often not con-
crete and thus not suited for SMEs in general. Nor are they suited
for IT SMEs in particular, whose cloud-technologies [33] often
support primary and secondary processes. All companies, not
only big corporations, have to measure the actual state and the
quality of their information security. They need reliable informa-
tion on the maturity of their security processes and practices. The
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Figure 1. Scope of the Compliance, CGS-Framework

necessity of measuring information security arises from different
reasons. There are many standards and guidelines for governing
and measuring IT security and compliance. In Figure 1, we have
depicted but a few of them that have global or at least European
relevance. Some of them to not have the focus of SMEs, such
as the Sarbanes-Oxley Act (SOX) and EuroSOX for Europe, that
came into effect in 2002, but includes section 404 a/b since 2009,
is only relevant for US-companies that are listed on the stock ex-
change. However, SMEs, as well as IT SMEs, often do not con-
sider and apply all these standards and guidelines fully due to a
lack of resources and competences. In addition, new standards
and threats require permanent improvements in security proce-
dures. Moreover, compliance with these regulations, standards,
and guidelines is not an easy process that can be duplicated from
organization to organization. “Measuring” how a firm complies to
the binding legal regulations as well as to the optional standards
and guidelines chosen by the top management typically involves
detailed controlling of the realization of the goals and require-
ments defined (typically laid down in organizational information
security policies) and derived from the regulations, standards, and
guidelines given in an organization (i.e., the comparison of ac-
tual values with “To Be” values) on a periodical basis. Further-
more, gaps and deviations have to be managed within appropriate
management frameworks such as the PDCA cycle (“Plan”, “Do”,
“Check”, “Act”, see e.g., its application in ISO/IEC 27001).

IT security regulations, standards, and guidelines typically
include the establishment of rules that must be obeyed. The rules
define competences as well as restrictions for making decisions
and set out consequences for breaches of the rules. Decisions are
made by human beings, and humans as well need to understand
and accept the meaning and purpose of the rules and to establish
secure and compliant business processes. This leads us to con-
tent that all levels of management are essential elements for com-
pliance, governance, and security management, especially within
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SME:s. Our literature review revealed no attempt to implement an
integrated but also lean and usable compliance, governance, and
security framework for SMEs worldwide. Similarly, up to date,
no practice-oriented framework or tool to measure compliance,
governance, and security readiness or maturity has been put for-
ward. An established approach is the production of security met-
rics through the collection of best practices is based on ISACA
[20]. However, this production is a complex endeavor for SMEs
since the metrics have to be designed mainly by IT professionals
that are competent with all relevant IT security and compliance
regulations. The rather complex definition of “metrics” by the Na-
tional Institute of Standards and Technology (NIST) in its Special
Publication (SP) 800-55 already shows this: “Metrics are tools
designed to facilitate decision making and improve performance
and accountability through collection, analysis, and reporting of
relevant performance-related data. The purpose of measuring
performance is to monitor the status of measured activities and
facilitate improvement in those activities by applying corrective
actions, based on observed measurements” [8]. Based on our lit-
erature review, research on I'T-related maturity or digital readiness
of SMEs is often restricted to specific aspects. Studies exist on the
competence area of secure software development (see e.g. [24]],
[34]], or continuously integrating security [43]), [44]. Other stud-
ies focus on the design of an ISMS-related scorecard [36] or IT
security maturity in a technical sense [19].

To sum up our literature review, no frameworks for SMEs
do exist for measuring IT security levels that include data gov-
ernance and compliance issues in a lean and applicable way that
furthermore integrate global standards and regulations (such as
ISO/IEC, COBIT, EU-GDPR, and SOGP) which are increasingly
relevant for SMEs with international customers. As a result of the
literature review summarized above, we thus derived eight rele-
vant categories for measuring IT security, data governance, and
compliance readiness of IT SMEs. We then operationalized these
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eight categories using actual competence and action areas (see
“statements” below). The approach presented here unites techni-
cal competencies concerning the use of IT security technologies
as well as organizational and strategical competencies of an IT
SME to ensure and broaden long-term business success through
compliance and data governance-related abilities. We define com-
pliance, governance, and IT-security (CGS) readiness based on
these eight categories, which will be presented in the following.

Categories

Security Awareness Information Security Awareness (ISA)
can be regarded as a major and still growing field of information
security. ISA is most frequently referred to as a cognitive state
of mind, which is characterized by recognizing the importance of
information security and being aware and conscious of informa-
tion security objectives, risks, and threats, and having an interest
in acquiring the required knowledge to use information security
responsibly [17].

ISA entails more than defined by some authors, who merely
connotate this concept with the awareness and knowledge of the
content of all relevant security regulations and policies in a given
organization. It is instead a multidimensional concept, as e.g.,
[18] have shown. The most significant inhibitors to defending
against cyber threats in organizations are probably the lack of a
security budget and low-security awareness among employees.
An optimistic attitude among organizations is also quite common
[19]. In information systems, the sole use of technical security
mechanisms and systems does not suffice. Moreover, these sys-
tems have to be considered as social-technical [15], including hu-
man interference e.g., employees may accidentally execute mali-
cious email attachments and thus compromise an entire corporate
network. “The lack of modern security protocols and tools, how-
ever, does not address perhaps the most significant security risk
to industrial control systems: the propensity of humans to ignore
common sense and inadvertently expose the network to malware
through their behavior” [27]. Besides technical attack vectors,
social engineering is another source (with a high prevalence) for
malicious intent.

Data Governance The term Data Governance stands for
holistic management of data over its complete life cycle in a com-
pany or organization (see [23]). The main objective is to com-
ply with relevant data quality, security, and processing standards.
This enables companies to have full sovereignty over their digi-
tal data, meaningfully owning and controlling them. Data gover-
nance and sovereignty in inter-organizational settings are becom-
ing more and more important also for IT-SMEs, including aspects
of the degree of openness of global and regional digital platforms
as well as access to and free trade with these platforms (see [5],
and [9]).

(IT) Compliance / Data Privacy Compliance, in general,
means conforming to policies, rules, standards, specifications,
guidelines, or laws. IT compliance is the appliance to the IT
environment or systems. Data Privacy governs how data is col-
lected, shared, and used. Compliance requirements can be dis-
tinguished into internal rules and regulations and external legis-
lation. Concerning internal regulations, they comprise guidelines
or operating procedures. Today’s business of IT-SME:s is increas-
ingly flooded by cloud computing (e.g., SaaS, PaaS, and IaaS). As
mentioned in the introduction, global but also regional IT markets

currently undergo a profound disruption. Global public cloud ser-
vices markets are projected to grow by 17.33% in 2019 to a total
of $206.2B, up from $175.8B in 2018, according to Gartner [16].
Especially for IT SMEs, there are opportunities but also risks.
Therefore, security and privacy remain challenges for IT SMEs.
The new privacy-related laws and regulations (e.g., The General
Data Protection Regulation in Europe) are considered aspects of
this category.

Information Security Management (ISM) This category
describes policies, procedures, and methods that an organization
needs to implement to regulate and control information security.
This aims to ensure the confidentiality, availability, and integrity
of assets from threats and vulnerabilities. ISM is highly con-
nected with information risk management. Common standards
like ISO/IEC27001, COBIT, or ISM3 proof as unpractical to ap-
ply within the majority of SMEs due to complexity and the neces-
sity of high resources [34].

Technical / physical IT Security The term technical IT Se-
curity refers to IT systems from hardware firewalls to security
mechanisms. With physical IT security, access to rooms or facil-
ities is meant, as well as measures like anti-theft protection. This
category encompasses electronic and computer technologies such
as backups, authentication, encryption, power supply, network se-
curity, server security, platform security, etc. on the one hand, but
also physical technology and infrastructure on the other hand.

Cyber Security / Cloud Security This category includes
protection against cyber-attacks using sophisticated security
mechanisms. Cloud security comprises a large number of individ-
ual measures that protect against risks such as data loss, service
failure, or unauthorized access when using cloud services. Com-
pliance with legal data protection regulations is also related to
cloud security. However, leading researchers state that cyber se-
curity is about to lose the battle against cyber attacks [37]. Thus,
cyber security must be practiced as a principled engineering dis-
cipline, and especially IT-SMEs need to be prepared to increase
their cyber security budget to stay successful in their markets.

Web Application Security / Secure Software-Engineering
Web Application Security is a branch of information security
dealing specifically with securing web interfaces or web sites,
web applications, and web services. These applications are com-
monly used and may be vulnerable to e.g., Cross-site scripting,
SQL injection, or code injections. Secure Software-Engineering
deals with flaws in configuration or implementation of software
- which can result as an attack vector - as well as the mitigation
of them. Recent research proposes the “security by design” ap-
proach that encourages security awareness and considerations in
all phases of the software development life cycle. Security aware-
ness, in particular in the requirements engineering stage of the
software development life cycle (SDLC), is essential in building
secure software (see e.g., [30]).

Mobile Security / BYOD The last category is measuring
Mobile Security in general, including end devices like laptops,
tablets, or smartphones. Bring Your Own Device (BYOD) is the
term describing the use of private mobile devices in companies.
These devices can turn to a serious security threat, in particular,
because they contain a microphone, a camera as well as a mobile
internet connection. The majority of recent studies report that
users, especially those without strong information technology fa-
miliarity, tend to ignore or be unaware of many critical security
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Figure 2.  The eight categories of the GSC readiness framework within the corporate Eco-System

risks and also their options [41]. In the light of their special secu-
rity challenges, long-term security strategies for managing mobile
devices in SME:s are increasingly necessary [6]. A rather new type
of corporate management information systems category is that of
“Mobile Device Management” (MDM) or “Enterprise Mobility
Management” (EMM) systems, that help not only IT administra-
tors but also CISOs, CIOs, and CTOs to assess the risks associated
with mobile devices used inside and outside of corporate networks
[311.

Table[T]summarizes the eight categories of our approach and
shows key competence areas that we measure within each cate-

gory.

Approach for tool-based readiness determination

For determining capabilities, the target groups and respon-
dents of IT SMEs follow a defined process that is based on a stan-
dardized online survey tool as part of the “Governance, Security
and Compliance Tool” (GRC tool) and proceed in six steps:

1. Initially, all eight main statements have to be rated (“quick
check”).

2. A PDF report is directly generated as output.

3. For an advanced evaluation, the appropriate statement pool
is chosen (32, 64, or 100).

4. Now, detailed statements have to be rated by different ex-
perts within each IT SME.

5. Optionally, further employees of the IT SME can be invited
to take part in the rating process.

6. Finally, detailed analysis results will be generated.

For all eight categories, statements have been generated. For
each category, one main statement exists (total of 8), as well as
(32, 64, or 100) detail statements for the measurement of the re-
spective competencies. With a growing number of statements in
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these sets, the calls for action given later as a result of the survey
are becoming more and more detailed.

Figure [] shows a main statement and some detailed
statements on the category “Information Security Management
(ISM)”. All answers given by the respondents are structured in a
Likert scale, ranging from total agreement to complete disagree-
ment with the statement. Respondents are asked to give their
individual and subjective rating concerning the importance (very
important, important, neutral, less important, not important), as
well as for the capability (very good, good, satisfactory, sufficient,
inadequate) of their company or organisation in relation to the
given statement. In addition to this, the respondents can add own
feedback as free text to the survey within each of the eight cate-
gories.

A pretest of the study design, as described here, was per-
formed with chief executives of three IT SMEs, which resulted in
a partial adaption of some of the statements. The survey has been
carried out utilizing SSL-encrypted evaluation sheets that are sent
over the Web to the individual respondents of the IT SME, some
of them having been invited by other respondents (typically the
CEO of the IT SME) that successfully underwent the registration
process. It is planned in later versions of the survey tool to indi-
cate mean values based on the evaluations of all other respondents
and companies given to each statement so far.

This way, a relative CGS readiness compared to the overall
peer group or industry can be calculated for each company or or-
ganization. The anonymous results of all individual surveys of an
IT SME will be sent to the chief executive officer (CEO) in case
the respondent agreed to this. In addition to this result document,
it is planned that an analysis can be offered to each participat-
ing IT SME via a secure download link. The analysis generally
focuses on comparison and interpretation of the Likert-based in-
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Categories Competencies (Excerpt)

Security Awareness | - Awareness of companies regarding IT Security in general

- Degree of sensitization employees as well as the management
- Motivating employees in awareness

- Frequency, attendance and quality of training sessions

- Social Engineering Awareness (e.g. CEO Fraud)

- Sensitization for Secure Engineering

- Informing employees about recent security threats

- Evaluation of Security Awareness measures

Data Governance - Measure of data quality

- Data governance strategy

- Usage of Big Data

- Adherence of data integrity

- Evaluation of the data collection process

- Determination of data ownership

- Information Lifecycle Management (ILM)

(IT) Compliance / - Presence of certificates (e.g. ISO)

Data Privacy - General Data Protection Regulation-Compliance

- Evaluation of data processing policies

- Quality and frequency of audits

Information Security | - Established Information Security Management System (ISMS)
Management - Definition of security policies, procedures, processes, concepts, and methods
- Evaluation and adjustment of security measures

- Existence of an Incident Management

- Cyclic revision of policies

- Applying the PDCA cycle

- Overall risk assessment / risk management

Technical / - Usage of encryption

physical IT Security | - Usage of authentication

- Sandboxing and Container Management

- Update/Patch Management

- Technical security mechanism (e.g. firewall, anti-virus-application)
- Access authorization concept

- Quality of data backup concepts

- Physical reliability mechanisms

- Implementation of redundancy mechanisms

Cyber-Security / - Detection and prevention mechanisms for cyber attacks
Cloud-Security - Cyclic penetration testing and vulnerability scans

- Protection mechanisms against brute-force and dictionary attacks
- Deep Packet Inspection

- Data Leak Prevention

- Logging and Monitoring of network traffic

- Computer Emergency Response Team (CERT)

- Cloud Policy
Web App Security / | - Protection against top 10 threats [32]
Secure Software- - Fuzzing
Engineering - Usage of security frameworks

- Temporary login blocks

- SSL/TLS usage

- Password complexity

Mobile Security / - File system encryption

BYOD - Remote deletion

- Encryption mechanisms for remote access to resources (e.g. VPN)
- Black- and Whitelisting of Apps

- BOYD directive

- BYOD user agreement

- Mobile Device Management Systems (MDM)

- Mobile Application Management Systems (MAM)
Table 1: Competence areas within the 8 categories of the GSC framework
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dividual evaluations of importance and capability connected with
each competence statement given for the individual set of state-
ments. From this, the As-Is situation and calls for action for the
IT SME can be derived.

Evaluation

After answering the main statements, an automated PDF
short evaluation takes place, that can be downloaded immediately
after the respondent took part in the “quick check” survey. This
contains two pages. The first page presents the aggregated results
of the assessment of the importance and ability of the eight cat-
egories. On the second page, the entered data is automatically
evaluated on the basis of a first classification to provide rough
strengths and weaknesses, general conclusions, and needs for ac-
tion. Within the detailed evaluation, on the other hand, bar charts
and spider diagrams are generated automatically from the evalu-
ations of one or more IT SME employees, which are integrated
into a final report for optional download. In bar diagrams, the an-
swers to the specific competence areas are displayed. Importance
and capability are clearly compared so that deviations and gaps
can be seen at a glance. If importance and capability differ sub-
stantially from each other, then there is a need for action for the
company or organization. The spider web diagram (Figure[3) al-
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lows identifying discrepancies between the indicated importance
and ability quickly as well as to identify corresponding areas of
action.

Summary and Conclusion

Based on the anonymous evaluation of the assessments made
to date by the managing directors of three IT SMEs within a
pretest in November 2019, it can be summarized that the GSC
Readiness Tool (GSC-Tool) contributes to sensitizing and quali-
fying the target group’s need for action. The collected data will be
used anonymously, as planned, to evaluate the target group’s level
of governance, security, and compliance readiness. The evalua-
tion of the results for the responses is always carried out by inter-
preting and comparing the indicated importance/significance of a
competence area and the indicated capability in the competence
area. This entails a restriction of the identification of the actual
situation and the need for action, which cannot cover the entire
picture of the IT SME and its sub-sector within the IT industry,
especially in the case of the automated evaluation of the main
statements. In this respect, the approach of measuring the degree
of maturity of the governance, security, and compliance readiness
of IT SMEs does not replace further analyses and evaluations in
individual cases.
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Nevertheless, the structured presentation of the detailed eval-
uations according to the eight categories, in particular, provides a
first picture of the strengths, weaknesses, and needs for the action
of the IT SMEs concerned. This has been confirmed by the CEOs
of the three companies participating in the pretest. In this respect,
the practice-oriented and pragmatic approach of determining the
readiness level through self-assessment of actors from the target
group presented here can be confirmed at this early stage. On
the one hand, the separation between short, automated quantita-
tive evaluation of the main statements (target group “managing di-
rectors/executive board members”) and the detailed evaluation of
the detailed statements appear to be a successful approach for the
high participation of the target groups. We expect other exciting
insights from differences in the answers and ratings of the differ-
ent target groups within IT SMEs (managing directors, IT man-
agers, product development managers, corporate information se-
curity officers (CISOs), data protection officers, union members,
product and customer managers, service consulting managers),
which are to be evaluated and interpreted individually.

Future Work

We plan to start to go-live of the GSC tool in spring 2020,
and a first empirical survey based on a two-month data-gathering
phase. Meanwhile, the approach for modeling and measuring
governance, security, and compliance readiness of IT SMEs uti-
lizing our GSC-framework, and the GSC-readiness tool itself
are to undergo a series of extensions and validations in the next
project phases in 2020. After representative survey data has been
gathered, primarily from IT-SMEs within the EU, it is addition-
ally planned to automatically display the result values also to the
anonymous peer group values in the automated evaluation reports.
It is planned in later versions of the survey tool to indicate mean
values based on the evaluations of all other respondents and com-
panies given to each statement so far. This way, relative gover-
nance, security, and compliance readiness compared to the over-
all population (more precisely to the peer group of the specific
sub-industry) can be calculated for each company or organization.

Initially, the detailed evaluations of individual persons at the level
of an IT SME participating in the evaluation will only partially be
evaluated automatically. However, automatic evaluations would
make it possible to investigate a significantly higher number of
empirical cases and thus a higher proportion of IT SMEs, while
at the same time reducing the effort involved in the evaluations.
It is also planned to enrich the capability areas of IT SMEs in fu-
ture versions according to further research and the feedback of the
respondents. The dissemination and application of Artificial In-
telligence solutions for IT security could be one of the trends that
could be identified within the group of the participating IT SMEs.
It is also planned to draw up hypotheses based on higher numbers
of respondents and to test them against the anonymous database
in order to generate further conclusions for research questions rel-
evant for IT SMEs.
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