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Abstract
With the rapid development of mobile devices and multime-

dia processing technologies, digital multimedia applications has
become increasingly more popular in our daily life. Due to the
nature of digital media, digital images can be easily modified
without leaving obvious traces. Digital image forensics is an
emerging research field which aims to address the major prob-
lems as forgery detection, source identification, image recovery
and detecting the existence of hidden information, which is also
referred as steganalysis. Steganography is the science of covert
communication which aims to conceal the existence of the se-
cret information hidden in the communication. Steganalysis is
the study of detecting hidden information, which is embedded by
using steganography techniques. In this paper we present a foren-
sic mobile application developed on iOS platform. This applica-
tion is designed to perform both steganalysis and steganorgraphy
tasks in digital images; that is to conduct information analysis
of given images and determine if there is any secret information
hidden in the given images, and also fulfill the task of hiding infor-
mation invisibly into digital images. There have been a number
of well-established techniques in digital image steganalysis and
steganography fields during recent years. However, there are very
few mobile forensic tools that have been developed to comprehen-
sively adopt these methods. Our forensic mobile application aims
to systematically include significant methods both in steganogra-
phy and steganalysis fields, so that people can use it as a forensic
tool to determine if an image contains a hidden message, as well
as use it as a security tool to perform covert communication by
hiding information in an image.

Introduction
There has been an explosive growth in mobile device usage

in recent years. With the rapid development of mobile devices
and multimedia processing techniques, the operations once per-
formed only on computers can now be carried out on the new
platforms. People have increasingly relied on mobile devices for
communication and multimedia editing. Digital multimedia, such
as images and videos, are becoming one of the major information
carriers. The ease of the digital multimedia acquisition, modifica-
tion and synthesis brings convenience for users as well as raises
security concerns and opens new avenues for research in mobile
security.

Steganography, a promising field in security, has attracted
more research attention recently. Steganography refers to the sci-
ence of performing covert communication by hiding a message
into a carrier medium, for example, to conceal a text message in
an image [1, 2]. Comparing to cryptography, which aims to keep
the communication confidential from an eavesdropper, steganog-

raphy strives to conceal the existence of the message from a cen-
sor [3, 4]. Steganography is a double-edged sword: it can be used
to enforce the communication security by hiding secret informa-
tion in innocent-looking carriers; on the other hand, it can also be
employed by malware to smuggle malicious information. Either
of the aforementioned uses of steganography may pose a chal-
lenge to digital forensics.

There are many different carrier formats which can be used
for steganography, such as images, IP packets, audio and games
[5, 6, 7]. Images are the most popular ones because they are
widely used in various communication scenarios and have com-
paratively larger data payload [8, 9, 10, 11]. In the ever chang-
ing environment, some image steganography applications are
launched in the mobile markets and start to draw attention from
mobile users. A common use of these applications is to enable
the user to embed a secret message, such as text and image, into
a carrier image without causing perceptible changes. The user
can achieve covert communication by sending the modified car-
rier image.

There has been an great amount of work done and progress
achieved in the fields of image steganography and steganalysis
[12]. Most of the current mobile applications are focusing on
implementation of the very basic steganography methods, such
as LSB embedding [13]. The major goal of this paper is to
develop a mobile application which systematically includes sig-
nificant methods in both steganography and steganalysis fields
[14, 15, 16]. So that users can use this application to perform
forensics task of detecting hidden message in the digital images
as well as use it as a security tool to hide secret message in the
digital images to achieve a covert communication.

The Proposed Forensic Mobile Application
In this section, we introduce the proposed forensics applica-

tion. This application is designed to perform two major tasks: de-
tecting secret information from digital images (steganalysis) and
hiding information in digital images (steganography).

There are different types of methods in the steganography
and steganalysis fields. The methods that we are interested in
including in the forensics application are summarized and illus-
trated in the following subsections.

Steganography Methods
Based on the domains that the steganography methods are

implemented, there are three major types: spatial domain meth-
ods, transform domain methods and adaptive methods, which
combine the usage of both spatial and transform domain.

The main idea of the spatial domain methods is to modify
the bits of pixel values to embed secret information. The spatial
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domain methods that will be included in our forensics mobile ap-
plication is:

• Steganography in Spatial Domain

– Least significant bit (LSB) steganography: LSB em-
bedding is the most basic steganography method that
hides a secret message in the LSBs of pixels values.
The advantages of LSB embedding are that the distor-
tions induced by LSB embedding are imperceptible
and it is very easy to implement. While, the disadvan-
tage is that LSB embedding is not reliable and em-
bedding message can be easily destroyed by comment
image processing, such as compression.

There are different types of transform domains in image pro-
cessing, such as discrete cosine transform (DCT) which is used by
JPEG compression and discrete wavelet transform (DWT) which
is used by JPEG2000 compression. We focus on the methods in
DCT domain since JPEG is the most popular image format which
is based on DCT.

• Steganography in DCT Domain

– JSteg: this method is similar with LSB embedding,
except that JSteg uses the LSBs of non-zero DCT
coefficients for embedding instead of using LSBs of
pixel values.

– F5: matrix embedding is introduced in this method,
which is able to embed multiple bits by making at
most one bit modification. This method greatly im-
proves the embedding efficiency and decreases the
possibility of being detected.

Steganalysis Methods
Steganalysis is the study of detecting the existence of the

hidden messages. There are two major types of steganalysis: tar-

Figure 1. Main User Interface

geted steganalysis and blind steganalysis. Targeted steganalysis is
applied when we know what steganography method has been used
for embedding, while blind steganalysis does not require knowing
the steganography algorithm being used.

The well-know steganalysis methods for the above men-
tioned steganography methods are summarized as follows:

• Targeted Steganalysis

– Histogram Analysis: this method is based on the ob-
servation that if an image is fully embedded by using
LSB embedding, the number of pixels or coefficients
with 2i and 2i+1 values should be approximately the
same. The histogram analysis method works well for
fully LSB embedding in both spatial and DCT do-
main.

– Sample pairs analysis: utilizing the features of the
spatial correlation within images to explore the arti-
facts of embedding. This method is more reliable and
accurate, which works well when the images are par-
tially embedded.

• Blind Steganalysis

– JPEG Steganalysis using calibration: this method uti-
lizes the feature of JPEG image compression that
quantized DCT coefficients are robust to small distor-
tions. So that we can estimate the cover image (the
original image which is used for embedding) from the
stego image (the modified image which contains the
embedded information). The estimated cover image
further can be used for construction of features for
blind steganalysis, which can also be used as a tar-
geted steganalysis against F5.

Figure 2. The steganography option user interface
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Application Development
Our forensic mobile application is developed on iOS plat-

form. We used Xcode, Apple’s default IDE, and swift 3.0 pro-
gramming language for the application development. In addition
to the default APIs, we have mainly used Core Image frame-
work, vImage framework and libjpeg library for image process-
ing, and used iOS-Charts library for plotting figures. The main
user interface is shown in figure 1. There are two major options:
Steganography and Steganalysis. Steganography option enables
the user to perform information hiding and information detection
via three different methods. Steganalysis option performs analy-
sis for steganography methods. The features and usage of these
two major options are further explained as follows:

• Steganography Option: the user interface is shown in figure
2.

1. Embed switch: user needs to decide which operation
will be performed first. When the switch is turned on,
the embedding function will be perform, otherwise the
detection function will executed.

2. Choose button: user needs to choose an image from
the photo album for message embedding or detection
as shown in figure 3. The selected image will be
shown in the image viewer as shown in figure 4.

3. Message Input/Output window: if embed switch is
turned on, user can input the text message for embed-
ding; if embed is turned off, the detected message will
be displayed in the window. If the window is empty,
the default message used for embedding is uniform
random bits and fully embedding will be performed.

4. info field: shows the operation status.
5. LSB/JSteg/F5 buttons: performs the corresponding al-

gorithm for embedding or detection. For example, If

Figure 3. Selecting image from photo album for information hiding or de-

tection

Embed is turned on and any of the LSB/JSteg/F5 but-
tons is pressed, the message in the text window will
be embedded to the original image to generate a stego
image. The stego image will be automatically saved
to photo album and loaded in the image viewer.

6. Examples of performing message embedding and de-
tection are shown in figure 4 and figure 5.

• Steganalysis Option: the user interface is shown in figure 6.

1. Choose button: user needs to choose an image from

Figure 4. Message is embedded successfully

Figure 5. Message is detected successfully
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the photo album for steganalysis. The selected image
will be shown in the image viewer as shown in figure
7.

2. Histogram/Calibrated/Pattern buttons: performs the
corresponding steganalysis algorithm. By clicking on
Histogram button, the histogram segue will be trig-

Figure 6. The steganaylysis option user interface

Figure 7. Load the target image for steganalysis

gered and lead to the histogram view, further in the
histogram view, user can choose to perform histogram
analysis either in spatial domain or DCT domain as
shown in figure 8 and figure 9. The user can also spec-
ify the histogram range to have a better view on the
details. Calibrated and Pattern buttons are designed
to include the calibrated feature analysis and further
pattern classification analysis for future work.

Experimental Results
Since our forensic mobile application aims to perform im-

age steganalysis for forensics purposes as well as to implement
steganography algorithms for security purposes. So we run two
types of experiments on our forensic mobile application.

• Part I: Experiments on Steganography

1. Select a set of different types of digital images as the
cover images.

2. Embed secret information into the cover images by
using each of the above-mentioned steganography al-
gorithms

3. Check to see if there is any visible artifacts caused by
the embedding

4. Apply the common image processing of JPEG con-
version into the stego images.

5. compare the reliability and robustness of different
Steganography algorithms.

The nature of the LSB, JSteg and F5 algorithms indicates
no obvious visual artifacts after the embedding since all the algo-
rithms use the LSB plane (either in spatial domain or DCT do-
main) to embed the message. Our experiments conform to this
fact. We used each of the algorithms to test on different images.
By visually checking on the contents, there are no obvious dif-
ferences between the cover images and stego images. One com-
mon image processing operation in multimedia communication is
JPEG conversion. We tried to convert the formats of BMP and
PNG into highest quality of JPEG format (default saving format
on iOS) for LSB embedding, the embedded message has been
greatly impaired. While JSteg and F5 perform message embed-
ding in DCT domain, if the modified DCT coefficients are saved
directly without further recompression (we used libjpeg library
for this purpose), the messages remain intact.

• Part II: Experiments on Steganalysis

1. Get the stego images obtained from Part I experiments
2. Perform forensics analysis by using the steganalysis

algorithms.
3. Compare the reliability and accuracy of steganalysis

algorithms.

Pixel histogram is used to analyze LSB embedding. For ex-
ample, we used lena image as a test image and performed a full
embedding using random bits. Figure 8 shows the pixel histogram
at the range [20,50] for the stego lena image. In this histogram fig-
ure, there is a clear staircase (the adjacent two bins are approxi-
mately evened out) pattern, which can be used to identify the LSB
embedding. DCT coefficient histogram is used for both JSteg and
F5 algorithms. Figure 8 shows an example of DCT coefficient
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histogram at the range of [−20,20] for the stego lena image fully
embedded with random bits by using JSteg algorithm. In this his-
togram, there is also a stair case effect for all the bins except peak
bins at 0 and 1, which can be used to identify the JSteg algorithm.
However, histogram analysis is not successful on F5, since F5
has a much better embedding efficiency (one bit modification is
caused by at least multiple bits embedding), the distribution shape
of the histogram is not changed significantly and there is no stair
case pattern as shown in figure 9.

Conclusions
The rapid growth in the usage of mobile devices and digital

multimedia contents has brought great convenience to users. On
the other hand, it also brings a series of forensic-related issues
as we can no longer take the integrity of digital multimedia con-
tents for granted. Steganography and steganalysis have increas-
ingly attracted attention over recent years. Since the techniques of
steganography can be used to secure communication by providing
covert communication through secretly embedded information in
the digital multimedia contents, and the methods of steganaly-
sis can be used to detect the existence of secret communication,
which might be related with illegal activities. The major contribu-
tion of this paper is to develop a forensic mobile application which
systematically include both the steganography and steganalysis
methods of digital images. Our forensic mobile application has
two main components: the steganography component enables the
user to obtain a covert communication by hiding data in the digital
images through different steganography methods, and steganaly-
sis component provides a function of detecting the existence of
hidden message through various steganalysis techniques. Our ap-
plication has shown to provide a convenient way to demonstrate
and practice both steganography and steganalysis algorithms.

Figure 8. Histogram analysis for fully LSB embedding

We included Calibrated and Pattern templates in our appli-
cation for future development. Other potential algorithms can be
further explored and integrated in our application to make it capa-
ble of performing more comprehensive tasks. Since this is a newly
emerging area, there are few number of image steganography mo-
bile applications, such as Steganography, Steganography Master,
Steganographia, MobiStego, WeHide and Hide It In. There has
been very little research regarding the performance of these appli-
cations. Another potential future direction in this field is to com-
pare the reliability and robustness of these mobile steganography
applications and find out the answers for the following questions:
from the communicators side, can the secret message be embed-
ded well without attracting censors attention? Can the secrete
message be retrieved successfully after general image processing?
From the digital forensics investigators side, is it practical to per-
form multimedia forensics on these applications by using present
forensics tools?
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