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Abstract
The download number of health-promotion apps from App

Stores is increasing every year. These so-called eHealth-Apps are
for users a great chance to encourage their health status proac-
tively but also to monitor this continuously. However, the result-
ing positive properties also entail risks. In particular, when users
disclose (in addition to their personally identifiable information)
some of their health-related data. Nowadays, general apps are
more and more criticized in the media, especially the aspects of
privacy and data security of user data are in focus [24,25].

The aim of this study is to analyze what risks may arise
through the daily use of Android eHealth-Apps to user data. The
security investigation focuses on three basic security relevant as-
pects.

One topic here is the evaluation of required permissions by
the providers as well as the transparency towards the users. Fur-
thermore, the data storage of user data will be analyzed, in par-
ticular the readability of the stored data in the database and in
generated text files. The third critical focus of this study is the
monitoring of the data traffic. The background traffic will be
checked, i.e. on possible hidden advertising companies, on en-
crypted or unencrypted communication protocols and on respond-
ing provider server.

Introduction
Mobile devices with their wide range of different applica-

tion possibilities keep an ever stronger entrance into the daily life.
While these were initially intended primarily for personal com-
munication, this function field changes significantly. In addition
to the large market of entertainment, for example the gaming sec-
tor, an area of applications is increasingly developing which has
focused on health issues. This area is particularly benefiting from
the current time frame of a holistic view on the topic of personal
health coupled with the technical possibilities of mobile devices.
For example, there are caloric counter, sleep and fitness tracker
and health care apps. The evaluation platform HealthOn shows
current statistics, analyzes and development trends in German-
speaking health and medicine apps [1]. This platform is based on
data from the Google Play Store of Google Inc. [2] and from Ap-
ple Inc. [3]. The most common applications, however, are based
on Android’s current market-dominating Android operating sys-
tem. Compared to Apple Inc., Android shows a steady increase in

Figure 1. Number of eHealth-Apps in Google Play Store: Development

during Dec 2015 until Dec 2016 (in K), based on [1].

market share over the last few years [4]. The number of eHealth-
Apps on the Google Store has also risen sharply last year. In a
period of 12 months from December 2015 to December 2016, the
supply of eHealth-Apps has risen by almost 33%, see Figure 1.
The increase is almost linear. If this trend continues, the number
of available eHealth-Apps in the next year can be estimated to be
around 170,000.

The mobile applications require a variety of information and
data as part of their functionality. To this end, users trust these
apps to provide private medical information that is sensitive to
data protection. While in the past health data were primarily of
interest to health insurance companies, insurance companies and
medical doctors, new studies show that these sensitive data are
also used by criminals [5]. An indication of this is the increasingly
frequent attacks on mobile devices [6], which show how valuable
data have become for criminals [7]. Are our intimate private data
at risk by the rapid increase in app usage? According to some
international studies, the problem with the increased number of
eHealth-Apps has arisen [7, 8].

Does this also apply to applications that are subject to Ger-
man law? Taking these questions into consideration, we are
conducting a security investigation of free available German-
language health enhancing Android apps. The aim of the work is
to analyze to what extent the manufacturers of applications take
into account the legal framework in order to ensure data security
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and privacy.

Methods and test specification
This study examines security-related issues that demonstrate

the threats and risks associated with using free Android eHealth-
Apps. The central solution approach is to carry out several secu-
rity inspections. For an objective and comprehensible assessment
of these security tests, generic processes are modeled. These con-
tain several process activities which describe the prerequisite, ap-
proach and technical tools for the test execution. The security
analysis consists of three different tests. This includes the assess-
ment of access rights, the analysis of data storage and the obser-
vation of network-based data traffic. A representative sample of
Android eHealth-Apps is set for the test execution by means of
structured specifications.

Security feature 1: Access permissions
By examining the access rights, it is shown which access

authorization groups are most frequently assigned and which se-
curity levels (normal or dangerous [14]) dominate in this context.
Furthermore, the required authorizations are checked for neces-
sity from the viewpoint of the user and the classification of the
security levels is presented in this context. To check the trans-
parency of the access permissions, the manifest of an app is ana-
lyzed for content consistency. Based on these findings, an assess-
ment of possible dangers is carried out.

Security feature 2: Data storage
The study of the data storage focuses on the coexistence and

interoperability as well as the possible storage of passwords of an
app on the mobile terminal. Security-relevant investigation fea-
tures are whether data in particular directories are overwritten or
whether these are retained on the device in a database. It is also
checked whether the storage of these data and passwords is en-
crypted or in the plain text. These results are used to assess the
secure data storage and retention by the app on the mobile termi-
nal.

Security feature 3: Data traffic
In the investigation of data traffic, the IP-based data trans-

mission is considered. The security-relevant aspects to be exam-
ined are the extent to which an encrypted data transmission to the
app provider’s server takes place, to which advertising providers
and analysis companies the data is transmitted, and whether data
can be spied or manipulated by unauthorized third parties.

App selection
The identification of the relevant Android eHealth-Apps is

based on the survey from Statista-research [9]. The subject of this
study from 2015 is a survey of 5046 persons aged 16 to 69 years
on the user behavior of eHealth-Apps. The study included ques-
tions about the current user behavior of eHealth-Apps, whether
respondents would spend money on health enhancing apps, and
whether they would use the apps when they were available free of
charge.

Figure 2 shows the graphical summary of the survey. These
results show that apps from all functional areas are used. The
main focus is in the areas of ”Recipes for healthy nutrition”,
”Search for medical information” and ”Find, match and evaluate

doctors, hospitals, other therapists, pharmacies”. Furthermore,
it is very clear that in contrast to paid apps, the distribution in-
creases, as long as it is in the free offers.

Each app that has been audited provides its apps in several
categories in the Google Play Store. Placing the app is indepen-
dent of its features and tasks. Often, economic reasons are the
decisive criterion. As a rule, the vendor positions his app in the
area where he expects the highest number of downloads. For this
reason, there is the possibility that apps from a functional area
can be found in different categories. According to a study con-
ducted by the Medical University of Hanover [10], eHealth-Apps
are mainly offered in the areas of ”Medicine”, ”Health & Fitness”
and ”Lifestyle”. Therefore, the present one will also be focused
on these three main areas.

In order to be able to classify the functional areas into a pos-
sible category, a random check-up is carried out on the Google
Play Store. For this purpose, keywords which are related to
the functional areas are entered in the search function in the
store. For example, ”Fitness”, ”Healthy Diet”, ”Pills Monitor-
ing”, ”Medication Intake”, ”Stress Reduction”, ”Caloric Counter”
etc. The choice of the apps was then followed by the highest
download number and popularity. This examines how frequently
the apps from the functional areas are assigned to the categories
”Medicine”, ”Health & Fitness” and ”Lifestyle”. The 13 func-
tional areas (see Figure 2) are used to define 15 arbitrarily se-
lected apps. The result of this review shows that 60/195 apps in
the category ”Medicine”, 106/195 apps in the category ”Health
& Fitness” and 13/195 apps are in the category Lifestyle. The
overall evaluation has shown that it is not possible to assign a
functional area to a category clearly, since it is quite possible that
several categories are valid for a functional area. No evaluation
could be carried out for the ”Memory Training” function area be-
cause there is no app in one of the three categories. These apps are
generally in the categories ”Learning”, ”Games” or ”Thinking”.

In summary, the following features, which are important for
the choice of apps, can be emphasized:

• App providers offer their apps in various categories in the
Google Play Store from an economic perspective. Rele-
vant for these studies are the health enhancing categories
”Medicine”, ”Health & Fitness” and ”Lifestyle”.

• In the statistical survey in [9] a total of 13 functional areas
are assessed regarding their use. It can be seen from the re-
sults that every functional area is of fundamental interest to
users. Furthermore, there is a clear trend to see that free apps
are more downloaded from the Google Play Store than paid
apps. For this reason, free apps from 13 functional areas are
determined.

• Only apps from the German legal area are considered.

Within the framework of this study, a representative sample
of eHealth-Apps will be investigated more closely with regard to
their functional areas, taking into account the criteria listed above.

Study 1: Permission
With the implementation of access rights, app vendors by-

pass the isolation of the Android operating system. When in-
stalling an app, the user confirms the required access rights and
thus frees access rights to sensitive data. Depending on the autho-
rization group, user data can be collected, processed and stored.
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Figure 2. Survey on the use of selected eHealth-Apps in Germany by functional area, based on [9].

The user can only keep an overview of these features if he / she is
intensively dealing with the requirements of the app in connection
with the product description and, if he / she has knowledge about
the technical description. Additionally, the user must trust the app
provider to disclose the full scope of access rights and not to hide
any of these permissions. In order to ensure that the required ac-
cess rights do not result in a violation of privacy, checks must be
carried out on the part of the user. Investigations that a user can
implement without great effort are:

• Provide an overview of the required access authorizations,
• Decide whether the requested access rights fulfill the pur-

pose and
• Determine the security level of an access authorization.

In addition to these features, the transparency of the access
authorization must be checked against the user. The Google Play
Store or mobile device contains all required permissions for an
app for the user. However, the permissions implemented in the
Android manifest may not be fully visible to the user. This occurs,
for example, when an app is updated. If a developer forgets to
modify the manifest for changes to an app, it may happen that an
app performs an authorization that does not require it to perform
its actual function.

Experts are investigating this issue by accessing the apk file
of the app. Typically, this is protected by the app provider. If
there are vulnerability in the program code of the app or the mo-
bile terminal is rooted, the lock can be released and the apk file
becomes visible. The root mode is not activated in the entire anal-
ysis. Therefore, the latter approach is excluded.

Using a special analysis tool, Oxygen Forensic R© Suite [11],
the analysis can also perform without root privileges. For this pur-
pose, the relevant file must be extracted from the mobile phone.
This file is in a packed state after the extraction and has to be
unpacked with an additional software.

In the context of this study, the following four properties are
tested on a sample of Android eHealth-Apps (see section Tests
and Results). The entire investigation process can be represented
by generic processes, see Figure 3.

This process sequence represents the top processes step by
step. At the beginning of the security analysis for access autho-
rization, the frequency distribution of the access authorization is
examined, followed by the examination of the requirements of
the access authorization, the classification of the access autho-
rizations into the security levels and finally the examination of the
transparency of the access authorizations.

A detailed illustration and description of the sub-processes
can be found in [12].

Frequency scale of permissions
This review provides an overview of the required access

rights for the apps. This requires that the information is available
from the Google Play Store. Installing an app is not necessary for
this step. Based on these results, the following investigations are
carried out.

Requirement of permissions
The need for access authorization is not assessed by the prod-

uct description, but by the use of an app. Against this background,
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Figure 3. Process work-flow for analysis of permissions, based on [12].

the app needs to be installed from the Google Play Store. After
the installation, the application is tested for its features, related to
the access permissions. An exception to this rule is the ”other”
authorization group. For this purpose, additional technical meth-
ods must be implemented in order to obtain meaningful results.
These further studies are therefore not the subject of this study.

Classification of permissions into security levels
The security levels relevant to the user are ”normal” and

”dangerous”. A detailed description of this is given by the Ger-
man BSI (Federal Office for Security in Information Technology)
[13]. The classification of the security level for the individual
access authorizations is taken from the information page IzzyOn-
Droid [14]. This page provides a clear and documented summary
of the authorizations with their security levels.

Transparency of permissions
In this test, a target / actual comparison of the access per-

missions from the Google Play Store and the Android manifest
is made. The necessary apk file is extracted with the commer-
cial software Oxygen Forensic R© Suite [11]. The non-commercial
software apktool [15] is used for unpacking these.

Study 2: Data Storage
Android stores a variety of data. These consist, on the one

hand, of data of the user and, on the other hand, of system and user
data which are derived from other apps. These data are stored
on the internal memory of the mobile phone by default. Users
can expand their memory by adding an external storage medium.
Typical data for the storage on external media are image, video
and music files, since they are expected to require a large stor-
age capacity. In addition to these memory-intensive data, system
and user data of an app can also be collected on the external data
carriers.

In this study the storage behavior of user data is analyzed.
The analysis of the data takes place on the internal memory of
the mobile phone. An analysis software Oxygen Forensic R© Suite
[11], which extracts the entire content of the mobile terminal, is
used as an aid. The prerequisite for extracting the data is that
no PIN lock is activated. The purpose of the investigation is to
examine whether the internal collection of user data on the app
increases the risk of data breach and data security breaching. In
addition, the user will be able to save the user data during the
use of the app and, on the other hand, the presence of residual
data after uninstalling the app, see Figure 4. In [12] the detailed
illustration and description of the sub-processes is given.

Data analysis during app usage
For the analysis of the app data usage, the following security-

relevant test features are the main focus:

• Clearing the user data on the internal memory,
• Export of data (e.g. calendar or contacts),
• Storage of backups, restore of backups and the possibility to

encrypt backups,
• Possibility to encrypt the app contents and
• Save the PIN code lock.

Data analysis after uninstalling the app
Data analysis after uninstalling the app focuses on the fol-

lowing security-relevant features:

• presence of residual user data on the internal memory,
• Existence of exported data (such as calendar entries or ex-

ported contacts) and
• Presence of PIN code lock.

On the basis of the above-mentioned investigation features, a
selection of the Android eHealth-Apps to be examined is made. If
an app has the function to create a backup, the possibility of a data
export or a PIN code lock, it is at the forefront in the investigation
area.

Study 3: Data Traffic
The exchange of data on Android is controlled by the app

provider. The user usually consents to the right to install the mo-
bile application. Whether a persistent data communication be-
tween a provider server or only once during the commissioning of
the app takes place, is often not clear. When software is deployed
on a server or data is stored on a server, aspects of data security
must be taken into account in addition to the legal requirements.
If security features are not implemented at all, the user data are
insufficiently protected against access by third parties. To iden-
tify vulnerability in the Android eHealth-Apps, the traffic is read
in the network. For this, a typical man-in-the-middle attack [16]
is simulated. It is assumed that the data is communicated via an
encrypted connection (HTTPS). Against this background, the net-
work sniffer ”mitmproxy” [17] is used. With this software, both
encrypted and unencrypted data traffic can be examined. In addi-
tion, the network sniffer includes a function for detecting whether
companies can follow unauthorized user activities in the back-
ground. If such analysis functions are integrated in the app de-
velopment, it is imperative to include this in the data protection
definition.

In order to identify possible vulnerability in data security and
vulnerability in data protection, data transfers in the network are
analyzed during this test. The following security-relevant ques-
tions are considered:

• What data can be read to what extent?
• Are advertisers visible?
• Are data analyzes carried out by third parties?
• Are the responding servers up-to-date?
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Figure 4. Process work-flow for analysis of the data storage, based on [12].

Figure 5. Process work-flow for analysis of data traffic, based on [12].

The existing analysis networks are also included in the man-
ifest file. However, the possibility exists that other unregistered
companies are involved. With this test also such providers can be
recognized. The duration of the app is 60 minutes. The procedure
is presented in a fixed process, see Figure 5. A detailed illustra-
tion and description of the related sub-processes is explained in
[12].

Tests and Results
In summary, the research findings show that Android

eHealth-Apps have a variety of vulnerabilities. Numerous access
rights to sensitive user data are required. In addition, not all of
the acquired rights are required to perform the app. There are also
differences in content between the rights in the Android manifest
and the Google Play Store. The results from the analysis of data
storage and data traffic show that the use of eHealth-Apps is in-
sufficiently protected. Reading or reading along the data is easily
possible. It is possible to create motion profiles or to detect every-
day behavior without technical effort. A violation of the privacy
of the user is therefore also not excluded.

Test Study 1: Permissions
The distribution of rights under Android is a much discussed

topic in professional circles. Developers require access to the sys-
tem and its resources by implementing access permissions in the
manifest. The user himself decides whether he grants them or not.
However, the risks and dangers that may arise as a result are often
not understood by every user.

The verification of access permissions will first show which
access permissions apply to 60 Android eHealth-Apps and what
security levels are hidden behind them. The classification into a
high security level (”dangerous”) implies that this right should be
considered with care [13].

Based on this, an initial assessment is made as to whether the
required access authorizations are required for the function exe-
cution. This evaluation takes place from the user’s point of view
and on the other hand shows how an app can be assessed with its
permissions and which additional properties are to be critically
questioned.

With in-depth knowledge about the system structure of An-

droid, it is possible to get more information about the required
access rights. For example, by extracting and extracting the apk
file, the manifest can be more closely examined. This will quickly
reveal whether all permissions are given to the user. As a rule, this
is checked by the security authorities of Android. However, it is
not impossible for some apps to have this mechanism, although
inconsistencies exist. The test to check the transparency of the
access rights compares the target and actual status of the rights
allocation.

A mobile terminal and an Internet connection are required
for carrying out the tests. In addition, additional software is used
for transparency testing. The software Oxygen Forensic R© Suite
[11] is used to extract the apk file and the software apktool [15] is
used to extract this file.

Frequency distribution and assignment to the security se-
curity levels

As a result, 8/60 (13%) apps do not have access permission
groups. This rating does not consider the access permission group
”Other”. This includes several authorizations that are evaluated
separately in this test. A total of 14 groups can be assigned. 10/14
(71%) Authorization groups are subject to the ”dangerous” se-
curity level. There is a high risk for user data [13]. Taking into
account the fact that health data are collected and stored alongside
personal data, these rights are considered to be sensitive. Against
this background, an examination of the necessity of this allocation
of rights is indispensable. 3/14 (21%) of the authorization groups
belong to the security level ”normal”. According to the informa-
tion provided by the BSI, these do not pose a particular risk to
equipment or user data [13].

In the test, 21 different access requirements could be iden-
tified under the permission group ”Other”. These are often clas-
sified as safe for the user. However, taking into account the re-
spective security level, it can clearly be seen that the majority of
the security levels are ”dangerous”. Only 7/21 (33%) of the as-
certained permission are classified as ”normal” [12].

In the overall view, Android eHealth-Apps require permis-
sions, which pose a great risk and risk to user data and system
data. It is therefore particularly important to ensure that there are
no unnecessary permissions under these requirements.
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Figure 6. Graphical presentation of the results from the analysis of the need for permissions from 60 Android eHealth-App.

Requirement of permissions
The findings of this study provide information about the need

for access rights to the main areas. Figure 6 shows the distribution
of the 14 access authorization groups with their assessment. The
graphics set the access rights in relation to their actual necessity
for the respective app main areas [12]. A total of 186 to be con-
firmed rights could be determined. 109/186 (59%) of the required
permissions are necessary to run the app’s features. 42/186 (23%)
were identified as optional or as not clearly identifiable. This is
especially true of the permission ”Storage”.

Read and write access to the SD card is not always necessary
because most of the apps require data storage on a Web server or
no large amounts of data have to be stored. However, it may hap-
pen that a user does not have enough memory for the system’s
pure system data, then the app has to be stored on the external
medium. A clear assignment is not possible in this context. The
same applies to the permission ”App Info”. The logging of the
app activities is usually used to evaluate the error behavior. How-
ever, apps that have very few features or do not require additional
activities do not necessarily have to retrieve active or running apps
or log device activity.

35/186 (19%) of access requests were not considered neces-
sary. Taking into account the security levels, the groups other than
the groups ”Network” and ”Profile” are to be regarded as critical.

For example, with a magazine app, a user can download
health magazines and then read them. This app does not have
any additional features. The app provider prompts the permission
”Storage”, ”Network”, ”Profile” and ”Location”. In this case, a
valuation was made as follows:

Profile: The application does not require registration, nor can
content be shared. ”Find Known Accounts” is not necessary.

Location: The app does not allow any more functions than
downloading magazines. The determination of the exact and ap-
proximate location is also not necessary here.

Storage: This function does not have to be required. The
magazines are available to the user in PDF format and must be
downloaded from a provider server. A PDF has an average size of
4-5 MB. Against this background, the result here is optional.

Network: No journals can be downloaded without connect-
ing to the WLAN. For this reason, this right is relevant to the ex-
ecution of the app. The access permission group ”other” was not
considered for time reasons. On the basis of the results from the
assignment of the security levels, further checks are to be carried
out here in order to exclude possible weak points.

In the case of the function test, further abnormalities have
been determined in addition to these results. For example, an app
for medical search allows an export of contact details to the per-
sonal contacts of the mobile phone, although the necessary right
is not explicitly required. Another example is the one app for
healthy eating. This is used to perform a voice memory. However,
confirmation of access to the microphone is not required [12]. The
reason for this is that the implemented permissions in the Android
manifest are not fully visible to the user. An initial assessment is
possible with the results from the variance analysis of the access
authorizations.

Transparency of permissions
The results from the comparison of the access permissions of

the manifest file and the Google Play Store are shown in Figure 7.
Of the 60 Android eHealth-Apps, only 59 applications were

tested. The app ”DDG Pocket Guidelines” crashed regularly dur-
ing the test execution.

As a result, 49/59 (83%) of apps were unable to detect any
deviations from the requirements. 10/59 (17%) Apps showed dif-
ferences between the target and the actual state. These incon-
sistencies were found in both the manifest and the Google Play
Store. Furthermore, the manifest file can identify permissions
that are not defined in the current Android version [14]. Possi-
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Figure 7. Result of the variance analysis of permissions, based on [12].

ble causes for such differences and inconsistencies can be found
by further investigations.

Test Study 2: Data Storage
The internal data storage of system and user data of an An-

droid eHealth app does not in itself represent a great risk. How-
ever, if security gaps exist within an app, there is the possibility
of a violation of privacy. Furthermore, there is a risk that third
parties will gain unauthorized access to this data.

The aim of the data analysis is to find out whether system and
user data can be read out by the mobile terminal or read through
by other applications. The main focus of this study is on the type
of data retention, data export behavior, the storage of app PIN
codes, and the storage type of backups.

A mobile terminal, an Internet connection and the analysis
software Oxygen Forensic R© Suite are required for the test exe-
cution. The analysis of the internal memory is performed on 16
Android eHealth-Apps. In the following, the results obtained are
explained in the individual criteria.

Data retention
The category of data storage includes relevant criteria, with

which an initial assessment is made on the visibility of the stored
user data. This concerns, on the one hand, the data retention when
using the Android eHealth app and, on the other hand, the remain-
ing data retention after uninstallation. Another test criterion is the
type of storage. Security-relevant features here are whether data
is stored in encrypted or encrypted form. In addition to the type of
encryption of the data, the location is relevant for storage, such as
on the terminal or a web server. In the case of a clear-text storage,
the data are always visible to unauthorized third parties. Regard-
less of whether it is stored on the device or on a Web server. In
these cases, there is a great risk with regard to the required data
security. If personal or health-related data are stored, there is also
a risk of personal privacy. If the data is encrypted, there is a lesser
risk of infringement. In summary, the results for data retention
can be assessed as follows:

1. For 8/16 (50%) apps, the user data is stored on a web
server and encrypted. 2. For 4/16 (25%) apps, the user data is
stored in the plain text on the mobile device, see Figure 8. 3.
For 3/16 (19%) apps the user data are stored on a web server and
additionally in the plain-text on the mobile phone. 4. For 1/16

(6%) apps, the user data is stored in plain text as well as encrypted.
A pattern of storage is not visible at first sight.

Example of a plain text storage in an app database

Data export
With the function of data export, for example, an app can be

used to export calendar entries, contacts, alarm settings or data via
email. These data are usually stored in other applications, such as
calendars. As a result, in most cases the original protection of the
user data no longer exists. Data shared via the email account can
often be found in the mailbox or even in the email client’s archive.

Furthermore, reminders in the personal calendar are visible
to everyone. These and other security features allow you to an-
alyze user activities and behaviors. The user then only has the
option of manually deleting these exported data. If he does not
delete this data, sensitive data is permanently present on the mo-
bile device.

For the above reasons, the export function when using a mo-
bile application as well as the reliable deletion of this data is
checked after uninstallation. 10/16 apps (63%) have an export
function and 10/16 apps (63%) do not delete the data when re-
moving the app. This makes it possible to conclude uniformly
that in 10/10 (100%) of the apps the exported data after the unin-
stallation continue to be recognized on the mobile device in the
plain-text. For example, the wake-up setting for an app to moni-
tor sleep behaviors remain fully active even after uninstalling the
app. The alarm function was maintained and the notes on sleeping
behavior contained in it were still displayed. In addition, the ma-
jority of the apps can be used to export ”reminders” and ”contact
data”. These data are in part presented in such detail that confi-
dential information, such as medical appointments or medication
revenues, can be viewed by unauthorized third parties and used
for statistical analyzes, for example.

PIN code
The PIN code lock of an app is an additional feature that is

supposed to protect the sensitive content of the app. As soon as
an application protected by PIN code is opened, the application
prompts the user to enter his password. Apps, which are activated
by a registration by user data are excluded from this. Such regis-
trations are, for the most part, permanently active and need not be
confirmed again in the case of repeated use. An app is protected
by a PIN code only if the selected password is kept under lock
and key by both the user and the app. If the password is stored in
the plain-text, the app is thus not adequately protected.

The results for the category of the PIN code lock are to be
evaluated in the total with insufficient. The user has only in 3/16
apps (19%) the possibility to secure his sensitive data addition-
ally. By critically viewing this result, only two apps offer the user
a secure app lock. In these cases, the stored password can not
be read out. The test does not include testing the passport hard-
ness and the possibility of repeated input, which can not exclude
a brute-force attack [18].

Backup
Data that has been lost can be recovered by a backup. The

test examined the backups, which can be triggered manually by
the user and are available offline. An automatic synchronization
of the data on a web server is excluded from the test. In this case,
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Figure 8. Example of a plain-text storage in an app-database.

the user must be online to access his data. In this backup process,
the web provider is directly responsible for the hosted data.

In summary, three apps provide the function to create a
backup offline. An additional password protection of the backup
was not possible. There were two scenarios when restoring the
backup:

• Restore the data, despite protection of the data by a pass-
word and

• View the data without the app installed on the mobile device.

Both scenarios could be easily executed. Although a menstrual
calendar app is locked by a PIN, it was possible to restore the data
without further input. An additional PIN is not requested. The
backup files of the Apps Drugs and Sleep Monitor can be opened
with a common text editor. The contents of these files are readable
in the plain-text.

Test Study 3: Data Traffic
Data exchanged in a network is subject to a greater risk than

internally stored data. However, internally stored data is not pro-
tected against spying. If unauthorized persons obtain the neces-
sary rights, there is not only the risk of privacy and data protection
but also the data security is no longer available. The former is also
true if third-party data are recorded in the background or hidden
advertising providers are active.

The purpose of this analysis is to determine the extent to
which data can be read by the mobile device during the transfer.
In this context, not only user data can be assessed, but also hidden
advertising placement can be recognized. The same applies to
apps that pass protective data to third parties. When a mobile
application sends data to a vendor server, service characteristics
must be used for data security and data protection, such as server
versions and active certificates used.

A man-in-the-middle attack [16] is simulated for the test exe-
cution with the software mitmproxy [17]. This allows the network
activities of the applications to be analyzed and the properties of
the target servers to be determined. The test is applied to 25 An-
droid eHealth-Apps. The following scenarios were identified in
the test:

1. Active advertising,
2. Active data collection by third party,
3. Visible data transfer,
4. Visible data on web databases,
5. Servers which do not correspond to the state of the art and
6. Only a small proportion of providers use secure data com-

munication.

Active data transfer
With the use of a mobile application, a large number of active

third-party providers have become visible. This data transmission
to analysis networks is shown in Figure 9.

In the middle of this graph, the determined networks are
listed. The size of the network cubes illustrates which company
was most frequently identified. In this test, Google Analytics
is the most popular among app providers. There, 16/25 (64%)
apps send periodically information. Second is Flurry Analytics
from Yahoo [23]. There, 14/25 (56%) apps pass on their data.
Googlesyndication use 8/25 (32%) app providers and Baidu 5/25
(20%). The companies etracker and Facebook are less used. Each
1/25 (4%) providers use this offer to evaluate user data or activi-
ties.

The analysis networks are especially active with the
apps ”Fitness Point”, ”BMI Rechner & Gewichtstagebuch”,
”Ernährungstagebuch & Gewicht”, ”Rezepte zum abnehmen” and
”Chefkoch - Rezepte zum Abnehmen”. During the tests up to 50
events could be observed. It is noticeable that these five apps mon-
itor the healthy nutrition of a user and its progress. Whether all
mobile applications with these characteristics exhibit these strong
activities is to be found by further investigations. Of the 25 ana-
lyzed apps, no interactions with third parties could be found only
with the apps ”Apotheke unterwegs”, ”Diabetes Rechner”, ”AOK
genießen”and” mudra-art”. Considering that these apps also re-
quire access to sensitive data, the distribution of the permissions
in the image is also critical. At this point, it is not excluded that
other user data is collected in addition to the app-related data [19].
In addition to the analysis networks, advertising activities were
also identified. 5/25 (20%) apps contain hidden ads.
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Figure 9. Summary of the test results from the analysis of the data exchange between the apps and analysis networks, based on [19].

Visibility of the data
The investigation shows that data of any kind is communi-

cated in the plain-text in the network. The data includes sensitive
user data, logging of authentications, database queries. Except for
this are the apps that do not send data via the network or which are
not connected to a web server. 4/25 (16%) of the apps examined
communicate with an encrypted registration of the user ID.

Figure 10 is an app example, where a plain-text transmission
of registration data takes place at a company server. In this ex-
ample, the user’s personal data and, on the other hand, sensitive
data about the child are to be recognized. In addition, the com-
munication request contains the email address and the login data
including the password. Assuming that the user uses the same
user data in other apps, unauthorized persons can access other
sensitive data without additional information.

Server communication
When analyzing traffic, some vendor servers could be iden-

tified by their name and its implemented programming language.
As a result, 5/8 (63%) of the ascertained operating systems are up
to date. In contrast, 7/8 (88%) of the implemented programming
languages are outdated. PHP is preferred by providers. How-
ever, 5/6 (83%) of the discovered versions are so legacy that they
are no longer supported by the PHP Group [20]. The vulnerability
database ”CVE Details” shows how this language is nurturing. Ig-
nored vulnerabilities, at the same time also legacy versions, cause
a variety of vulnerability [21].

App users can access provider data only in five cases via
an encrypted Internet connection. The key length as well as the

encryption method used correspond to the minimum requirements
based on BlueKrypt [22].

Summary and Conclusion
The assessment of access authorization has shown that the

health enhancing apps demand a large number of permissions to
use personal data. Most of these permissions have access to sen-
sitive data and are subject to a level of security that is considered
to be a matter of concern. Furthermore, it was found that only
59% of the ascertained permissions were required for the func-
tional execution. The variance analysis to the content from the
Google Play Store and the Android manifest shows only a small
deviation, which is positive.

The analysis of data storage and network-based data traf-
fic shows that the security of the data is at risk. Data is kept in
the plain-text on the mobile device or when stored on a provider
server, the data transmission is not sufficiently protected. The pos-
sibility of a backup or an additional PIN code lock is only possible
with very few providers. As shown, the backup can be read out
without additional technical effort. After uninstalling, exported
data is still visible. In addition, the user does not receive suffi-
cient information about the services running in the background.
Analysis and hiding advertising companies and adware programs
are activated by installing an application. When analyzing the
server structure used by the vendors, it was found that partially
legacy systems are used here. These systems therefore have fur-
ther vulnerabilities and the data hosted thereon are thus no longer
adequately protected.

Various security-relevant factors were discovered during the

IS&T International Symposium on Electronic Imaging 2017
Mobile Devices and Multimedia: Enabling Technologies, Algorithms, and Applications 2017 73



Figure 10. Visible user activity in a network using the example of a baby app, based on [12].

test procedure, which are to be examined in more detail. These
results may help identify further weaknesses. Additionally, ad-
ditional security audits for paid apps can be made to determine
whether paid health-promoting applications have a better security
level than the investigated free eHealth-Apps.

The various security analyzes in the use of health apps have
shown that the developing companies have not recognized the
problem, or have little motivation to close these gaps. In order to
eliminate this deficit, different strands of action are conceivable.
First of all, the user should raise awareness. If, for example, an
avoidance behavior occurs in the application of certain eHealth-
Apps due to security concerns, the companies will eliminate the
cause of maladministration as quickly as possible. For this, it
is necessary to give the user information which allows a simple
and fast assessment. An even more stringent unification in the
representation of the usage rights, such as a traffic light system, is
conceivable here. The introduction of independent control author-
ities is another supporting mechanism that certifies, for example,
apps that meet tightly defined security criteria. The resulting addi-
tional security checks mean that the provider must plan more time
to publish their products. On the other hand, it increases the secu-
rity and thus also the quality with regard to data protection, which
in turn increases the user’s confidence and leads to a wider spread
of the many applications which are helpful in many respects.
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