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Abstract
Today, Online Social Network (OSN) has emerged as the per-

vasive form of media connecting people from all over the world.
Among the core functionalities associated with OSN, Instant Mes-
saging (IM) plays a critical role in real-time communication be-
tween those virtual online communities. As the growth in IM us-
age continues, it has become the primary means of communica-
tion within business, education, and everyday life. Meanwhile,
privacy management and data protection are issues that remain
paramount to the future development of IM technology. In this
work, we focus on the data protection and privacy management
of group chat where multiple users simultaneously connect to a
central server for real-time communications. We describe a novel
multimedia IM system supporting user defined security control
over real-time communication in a multiuser environment. The
attribute-based encryption (ABE) is employed by the system to
provide access control over transmitted user messages. Exten-
sive experiments demonstrate that the new ABE key management
mechanism provides a flexible and effective solution to data pro-
tection and privacy management for real-time online communica-
tion in multiuser environments.

Introduction
With the wide use of online social networking (OSN) appli-

cations, people around the world have become part of multiple
individual online communities. Among many solutions for in-
formation exchange within these communities, Instant Messaging
(IM) evolves as a very convenient and easy tool for communica-
tion between users on the Internet. Boasting a variety of features,
IM has become the primary means of communication within busi-
ness, education, and everyday life. Individuals can share their
knowledge, opinions, and experiences with one another or even
in a group meeting scenario. Due to the characteristics of high
capability and extremely flexibility, IM can be implemented ei-
ther as a stand-alone application or as an integrated component of
OSN systems.

Recent techniques has focused on the development of se-
curity mechanisms for statically stored information on different
OSNs. Meanwhile very little effort has been made to specifically
address security concerns in regards to real-time IM communica-
tions. Although many third-party IM providers offer the privacy
control over identification information such as name, birth date,
and contact address for their users, these IM applications typically
provide insufficient protection for individual users over their per-
sonal privacy such as political and religion views and sexual pref-
erence. Business and governmental employees may also have the
concern regarding the exposure of business and even national se-

curity secrets when they use IM for online communication. As the
consequence, the investigation of privacy management and data
protection becomes the critical issues during the process of IM
technology development.

Aiming to improve IM capability and flexibility, we focus
on the data protection and privacy management in group chat sce-
narios where multiple users simultaneously connect to a central
server for real-time communications. Note that the chat between
two online parties is considered as a group chat between only two
users. We describe in this paper a novel multimedia IM system
supporting user defined security control over real-time commu-
nication in a multiuser environment. This chat program can be
deployed as a communication platform in the business and gov-
ernment environments where the security of real-time data trans-
mission is highly emphasized.

While most existing IM applications only prevent malicious
third parties from gaining access to the communication with chan-
nel encryption, the proposed IM system provides real-time data
protection and privacy management on the client side. To this
end, we first introduce the attribute-based encryption (ABE) to
provide flexible, user defined access control over real-time com-
munication in various multiuser environments. In our system, the
transmitted messages are encrypted with the sender’s key which
is specified by a set of attributes. Any user of our IM system can
define such an attribute-based policy to decide who are allowed
to decrypt the encrypted messages based on the identity of the
receivers. In addition to the text-based messages, the proposed
IM system also support secure transmission of audio, image, and
other types of file format for the purpose of multimedia commu-
nications. Finally, the communication platform is implemented
in the manner so that the central server does not collect sensitive
messages and credentials from the individuals who are chatting
using the program, adding another layer of defense to the infor-
mation transmitted with our system.

We evaluate the performance of the developed multimedia
IM system on secure transmission of instant messages in various
multiuser environments. The message construction time at sender
side and message interpretation time at receiver side are measured
against user attribute with different sizes. Experimental results
demonstrate that the new ABE key management mechanism helps
IM users securely exchange information on many group chat oc-
casions. The proposed IM system provides a flexible and effective
solution to data protection and privacy management for real-time
online communication in multiuser environments where strong in-
formation security is required.
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Related Work
The rapid growth of OSN has attracted the attention of both

academia and industry. OSN allows user to create profile, com-
municate with friends, publish and share multimedia information
[1, 2, 3]. Meanwhile studies [4, 5, 6] have found that the privacy
management become one of the central problems of OSN devel-
opment. It was discovered [5] that many OSN providers share
user data with third-parties such as advertisers and developers for
the purpose of making profit.

Facebook users for example usually share far more data than
what they believe to have willingly shared [7]. The location data
in users photographs can be leaked when they use the services
of Flicker [8]. The social network between friends can also be
exploited to infer the characteristics of users [9]. The authors of
[10] employ a technique based on custom add-on in combination
with web crawling to collect sensitive data from OSNs. Much
effort has been put forth to solve these privacy management is-
sues on OSNs. A mechanism is implemented in [11] to preserve
much of the functionality of OSN by generating fake user data.
The authors of [12] describe a novel technology used for verifi-
cation of photos published through OSNs such as Facebook. A
new architecture with client side data encryption and decryption
is presented in [13] for protecting information on OSNs. An ac-
cess control scheme based on social relationships is proposed in
[14] to make sharing personal content easy and secure for OSNs.
Moreover, the introduction of attribute-based encryption (ABE)
[15, 16] further improves the security of privacy management of
OSN. Similar to the attributed-based access control [17], ABE-
based privacy management [18] makes sure that the access of
user data is determined by the attributes assigned to users. More
specifically, the ABE-based system binds encrypted data to access
structures while secret keys contain attributes, which enhance the
flexibility and expressive power of the system.

While the above described techniques enhance the security
of static information stored in various OSNs, little effort has been
made to specifically address security concerns on real-time IM
communications. As an integrated part of many OSNs, IM plays
an important role as a convenient tool for communication between
users on Internet. Most current studies [19, 20] on IM security
are focused on the channel encryption to prevent third-party from
access to the multimedia messages transmitted between online
users. However, very few studies have been done on the subject
of IM user-end security, especially in many group chat scenarios.

Methods
We introduce in this section a novel multimedia IM system

supporting user defined security control and group chat function-
ality. The goal of proposed IM system is to provide real-time data
protection and privacy management on the client side. The sys-
tem is designed to allow multiple IM users to decide whether to
encrypt messages and to select the preferred user attributes. The
IM system requires a central server to act as the hub for all com-
munication between end users. Different from most existing IM
systems, the central server of our IM system is dumb in the sense
that it has no way to examine the content of any messages being
sent beyond the information needed to forward these messages
appropriately.

While the task for message receiving and forwarding is pro-
cessed on the central server running in the background, IM users

Figure 1. The Graphical User Interface (GUI) of the proposed IM system.

operate with Graphical User Interfaces (GUI) to send and view
messages. The layout of GUI as shown in Figure 1 has input fields
wherein a user can submit a user name, an IP address for con-
necting to central server, as well as an encryption key for secure
communication. The GUI also provides users with input fields
to select preferred attribute groups. The attribute group selection
are operated under two different modes: (a). AND Mode (default
mode): In this mode, only users enrolled in the exact same groups
as the sending user can view the transmitted messages. (b). OR
Mode: In this mode, users enrolled in any of the same groups but
not all of the same as the sending user can view the transmitted
messages.

The core logic of the proposed IM system can be divided into
four functional modules:

1. Central Server: The central server module is hosted on one
computer over the Internet, and is the central node that all
the IM users connect to and transmit messages to. Any mes-
sage that the server receives is forwarded to all the users
currently connected to the server.

2. Message Transmission: Messages are transmitted between
IM users and the central server. The central server copies
received messages and forwards them to all connected and
authenticated users. This module by itself has no encryption
protocols to limit whom can view messages. Hence users
can send plaintext messages to all users connected to the
central server.

3. Message Encryption: The encryption module is responsi-
ble for the attribute-based encryption implemented by the
IM system to support privacy management. Messages are
encrypted using a popular encryption algorithm and then
transmitted to all the other users. Those users whom do not
enter the correct key will not be able to, under any circum-
stances, view the original message. Users of this system can
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Figure 2. High level logic overview of the described IM system: IM sender selects preferred user attributes and processes message encryption. A message is

transmitted to central server and is further forwarded to all receivers. User attributes are matched between sender and receiver at receiver side. Depending on

the attributes matching results, either decrypted message or error message is displayed for receiver.

enter an encryption key or instead utilize a stored key file to
generate an encryption key.

4. User Attributes: In addition to message encryption, multi-
ple user attributes which represent the specific groups a user
may belong to, are available for selection. A user can se-
lect to join some of these groups and view only messages
sent from users in the same groups. The proposed IM sys-
tem allows for user defined access control over the real-time
messages. The user attributes module is independent from,
and not reliant on the encryption that is in use by other as-
pects of the IM system.

Shown in Figure 2 is the high level logic overview of the above
described IM system. IM sender selects preferred user attributes
and processes message encryption. A message is transmitted to
central server and is further forwarded to all receivers. User at-
tributes are matched between sender and receiver at receiver side.
Depending on the attributes matching results, either decrypted
message or error message is displayed for receiver. The Central
Server and Message Transmission modules serve for the message
communication between IM users. The Message Encryption and
User Attributes modules serve for the privacy management of the
entire IM system.

Message Communication
The Central Server module plays a critical role in our

attribute-based encryption IM system. It is responsible for the
receiving, duplicating, and forwarding of all user messages trans-
mitted in the network that constitute communication between the
end users. Unlike most IM system, the Central Server in the pro-
posed system does not examine the receiving messages and hence
is unable to share any user messages or credentials with third-
parties such as advertisers or developers, providing additional pro-
tection to the information transmitted with our system.

When designing an IM communication system, we typically
first specify the Internet transport protocol supporting the content
transmission of media data. It is well known that the Transmission
Control Protocol (TCP) provides a more reliable data transfer ser-
vice. Due to the high reliability requirement of the proposed ABE

IM system, the TCP transport protocol is used exclusively. This
is the primary duty of the Message Transmission module, sending
the TCP data packets encapsulating user messages to the central
server and further forwarding to other users. Those data packets
can be encrypted, associated with attribute information, or simply
be plaintext. The Message Transmission module ensures all data
packets are transmitted without loss.

Privacy Management
Message encryption is important for communication secu-

rity, without encryption on some level all communication details
are visible on Internet. The Message Encryption module of the
proposed IM system encrypt user messages using Advanced En-
cryption Standard (AES) [21]. Published by the National Institute
of Standards and Technology (NIST) in 2001, AES is a symmet-
ric block encryption algorithm that is intended to replace earlier
algorithms for a wide range of applications. The technique is se-
cure enough that the United States Government allows it to be
used for the securing of classified and top secret data. Though
AES is implemented as the encryption algorithm for messages
transmitted in our system, any other encryption algorithm could
also be used in this module. The data encryption is an indepen-
dent process within the modules, and does not affect anything but
the messages being transmitted by the system. Consequentially a
user can choose to send either unencrypted messages or encrypted
messages to other users at any time.

The transmitted messages are encrypted using AES with the
encryption key provided by the sending user. Users can manually
input an encryption key, a string of text which will be used as
the cryptographic base. Alternatively, users can select any file on
their computer as a Key File where the data of the file will be read
and converted to a 100-character key used for message encryption.
The advantage of using a Key File is that a user does not have to
remember or memorize an encryption key.

The input of encryption key on the client side is optional as
the sending user can choose to transmit either encrypted messages
or unencrypted messages. If the sending user does provide an en-
cryption key, all messages transmitted from the sending users are
encrypted using AES algorithm with the provided encryption key.

IS&T International Symposium on Electronic Imaging 2017
Imaging and Multimedia Analytics in a Web and Mobile World 2017 15



Figure 3. Alice entered the same encryption key as Bob, she can view the

encrypted messages he sends.

As shown in Figure 3, these messages can only be displayed in
the GUI where the receiving users entering the correct encryp-
tion key. Receiving users who do not enter the correct encryption
key is unable to view encrypted messages as shown in Figure 4.
On the other hand, the sending user can choose to send messages
without providing any encryption key. In this scenario, all mes-
sages are transmitted as the form of plaintext and can be viewed
by all receiving users as shown in Figure 5.

The User Attributes module aims to further enhance the se-
curity level by introducing attribute-based encryption. Users of
the proposed IM system are allowed to join attribute groups to se-
curely view messages sent from other users in the same groups,
and are allowed to quickly switch between attribute groups for
more flexible communication. The attribute information of a spe-
cific user is constantly updated and checked against the groups
that the user is currently enrolled in. If two communication par-
ties are belong to the same groups, both users are able to view the
transmitted messages. Otherwise, the receiving user is unable to
view these messages.

The attributes supported by our IM system include Work,
Family, Sports, and Friends. IM users can optionally select to
join one or multiple attribute groups. For instance, Alice, Bob,
and Charlie are three users who organize a three-person group
chat using the IM system. Suppose both Alice and Bob select to
join the Family group as they are brother and sister in one family,
at this moment, only Alice and Bob can view the messages sent by
themselves while Charlie is unable to view their messages. Now
if Bob further join the Sports group, any messages sent by Bob
from this time point are hidden to Alice. Only users with same
(Family AND Sports) attributes are able to view messages sent
from Bob. This example shows that user attribute provides ad-
ditional privacy control in multiuser environments where strong
information security is required.

Figure 4. Charlie enter an incorrect encryption key, he cannot view what

Alice and Bob are discussing.

Note the proposed IM system also supports a GroupOr flag.
If this flag is not marked, the system is running in AND Mode. As
shown in Figure 6, only users enrolled in the exact same attribute
groups as the sending user can view the transmitted messages. If
this flag is marked, the system is running in OR Mode. In this
mode, the semantics of logic for the user attributes is changed,
allowing users enrolled in any of the same attribute groups but
not all of the same as the sending user to view the transmitted
messages.

The Message Encryption module and the User Attributes
module can work together to provide higher level of data protec-
tion. As an additional layer of security, user messages may even
be encrypted while still having user attributes, offering a user two
layers of security within the IM system.

Results
The proposed Instant Messaging (IM) system is developed

on Windows 10(X64) operating system. The standard Java JDK
is used and all programming is performed within the Eclipse De-
velopment Environment. The AES encryption used for system
development is implemented using standard javax.crypto package
that is included with the standard Java Development Kit (JDK).
The central server is run on Machine A which has an AMD FX-
6300 6-core processor running at 3.5 GHz with 24 GB of memory.
Machine B which is responsible for connecting to and sending all
message to be examined has an Intel i5-3337U dual core proces-
sor running at 1.8 GHz with 8 GB of memory.

We evaluate the system performance with two measure-
ments: Construction Time and Interpretation Time. The Con-
struction Time measures the amount of time used for an IM send-
ing client to process a message, which consists of attributes spec-
ification and message encryption. The Interpretation Time mea-
sures the amount of time used for an IM receiving client to process
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Figure 5. From Alices perspective, plaintext message is transmitted if no

encryption key is entered.

a message, which consists of attributes matching and message de-
cryption. Network latency is ignored as it is a variable and fluctu-
ates with many factors such as the distance between IM users.

The Construction Time and Interpretation Time are measured
for both non-encryption scenarios and encryption scenarios. We
count the above two measurements with different sizes of user
attribute, where each attribute is specified as a 5-character string.
The sizes of user attribute used for testing include 0, 1, 10, 25,
50, 100, 200, 300, 400, and 500 attribute(s). 0 attribute refers
no user attribute is specified. For each size of user attribute, 100
experiments are conducted. We take the average time of each
set of experiments as the final result. As shown in Figure 7 and
Figure 8, the overall Construction Time and Interpretation Time
tend to increase for more user attributes. The results are expected
as it takes more time for attribute-based encryption and decryption
when more user attributes are involved.

Note that the message interpretation takes a significantly
longer amount of time compared to message construction for a va-
riety of reasons. The message interpretation process involves the
parsing of received data strings, username extraction, attributes
matching, and message decryption. The attributes matching is
performed through the comparison of multiple arrays, a process
which is exceptionally time consuming but necessary to ensure
messages from all users are correctly interpreted.

Conclusions
Instant Messaging (IM) has become the primary means of

communication within business, education, and everyday life. In-
dividuals can share their knowledge, opinions, and experiences
with one another due to a variety of features supported by exist-
ing IM applications. However, very little effort has been made
to specifically address security concerns regarding real-time IM
communications. In this work, we focus on the data protection

Figure 6. IM System in AND Mode: Alice is enrolled in the exact same

attribute groups as Bob and hence can view messages sent from him.

and privacy management of group chat where multiple users si-
multaneously connect to a central server for real-time communi-
cations. We describe a novel multimedia IM system supporting
user defined security control in a multiuser environment. To this
end, we first introduce the attribute-based encryption (ABE) to
provide flexible, user defined access control for real-time com-
munication. The proposed IM system also support secure trans-
mission of audio, image, and other types of file format for the pur-
pose of multimedia communications. Finally, the communication
platform is implemented in the manner so that the central server
does not collect sensitive messages and credentials from the in-
dividuals who are chatting using the program. The proposed IM
system provides a flexible and effective solution to data protec-
tion and privacy management for real-time online communication
in multiuser environments where strong information security is
required.

Our attribute-based encryption IM system is demonstrated to
be secure and flexible for supporting real-time communication on
Internet. Some potential improvements are achievable for the pro-
posed system in the near future: (a). Employ automatic key distri-
bution mechanism such as public key to enhance system security.
(b). Instead of transmitting messages from one user to all con-
nected users, the central server can choose specific receiving user
based on user attributes and hence improve the system efficiency.
(c). Integrate the IM system with existing Online Social Networks
(OSNs) for more wide applications in the ever-expanding world
of social networking. (d). Support more multimedia data formats
for better user experiences. (e). Incorporate user attributes into
the key generation for more reliable and flexible message encryp-
tion. The IM system is expected to be ultimately integrated into
popular social networking applications to provide secure real-time
message communication between users from various online com-
munities.
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Figure 7. Message construction time with different sizes of user attribute.

Figure 8. Message interpretation time with different sizes of user attribute.
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