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Abstract

The field of image forgery is widely studied, and with the re-
cent introduction of deep networks based image synthesis, detec-
tion of fake image sequences has increased the challenge. Specif-
ically, detecting spoofing attacks is of grave importance. In this
study we exploit the minute changes in facial color of human
faces in videos to determine real from fake videos. Even when
idle, human skin color changes with sub-dermal blood flow, these
changes are enhanced under stress and emotion. We show that
extracting facial color along a video sequence can serve as a fea-
ture for training deep neural networks to successfully determine
fake vs real face sequences.

Introduction

In recent years, with the increase of image and video data,
along with the rising popularity of deep neural networks, im-
age and video synthesization has become easier than ever be-
fore. Training deep neural networks on hundreds of thousands
of videos has become possible, providing a basis for generating
better and more realistic synthetic images and videos.

One of the most popular domains for image synthesis is hu-
man face generation. 2D face image generation using various
deep networks have reached amazing quality ([8, 29, 26]) that
fool even the human eyes [47].

More recently, several approaches to synthesis of videos
with human subjects has been introduced colloquially termed
Deepfakes, in which the original face in a video is replaced by a
different individual. One approach involves swapping the origi-
nal face in every frame with a new face. Earlier studies used com-
puter graphics based approaches but recently deep learning tech-
niques have been introduced with very impressive results [1, 2].
Another approach to face video generation involves re-enacting
in which a given face is warped to conform with the pose and
expression of the source video frames [17, 55, 7, 65].

On the other hand, the advance of biometric technology
has promoted the use of biometrically controlled secure access.
Along which developed a keen interest in spoofing attacks, us-
ing masks, fake images, fake videos and other fake data to forge
entry into biometric systems.

Both synthetic generation of fake videos and the attempts at
spoofing biometric systems has raised concerns about the relia-
bility of face images and videos and the difficulty in distinguish-
ing real from fake ([27]). Various methods have been proposed
to determine real from fake videos as well as detect spoofing at-
tacks, though typically in separate contexts. We consider that
both problems deal with determining that the video at hand is
a true rendering of a human subject with all the physical and
physiological characteristics of a live person. Thus, we propose
to utilize an aspect of the human face which is much harder to
mimic: changes in facial skin color. In this paper, we attempt to
test the viability of using changes in facial color as an indicator
for both fake videos and for spoofing attacks.
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Previous work

The study of fake or forged images has long been a major
player in the area of image forensics extending to various visual
media (see surveys on 2D images [20, 42, 15], videos [5, 50],
depth images [44] and more). Although classically, forgery de-
tection focused on finding evidence of tampering following the
image’s acquisition by the camera, current technology eliminates
the camera from the forensic loop and forgery detection now at-
tempts to distinguish complete synthetic images from those ac-
quired by a camera sensor. A more appropriate definition of
forgery detection would now be to determine whether an image
faithfully renders a true existing scene in the world.

Numerous approaches have been proposed to detect fake 2D
images of faces ranging from image processing to computer vi-
sion techniques and machine learning as well as deep network
based approaches [40, 35, 32, 54, 38]. See [37, 59, 25, 53] for
reviews. Several approaches have also been suggested for detect-
ing image based spoofing attacks [16].

Recent studies have attempted to tackle the rising success
of deepfake generated videos. Most approaches rely on finding a
discrepancy between known physical attributes, such as shading,
angles or color, and those found in the video. Another approach
to detection of fake videos, is to find traces of the generation
operation, a type of fingerprint.

In [33], the authors attempted to identify the fake videos
by detecting the face warping artifacts. As face-swapping gen-
eration has to map one face to another, there are some visible
artifacts in the bounding box- those artifacts are a result of a res-
olution mismatch, blurring, or an angle misalignment between
the source and the target. In [64], the authors proposed to use the
head pose as a telling physical attribute. Since in deepfake face
swapping is usually performed, sometimes the position of the tar-
get and the source are not the same. Using the facial landmarks
the authors attempted to calculate the vector perpendicular to the
plane of the face, describing the head position, and using it as a
feature for an SVM classifier.

Recently, neural networks have been used to detect real
from fake videos. CNN was used in [45] to determine synthetic
from natural images and in [63] to detect manipulated images,
specifically images which were generated using image warping.
In [4], a shallow neural network was trained to detect tampered
videos and in [47] a deep neural network was trained on a very
large data set to determine real from fake videos. Both studies
evaluate authenticity based on individual frames and showed ex-
cellent results. In [19] a CNN was used to extract features from
each video frame which were then passed into a Recurrent Neural
Network that determined whether the video was fake or real. The
network trained and tested video streams rather than individual
frames. They did not restrict their work to face videos.

Finally, in [36], much like our paper, the authors chose to
focus on the color aspect of deepfakes. They focus on the spec-
tral difference between GAN generated images and camera gen-
erated images, in RGB space. They used these differences as
features in an SVM classifier, and achieved 70% accuracy on the
MFC2018 dataset [3] Their focus on color however was more
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technical regarding the way GAN generates images as opposed
to how a camera generates an image, while we focus more on the
biological aspect of color, and how machines will have a difficult
time synthesizing changes in the skin tone.

Background
Facial Skin Color

In this study, we exploit the color changes in the skin to de-
tect forged or tampered video sequences as well as videos used
for spoofing. The human skin structure consists of two layers: an
Epidermis layer and a Dermis layer [6] (see Figure 1). The Epi-
dermis layer of the skin contains Melanin, a chemical pigment
that causes facial color to change very slowly when exposed to
UV light. The Dermis layer of the skin contains Hemoglobin,
which is oxidized blood. Hemoglobin concentration can change
very fast when blood flow under the skin is increased or de-
creased. This causes fast changes in facial color. The color of
human skin is thus determined by the combined concentration of
the melanin and hemoglobin in the two skin layers. Flushed skin
tones are due to a greater concentration of hemoglobin, i.e. the
skin takes on a more reddish hue. Darker skin tones are induced
by an increase in melanin, as in suntanned skin. Characteris-
tic skin tones of different human races is also determined by the
concentration of melanin.

Blood flow in facial areas occur continuously though they
tend to change density under emotional states especially, high in-
tensity states such as stress and extreme emotions[58, 12, 13, 9].
Changes in blood flow implies changes in hemoglobin concen-
tration under the facial skin [11], and consequently changes in
facial color. In [22] it was shown that there is a direct correla-
tion between the emotional state of an individual, and the level
of oxygenated Hemoglobin.

Studies have attempted to model the concentration of
melanin and hemoglobin in facial and hand skin from images
of the skin using multispectral input [23, 24] or RGB input
[43, 56, 46].

The human face contains a high concentration of blood ves-
sels very close to the skin surface [39], thus, changes in blood
flow have a significant effect on facial color. Specifically, the
cheek areas of the face contain many blood vessels and is rela-
tively unaffected by shading and unobstructed by facial hair and
accessories such as eye glasses. Thus the cheek areas are a good
candidate for observing the subtle changes in facial color.

In the context of synthesized and fake face images, we as-
sume that the image generators do not directly implement the
behavior of under-skin blood flow and thus do not necessarily
capture the subtle color changes in the face induced by blood
flow. Accordingly we attempt to exploit this assumption and use
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Figure 1. 2-layer skin model consisting of the Dermis and Epidermis layers.
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facial color changes to determine fake vs real videos as well as
spoofing attacks.

Color space for facial color analysis

Facial color analysis is based on detecting the changes in
blood flow and concentration beneath the facial skin. Since, fa-
cial color is affected by the scene illuminant as well as by the
local shading due to the face geometry, consideration should
be given to the color representation to be used in the analysis.
Specifically, it is advantageous to use a color space that provides
good separation of the flushed red tones from the chromatic con-
tent. The color representation should also allow separation of the
luminance channel in order to reduce the effect of scene illumi-
nation and object shading.

It has been shown that various color spaces outperform the
standard RGB color space when dealing with faces, in terms
of face detection [34, 52] as well as facial emotion analysis
[61, 62, 31]. Testing over several color spaces, we found that
the oRGB color space [10, 60] provides a good decomposition
into the opposing chromatic channels and performs well in rep-
resenting facial color change.

The oRGB color space is similar in nature to the HSV color
space [60], but also provides an additional step of stretching and
compressing regions of the color space in order to obtain a rep-
resentation more similar to the traditional complementary colors
scheme, of red-green and yellow-blue. To convert an RGB pixel
to oRGB, a linear transformation is first performed:

L 0.2990 0.5870 0.1140| |R
C1| = (05000 0.5000 —1.000( (G (1)
G 0.8660 —0.8660  0.000 B

followed by a non-uniform rotation around the luma axis (L):

_J(3/2)6
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where 0 is the angle in the linear chroma plane, defined as: 6 =
atan2(C,,Cy). 8, is the new angle in the oRGB color space.

To calculate the two chroma channels (Cyg,Cyp) of the
oRGB color space, the chroma vector (Cy,C») is rotated to align
with the new angle using the non-uniform rotation matrix R:
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This provides the stretching and compressing effect of the oRGB
color space, which is visualized in Figure 2.

Figure 2. The gamut of the oRGB color space before (left) and after (right)
applying the non uniform rotation in chroma plane as given in Equation 3
(from [10]).
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Figure 3. Extracted facial landmarks and the calculated cheek patch.

Facial Color Feature Vector

To determine fake vs real videos of human faces, We follow
a similar approach to that proposed in [51] in which changes in
facial color was exploited for micro emotion classification. We
extract a feature vector per video segment representing statistics
of the color information in regions of the face, over time. Since
change in facial color is due to facial blood flow, we focus on
the cheek areas as these areas contain a high concentration of
blood vessels beneath the skin, and yet are not usually occluded
by facial hair or accessories (glasses etc).

The input videos are partitioned into video segments of 50
frames each. This allows for variable length input videos, as
well as allows the use of a voting scheme that provides additional
robustness and accuracy. Thus, for each such video segment a
feature vector is created and a segment based decision of real vs
fake is determined.

For every frame of the segment, facial feature points are
detected using a standard machine learning based landmark de-
tector [28] and the patches associated with the cheek areas are
determined (Figure 3). The circular cheek regions are robust un-
der head and facial motion as well as variations and errors in
the detected facial points. Color information from these cheek
patches in each frame are collated into a feature vector.

We use the oRGB color space to represent the chromatic
content (see Section 2). Thus, the RGB data of each video
frame is transformed into the two chroma channels Cyg,Cpy of
the oRGB color space. These channels, being independent of lu-
minance, allow our representation to be invariant under changes
of light intensity of the scene and to shading due to the geome-
try of the face. For every video frame, the average and standard
deviation of the oRGB values C,g,be are computed within each
cheek patch. Since the change in facial color is of interest rather
than the absolute values, we normalize the mean oRGB values
by subtracting the mean oRGB value of the cheek patches in the
first frame of the video.

Thus, for each frame, the normalized mean and the std of
the spectral content over the two selected patches (Figure 3) are
collected, resulting in 8 features per frame. These are collected
across all 50 frames of the video segment, and concatenated into
a single feature vector of size 400. These feature vectors serve
as input for training and testing the networks used for real/fake
video detection.

Datasets

‘We show that facial color can be used to detect fake from
real videos of human faces. We show this on several databases
including deepfake generated faces as well as masked figures as
used in spoofing attacks.
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1. The DeepfakeTIMIT database [30], a recently developed
database which contains short videos generated using a pre-
trained Generative Adversarial network (GAN). The Deep-
fakeTIMIT database was generated from the vidTIMIT
database [49], which contains short videos of individu-
als reading specific sentences. To generate the Deepfake-
TIMIT database, the authors paired videos of individuals
from the original vidTIMIT database, using one as the ref-
erence and one as the target of the face swap. Examples can
be seen in Figure 4. Deepfake TIMIT database contains 320
generated videos. Together with 860 real samples from the
vidTIMIT database, the number of samples is 1180.

2. The FaceForensic++ database [48], a Deepfake database,
with a larger collection of samples. For this study we used
the 720 fake video samples produced using the Face2Face
generator [55] and the 1000 real videos. Thus a total of
1720 samples were used. Samples can be seen in Figure 5
and Figure 6

3. The 3DMAD dataset [14], was designed for testing for
spoofing attacks. It includes videos of unmasked individ-
uals and videos of individuals wearing hyper-realistic face
masks (to implement mask spoof attack). Examples from
the dataset are shown in Figure 7. The database includes
85 samples of real videos and 85 videos of masked faces,
where the masks were in the shape and color of the original
unmasked individuals. Thus the database supplied a total
of 170 video sample.

4. Animated database - Our generated database based on [7],
which allows us to animate a still image based on an input
video. We selected pairs of videos from the MMI dataset of
emotion videos [41, 57]. We used one video of the pair as
the source video, and the first frame of the second video as
the source image. Thus creating fake videos. Examples can
be seen in Figure 8. The dataset consists of 108 generated
videos. The MMI dataset supplied the 48 real videos. Thus
the dataset supplied 156 video samples.

From our generated database and the two Deepfake
databases, we took the fake data as well as the respective original
reference videos, in order to have both real and fake samples of
similar nature.

(b) Target body (c) Face swapped

el S
(b) Target body

(c) Face swapped

(a) Source face

Figure 4. Samples from the Deepfake TIMIT database [30].

Original video

Manipulated video

Figure 5. Sample from the FaceForensic++ database [48].
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Figure 7. Samples from the 3DMAD dataset. A real person (left) and an
individual wearing a hyper-realistic mask of the real person (right).

Fake vs Real Video Detection

To test for real vs fake over the 4 datasets, we extracted a
facial color feature vector, as described above, (Section ), for
each video sample. These feature vectors were used to train
a”’Long Short-Term Memory” model (LSTM) [21, 18] (Figure 9-
10). The network was structured as a binary classifier outputting
either ’fake’ or 'real’. The LSTM network consists of two lay-
ers - a single LSTM layer followed by a dense layer (Figure 11).
Testing was performed using 10-fold cross validation. Training
was performed for 750 epochs with batch size of 100. ADAM
was used as the optimizer.

The results of classifying real vs fake on the 4 datasets are
given in Table 1. Since our system relies on human facial color

RS
A A ——{A]

@ ® (b) (19 (19 )

Figure 9. (a) The LSTM is a type of recurrent neural network (RNN) which
includes feedback loops that feed data back into the network together with
new data. (b) The RNN can be "unrolled” to emphasize the repetition of the
incoming and outgoing flow of data at each step.
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(b) Target frame

(c) Generated video

Figure 8. Samples from our generated database, based on the work of
Averbuch-Elor et al. [7].

variations it was able to reach high accuracy results with 99%
success rate on the 3DMAD data set, 97% success rate on our
generated database, 80% on the much trickier deepfake TIMIT
database, and 82% on the deepfake FaceForensic++ database.

The high success rate is not surprising for the 3DMAD data
set, as the material of the mask should not show blood flow ef-
fects, or facial color change. The Animated database showed
high success rates, since the fake video was generated from a
single still image and thus does not show facial color change.
In terms of the deepfakeTIMIT and FaceForensic++ databases,
these videos were created by models that work on a frame by
frame basis and are aimed at perfecting the pose, and expression
in each frame and are not focused on following the facial color
changes of the source video.

Input gate Output gate

Memory cell

Forget gate

Figure 10. A single LSTM unit.

input: (N, 50, 8)
Istm_2_input: InputLayer
output: (N, 50, 8)
input: N,50,8
Istm_2: LSTM P ( )
output: (N, 100)
input: N, 100
dense_2: Dense P ( )
output: N,C)

Figure 11.
with 100 hidden layers, followed by a dense layer.

The architecture of the network - consisting of an LSTM layer

Society for Imaging Science and Technology



Database Accuracy
3DMAD [14] 99.0%
Portraits 97.0%
DeepfakeTIMIT [30] | 80.0%
FaceForensic++ [48] | 82.0%

Table 1: Success rates of using facial color for fake detection
on the real vs fake datasets.

Conclusion

In this study we tested the ability of changes in facial color

to determine fake from real videos as well as determine spoofing
attacks by detecting masked vs real individuals in videos. We
showed that by training a neural network with the color content
of cheek regions of the face along a video sequence, we were able
to successfully distinguish real from fake and real from masked
faces in videos. We hypothesize that the facial color change is
due to blood flow changes under the facial skin, but whether the
significant factor is the heartbeat- amplitude or frequency, or the
sheer blood flow volume, is unclear.
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