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Introduction

In this paper we present a new method of watermarking
devoted to color images. Watermarking technics generally
sign images by introducing changes that are imperceptible
to the human eye, but are easily recoverable by a computer
program. The locations in the image where the signature
is embedded are determined by a secret key in order to
prevent possible attacks by pirates or alterations due to
compression and coding transformations, or geometrical
transformations.

Meanwhile a lot of methods have been proposed to
watermark grey level images, only few methods have been
devoted to color images. In [1], Kutter proposed a new
method to watermark a color image based on amplitude
modulation of the blue channel, depending on the value of
the bit, and proportional to the luminance. Next, Kim et
al. proposed in [2] an another method based on magnitude
increase of the saturation component with the contrainst
that the resulting color difference is acceptable to the hu-
man visual system.

The basic idea of this paper is to use the spectral radi-
ance distribution of a secret illuminant to watermark the
image. To reach this aim the secret illuminant used in
place of the viewing illuminant is itself embedded, in some
notches locations, by a watermark signal proportional to
the spectral distribution of the studied image. The compu-
tation of notches locations is based on the analysis of the
magnitude of the spectral histogram of the original image.

In order to obtain a good tradeoff between robustness
and invisibility, the amplitude of the watermark signal is
controled by the amplitude of color differences between
the original image and the watermarked one. Besides,
it appears that, even for large variation of the specified
histogram, the transformed images look visually undis-
trorted.

The proposed process do not require to know neither
the original image, neither the original viewing illuminant,
to extract the watermark signal.

Spectral characterization of a color
image

The main components involved in the image acquisition
process are described by Figure 1. Let us denote R(zx, y, \)
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the spectral reflectance of the object located at pixel loca-
tion (z,y), then S(z,y, \) represents the stimulus seen by
the camera :

S(z,y,A) = I(A) x R(z,y, ) M

‘We have therefore :
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Figure 1. Schematic view of the image acquisition process. The
camera response depends of the spectral radiance of the illumi-
nation I(X), of the spectral sensitivity r(X), g(\),b(\) of the 1,
& b sensors, and of the spectral reflectance R()\) of the objects
in the scene.

In our study, we have considered that the studied im-
age has been acquired under a given illuminant, for ex-
ample an illuminant with a D65 spectral radiance. That
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is, if the spectral radiance of the viewing illuminant is un-
known, we suggest to use a color constancy model, such
as those described in [3—8], to predict its spectral proper-
ties from spectral reflectance of the regions of the image.

It is well known that the appearance of a scene, or
an image, may change considerably when the illuminant
change [9-11]. Such a phenomenon is illustrated by Fig-
ure 2. That is, it is sometime difficult to predict changes
in color due to changes in the viewing illuminant, one im-
portant for this being metamerism. To be abble to pre-
dict correctly these changes in color, we need to know the
spectral reflectance of the objects of the scene (i.e. to work
with multispectral images), and to use a color appearance
model such as those proposed by Hardeberg [11]. That
is, for color images an another heuristic process can be
used. This process is described by the scheme illustrated
by Figure 3.

Figure 2: Example of color appearance change due to a spectral
radiance change of the viewing illuminant.

This process require to know, or to predict, the chan-
nels response of the camera used and to know the coeffi-
cient of each matrix involved by the conversion transfor-
mations.

Step 1 : Watermarking of the spectral radi-
ance distribution of viewing illuminant

The first step of our watermarking scheme consists of sub-
stituting to the viewing illuminant an another secret one,
i.e. consists of simulating a change of viewing illuminant.
Consequently, the colors of the image studied change ac-
cording to the change of spectral radiance of the viewing
illuminant. In order to illustrate this effect, we have simu-
lated in Figure 4 a change of viewing illuminant from the
D65 spectral radiance to the C' spectral radiance.
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Figure 3: Change of RGB color coordinates according to change
of viewing illuminant coordinates.

Let us note T, the linear transformation which substi-
tutes to the viewing illuminant I g5 (\) an another secret
one I,(\), and 7! the inverse transform which substi-
tutes to the secret illuminant the original one. The new
illuminant I,, () is defined by using a secret procedure.

In this study, we have used the following transforma-
tion, which links illuminant I pg5(A) to illuminant I (),
to define the illuminant I, (\) :

Ia(/\) = (1 — Oé) ID65(/\) + « IC()\) 2)

This linear transformation depends of the parameter v which
is given by a secret key.

More generally, whether we want to watermark some
color areas of an image and not other ones, we suggest
to use a secret procedure to define, to simulate, a new il-
luminant for which the spectral radiance will be maximal
for each spectral wavelength corresponding to hues to take
into account, and for which the spectral radiance will be
minimal for other cases.

Let us note 7', the transform which enables to simulate
the change of viewing illuminant required, thus :

3

We denote R'G'B’ the new RGB color coordinates of
pixel (z,y) resulting of this change of illuminant.
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Hue-to-spectral characterization of a
color image

Step 2 : RG B-to-Y CrCb transformation

In this study, we have choosen the Y C'rC'b color space be-
cause Y CrCb is the color space used in the JPEG image
compression standard and in the MPEG video compres-
sion standard [12]. In this color space Y represents the lu-
minance component and C'rCb represent the chrominance
components. These components are computed by means
of the two following transformations [2, 12] :

Y =0299R +0.587G + 0.114B
R-Y  =0.711R - 0.587G — 0.114B
B-Y =-0.299R - 0.587G + 0.9863

Y = 16 +235Y
Cp, = 1284112 (23 (R-Y)
C, = 128+112 (23 (B-Y)

Let us note Ty, the RGB-to-Y CrCb transformation
(see figure 5), and T2_1 the inverse transformation. We
consider that the RGB data are gamma-corrected and has
arange of 0 to 255.

Step 3 : YCrCb-to-H transformation

Let us note H the phase of a point in the C'rCb plane, from
the C'r axis, and S the magnitude of a point from origin of
the C'rCb plane. Then H and S represent the Hue and the
Saturation components of RG B data. They are given by :
H =arctan (%)
s =(cr+cp)?

Let us note T3 the Y CrCb-to-Y HS transformation
(see figure 6), and T3_1 the inverse transformation.

Step 4 : H-to-D,, transformation

Let us note 7} the H-hue to D,, dominant wavelength
transformation (see figure 6), and T[l the inverse trans-
formation.

Step 5 : scaled-space representation of the his-
togram d(\) of the D, dominant wavelength
componant

In order to select the most significant peaks of the his-
togram d(\) representative of the D ,,-dominant wavelength
componant, we have used a scale-space strategy which
consists first to apply a scale-space Gaussian filter to the 1-
D histogram d(\), and next to compute from the extrema
of the derivatives, and from the intervals bounded by the
extrema, a pair of thresholds (the upper and the lower) for
each peak location [13, 14].

Let us note g(\, 7) the Gaussian function used to smooth
the 1-D signal d(\), and 7 the standard deviation of this
function.

328

Let us note D(\, 7) the scale-space representation of
the signal d(\), then :

DA, 1) =d(A) * g(A,7) )
D()‘77—) = /O:o d(u) (27_‘.;/2 . exp |:_(/\2;2,U) :| du

[T 1]

where “x” represents a 1-D convolution.

4!JQ|||‘|‘\|5\UQ||||\"|E|UQ|||‘|||
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Figure 4: Change of viewing conditions from illuminant D65 to
illuminant C.

Then, by computing the first and second derivatives of
the signal D(\, 7), and the zero-crossings defined by the
following equations :

DD\ T)
DA

D g\ T)

=d(\) * =B\

=0 5)
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22D\, 7)

Sae 0

we locate easily the valleys of histogram d(\) [13, 14].

R-Y
Figure 5: Color solid in the Y R —Y B —Y color space.
Projection of theY R—Y B —Y solidinthe R—Y B —-Y
plane.

R-Y
Figure 6: Chrominance hexagon of the Y Cy, C,. color solid. Pro-
jection of the R —Y B — Y chrominance hexagon on the H
hue component. Projection of the R —Y B —Y chrominance
hexagon on the D,, dominant wavelength componant.

Step 6 : selection of notches locations in the
D,, dominant wavelength componant

The scale-space extrema at a certain 7 partition the A-axis
into several intervals. Let be nsp; the number of signif-
icant peaks determined by the scale value 7y, and nsps
the subset of most significant peaks selected among these
meaningful peaks. In order to determine the most signif-
icant peaks of the set of meaningful peaks extracted, we
use the strategy proposed by Ohlander [15].

In this study, the parameters 7y and nsp, are two secret
keys of the proposed approach.

The upper up and lower lo values of the first derivative
D'(A, 1) of the signal D(\, 7) correspond to the A-values
where the sharpness is the higher, i.e. where the wave-
length contrast is maximal.
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Let us note C; (\) the contrast function corresponding
to the signal D (A, 7), defined by :

px (i0ani-12(27)) ©

Cr5(A)

where 3 represents the magnitude given to the signal C'; g(\).

The parameter S is an another secret key of the pro-
cess. The upper value of C; () corresponds to the A-
values where the wavelength contrast is maximal. The
lower value of C 3(\) corresponds to the A-values where
the wavelength contrast is minimal. By definition, the
mean value of C'; 3(A) tends toward 0.

Watermarking of color image from
spectral radiance distribution of
viewing illuminant

Step 7 : Watermark signal embedded to the
spectral distribution of viewing illuminant

The next step of our watermarking process consists of em-
bedding the watermark signal C- () into the spectral
radiance distribution of the illuminant I, (\). The magni-
tude of this embedded signal is determined by the parame-
ter 5. The modifications are either additive or subtractive,
and verify the following condition to be invisible :

C‘rﬁ ()‘) <7 % I, ()‘) @)

The value 7 is selected such as to offer best trade-off be-
tween robustness and invisibility. In our study, -y is equal
to 10. Besides, it appears that, even for large variation of
the specified histogram, the transformed images look vi-
sually undistrorted.

Let us note 1% the transform which embeds the water-
mark signal into the spetral radiance distribution of illu-
minant I, (), thus :

I 5.a(A) = Tr(la(N) = La(A) + Cr5(A) ()

We denote R.G. B, the new RGB color coordinates of
pixel (x, y) resulting of this embedding based on spectral
modulation of viewing illuminant.

Through an embedding of a watermark signal into the
spectral radiance distribution of the viewing illuminant,
we have thus realized an embedding of a watermark sig-
nal into the original image. Indeed, as shown in equation
(1), the color appearance of an object (of a region) depends
obviously of its spectral reflectance but also of the spec-
tral radiance of the viewing illuminant. In watermarking
the viewing illuminant, we have thus watermarked indi-
rectly the original image. In order to illustrate this effect,
we have simulated in Figure 4 an embedding of the C il-
luminant by an amplitude modulation of its spectral radi-
ance distribution. We can observe that the degradations
resulting of this watermarking process are acceptable to
the human visual system, i.e. these degradations are invis-
ibles (compare image given by Figure 4 with watermarked
image given by Figure 7).
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||||5PQ|T\|||||E\DQ\\\||||
Figure 7. Example of watermark signal embedded to the spec-
tral distribution of the viewing illuminant I g (X) = Io(X\) £
10 % I (N) witha = 1.

wre I

Step 8 : Inverse change of illuminant to re-
trieve the original illuminant

The last step of our watermarking process consists of com-
puting the inverse transform 7', !, in order to retrieve the
original illuminant used to acquire the original image, i.e.
the viewing illuminant I(\). This transform is used to ob-
tain a watermarked image with the same color appearance
as the original one. This last step can be defined by :

Ls(\) =T (I g,a(N) )

We denote R;G s By the new RGB color coordinates of
pixel (x,y) resulting of this “inverse” change of illumi-
nant.

Magnitude of the watermark signal
versus its degree of visibility

In order to assess color differences between the RG B co-
ordinates (i.e. the original image) and the R ;G y B coor-
dinates (i.e. the watermarked image), we use the Y C'rCb
color space, because in the Y C'rCb color space color dif-
ferences are proportional to color difference perceived by
the human visual system [2].

Measurement of color differences from Y C'rCb
color space

Color difference in Y CrC'b color space is defined by :

ABcrey = /(Y = Y1)? + (Cr — Crp)? + (Cb— Cby)?
(10)

To assess color differences between the original image and
the watermarked image, we use the PSNR measure based
on the computation of the Mean Squared Error (MSE)
measure defined by the following equations :

2552

1 n m
MSE = — AE¢, , 12
SE=_—— D> AEcees (wyy)  (12)

z=1y=1

The tradeoff between robustness and invisi-
bility

According to differents studies, we can consider that if a
color difference AE¢-cp is lesser than 3 then this differ-
ence is none noticeable to the observer [2,16]. On the
other hand, if a color color difference AE ¢y is bigger
than 6, but lesser than 6, then this difference is percepti-
ble to the human visual system, but nevertheless accept-
able. If the color difference A E¢,.cp is bigger than 6 then
this difference is visible, and the two colors involved are
considered as differents colors. We have used the same
thresholds to analyse, from the MSE measure, the degree
of visibility of our watermark process, and to adjust our
parameters Sand 7.

Through an iterative process, we have progressively
amplified the amplitude of additive and subtractive modi-
fications corresponding to transform 7' (see step 8 of the
process), in increasing the value of v with an increment
of 2% (the v value is initially fixed to 4%) until having a
MSE measure bigger than 6.

The interest of such an iterative process is that it en-
ables to adjust automatically the value of the parameter /3
of the watermark process, this in order to obtain a good
tradeoff between robustness and invisibility.

Perspectives

The next step of our work will consist to study the robust-
ness of the secret procedure used to specify the illuminant
I,()\) in regards to the notches locations of spectral dis-
tribution of C(\). Likewise, we will study if changes
in spectral histogram of the transformed images can be
easily detected from any image attack process. Protec-
tions against attacks will be reinforced by using a regional
watermarking procedure based on color distribution of re-
gions.

We will analyse also how to recover the embedded wa-
termark signal from an image in using inverse, but not
symmetric, functions of the embedding functions.
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