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Abstract 
The storage, retrieval, and manipulation of digital data, such 

as digital medical images, signals, and even documents (medical 
reports), and the analysis of the information held in these data are 
important requirements for the current and the next-generation 
medical archiving systems.  The medical information is the most 
sensitive data, which requires strong security measures.  In the 
medical archiving systems, the most of the security depends on the 
mandatory access controls, and the encryption of the vital data. 
The problems with these techniques arise when an unauthorized 
client has the knowledge regarding the existence of the secured 
data in the system; this can make the system vulnerable to 
alterations, extraction or destroying of the secured data. 

This paper presents a new conceptual framework of secure 
storage system for medical data (digital medical images, 
documents, and signals, etc.) archiving through the use of 
steganographic and cryptographic techniques.  The main 
objectives are: 1) To present a new conceptual framework of a 
multilayer database system for medical data archiving, 2) To 
provide highest level of security and privacy of the vital 
information in the database against unauthorized alteration or 
destruction by any personnel; and 3) To combine steganography 
and cryptography in the infrastructure of the database system to 
further increase the security of the crucial data. 

Introduction 
The significance and urgency of the security and privacy 

problems faced by medical archiving systems has been and 
endures as a prime concern due to the technological advances in 
the computer infrastructure.  In the past, medical information had 
been physically stored in hospitals, laboratories, and doctors’ 
office.  Access to this sensitive data was limited, and it was 
protected by its physical isolation and ignorance of its existence.  
With the digitization of medical data, this information is becoming 
accessible through distributed systems, including the Internet, 
mobile communication.  This consequently has increased the 
numbers of people that can potentially access medical information 
by orders of magnitude, often providing more efficient transfer of 
medical records and related information.  Centralizing and sharing 
these electronically-managed data, which basically provides 
accessibility to the patients’ personal information, eventually can 
cause the misuse of these records.  Misuse of a person’s medical 
and genetic data could potentially impact his/her ability negatively 
to be hired, and limit the career path and insurability [15].  
Therefore, the medical information privacy assurance is a sensitive 
topic which ultimately requires strong security measures.   

There are several ongoing research projects focusing on 
specialized medical archiving systems striving to maintain the 
security of stored vital information [1,2,3,6-9].  In [7], Bowen et. 

al. describes the design of access control methods, which mainly 
based on authentication and auditing of the personnel,  for 
protecting the confidentiality of patient information.  Fernandez et. 
al in [15] argues the general security models based on the 
mandatory access control.  The authors briefly describe some of 
the requirements for the security models. In [5], Ateniese et. al. 
discusses security and confidentiality issues in the medical 
database.  The author’s emphasis on the database security is based 
on the crytographical approach.  As we noted in [11], cryptography 
(encryption) and mandatory access control policies in medical 
database systems provide some security, yet the problems arise 
with these approaches when an unauthorized client has knowledge 
regarding the existence of the secured vital data in a system, these 
techniques cannot protect the vital information in its entirety.   

In recent years, steganography (data hiding) has become a 
very popular means for securing data. Steganography is the secure 
communication of information by embedding a message into a 
‘cover’ digital media in a manner that is undetectable by external 
observers [5].  The message may at any time be retrieved from the 
transmitted/stored digital data.  The difference between 
steganography and cryptography is, though the intercepted 
message may not be decoded without knowledge of the necessary 
key, there is an obvious existence of some data transmission.  On 
the other hand, in steganography, though the message itself may 
not be difficult to decode, the manner in which the data was 
inserted makes the message invisible to any outside source [11].  

The focus of this paper is as follows: 
1. To develop a new conceptual framework of a multilayer 

database system for medical industry. 
2. To protect the confidentiality of the sensitive 

information. 
3. To provide accessibility to the system based on the 

classification of the personnel. 
4. To ensure the integrity of the data. 
In this paper, we have presented an efficient system level 

approach to protect the sensitive medical information, which is 
stored electronically in the medical data archiving systems.  The 
rest of the paper is organized as the following.  In section II, we 
briefly discussed the medical database architecture of the proposed 
system; section III discussed the entire system; we concluded this 
paper in section IV by providing some open problems. 

Background 
The medical data is one of the most sensitive types of 

information, and requires strong security on the following three 
aspects [9]. 
� Confidentiality 
� Integrity 
� Availability 



For example; an incorrect change in a medical record may result in 
a wrong prescription with damage to the patient, or leakage of 
information about a psychiatric treatment could ruin a career [15].  
In the proposed system, the main task has been to provide the 
highest level of security by simply protecting the vital data’s 
confidentiality, because it serves as a foundation for all the three 
aspects, as it is noted above in [15]. 

Unauthorized accesses to data and records in the military and 
commercial industries are likely to be used for criminal purposes, 
such as the sale of military secrets or fraud, respectively [6]. With 
medical information such breaches and uses can be more 
dangerous, and the damages are less evident.  Information systems 
administrators in both military and financial institutions are given 
strong mandates to curb criminal use of the housed data; breaches 
are often followed by investigation to assign responsibility, and by 
disciplinary action [6]. The loss of credibility following a finding 
of gross negligence can be as damaging to the institution as the 
event itself.   

As stated in [6], a different picture prevails in the medical 
field.  Unlike commercial institutions, e.g., banks, health care 
institutions have avoided public degradation after breaches by 
blaming the personnel who violate the sacred principles of ethical 
behavior. The public and even many health care professionals, 
perhaps out of a lack of understanding of security principles and 
practices, assume that the high ethical standards expected of health 
care personnel are enough of a deterrent to the misuse of 
information in all but exceptional cases. This view is contradicted 
by the fact that medical records are routinely available to non-
medical personnel for essential business functions such as claim 
payment processing.  Moreover, medical information has concrete 
monetary value to other stakeholders than the health care provider.  
Until recently the prevalent view in the health care industry was 
that investing in security would hinder efficiency, decrease 
performance, and increase costs. It has been argued that we should 
learn as a society to accept some measure of risk to the security of 
our medical records as a better alternative to pricing health care 
beyond the reach of many. Embracing such stance shifts the cost of 
damages from the institution to the individuals who become 
victims of such breaches [6]. 

Medical Database Model Requirements and 
Specifications 

While several authorization models have been proposed for 
general use, few models are specifically intended to represent 
access constraints in medical environments.  One of the earliest 
discussions of unique security needs for medical systems is a paper 
by T.C. Ting discussing the requirements of mental health security 
[20].  J. Biskup did some significant work on privacy aspects of 
medical systems [21].  G. Pangalos developed several design 
models for medical database [22].  R. Anderson did a systematic 
work of identifying policies for general clinical records [23].  
There are also several studies by medical informatics researches on 
the issues and requirements of patient records, including some 
actual implementations [24,25,26].  Their studies are valuable to 
understand experience in implementing and using medical 
information but they do not attempt to develop new security 
approaches [15]. 

The efficient implementation of the security specifications 
that apply to the design of strict secure database model interpreted 
as the following [15]: 
� Necessary to apply “need to know” policy, providing only the 

information to the authorized medical users 
� Access for the users of this system should be defined by their 

roles, e.g., patients can see their records and doctors can 
modify their patients’ information. 

� Privacy, which implies a large amount of control for the 
patients’ information 

� Closed system design, where the lack of an authorization rule 
implies no access. 

Based on these general specifications,  the authors have stated the 
assumption of the following security requirements: 
a. Attribute and credential-based authorization:  In an 

environment where not all the users that may need access to a 
document are known in advance, we need to have 
authorization models that can consider user attributes and 
credentials to determine access rights. 

b. Content-dependent authorization:  The granularity of access 
should be to the record level to separate individual 
information. 

c. Context-dependent access models:  There are occasions where 
the standard predefined authorization must be overridden.  
For example, if a patient is unconscious and needs immediate 
attention, it is possible that the authorized users of his/her 
record may not be present and someone must access the 
record to decide about the treatment. 

d. Delegation of rights:  Any authorization model must contain 
policies on how the rights of a subject are delegated to other 
subjects.  This is specially important in models where privacy 
is a major objective. 

e. Administration of security:  Need to have traditional security 
administrators that define roles, assign users to roles, create 
groups, and perform similar global functions. 

f. Multimedia objects:  Medical records are a combination of 
text (medicines, treatments, annotations), audio, and images 
(X-rays, CAT scans, ultrasound images), as well as other 
documents related by hypertext links. 

g. Inference control:  Access to some information could allow 
one to infer other aspects and we need to control at least basic 
inferential associations. 

h. Explicit audit:  Audit is particularly important when we have 
context-dependent authorization because of the possible legal 
implications of overriding or adding authorizations. 
It is natural that no single model can satisfy all these 

requirements.  We need several related models at different 
abstraction levels [15].   

Database Design 
Relational databases have been used to store a variety of 

“structured” textual information and numeric values for business 
applications [17]. However, with the advent of Internet and web, 
the ever-increasing range of “unstructured” multimedia formats 
such as images and audio and video clips, require the database to 
have the ability to load, store, and access all the multimedia data in 
addition to the traditional structured data [17].   



A large database is likely to be multilayer – that is, composed 
of several different schemas, with physical (source) schemas at the 
bottom and virtual (view) schemas layered on top [11,28].  We 
have designed each database, with the combination of the two in 
mind, (public and classified) in order to store digital imaging, 
signal studies, and patient records.  Digital imaging and signal 
studies have been referred to a set of X-ray, MRI, and CT images, 
and ECG signals respectively (shown in figure 4), and the patient 
records in text format, collected on a given single patient [12].  We 
have divided the information stored in the proposed system into 
three categories as digital image, textual, and signal data (shown in 
figure 1).  The textual data that is subject to indexing and querying 
consists of metadata, patient data, and clinical data, such as patient 
information, examination technique, diagnosis, treatment, etc.  In 
order to provide the users with the capability to search and retrieve 
information from the database, we have worked on developing a 
content-based information retrieval (CBIR) algorithm.  It should be 
noted that the images can be stored in the database as BLOB, 
binary large object, data type, which can be used to perform 
analysis, data mining, and content-based information retrieval 
functions [13, 14].  In the proposed system, we have stored the 
images (color, and binary) and the textual data in BLOB format, 
and when an image is loaded into the database, the system 
generates 64 by 64 thumbnails of the image.  These thumbnails are 
used for display purposes, preview of the original image, however 
once the original image is requested for analysis, all is required is 
to click on the given thumbnail to retrieve the original data.  
 

           
Figure 1:  Example of stored imaging, and signal studies [12] 

 

 
Figure 2:  Subset Entity-Relationship Diagram of the proposed system 

schema 

 
Multimedia and Mobile Signal Processing Laboratory is 

providing a Dell Poweredge 2800 Server that allows us to 
implement and assess the proposed system.  The database server 
side is implemented by using Microsoft SQL Server 2000 
software, and the client side (front end graphical user interface) is 
tied in by using MFC application.  The system has the capability of 
querying the public and the classified databases simultaneously, 

yet only the clients with the appropriate security clearances can 
access the data.  Furthermore, the proposed system allows the user 
to consolidate an unclassified and classified database.  

System Architecture 
In the proposed system, the first task is to ensure the 

prevention of multi-users (clerks, nurses, doctors, etc.) with 
different access privileges from accessing data classified above 
their security level through steganographic techniques.  The design 
of the system contains two separate databases, which will be 
integrated to operate as one database, as public and classified.  The 
medical data depending on the filing classification levels (secret, 
confidential, top secret, etc.) will be stored accordingly in the 
proposed system.  In the subsequent layers of the database, mainly 
in the classified layers, the digital media contains vital information 
that is invisible to users that do not have the security privileges.  
Steganographic techniques are the essential component of the 
classified layer, because of two reasons; 1) they provide the multi-
user key security concept, and 2) The data hidden inside the cover 
media is invisible to the outside source in the event of intrusion to 
the system. 

 
Figure 3:  Proposed archiving system 
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Figure 4:  Graphical user interface view of the proposed system 

System Security 
In this section, we briefly discuss the new steganographic 

methods that we have developed in order to utilize them in the 
security of the vital informations.   
 

 
Figure 5:  Flow diagram of the steganographic system 

Figure 5 has shown the flow diagram to show the structure of the 
steganographic system.  The main difference between the proposed 
algorithms and the existing ones is that reconstruction of the cover 
media and vital information is crucial for our purposes.  
Furthermore, figure 5 describes the multi-key security within the 
classified data.  The vital data based on the sensitivity level will be 
accessed only by the personnel that have the privilege of having 
the right key to be able to retrieve the crucial data. 
Storage of the digital medical images (color, and binary, such as 
X-ray, MRI, CT scan, etc.), documents (patient reports, etc.), 
signals (ECG), video (surgical educational applications, etc.) in a 
secure environment is the essential part of the system.  We have 
developed several algorithms in order to apply to the proposed 
system design.  The key properties of some of the algorithms are as 
the following: 
1. Binary Image or Text Steganography:  Agaian et al. [19] 

introduced a run length based steganographic technique for 
binary images, which ultimately secures the vital data by 
altering the pixels of the embeddable blocks of the cover 
media depending on the run length characteristics and 
characteristics values of the block.  This technique has also 
been applied to text format media, such as signatures, 
documents. 

2. Image Steganography: In [18], authors have described the 
capacity of embedding into a given cover media, and 
proposed a new adaptive technique that is able to overcome 
embedding capacity limitations, and reduce the revealing 

artifacts that are customarily introduced when applying other 
embedding tools. 

3. 1-D Signal Steganography:  In [27], we have developed a 
lossless adaptive digital audio steganography algorithm.  This 
adaptive algorithm featured choosing the best blocks for 
embedding perceptibly inaudible stego-information.  
Embedding of stego information was carried out in the 
transform domain and a pseudo-noise sequence was added to 
the carrier.  This method of embedding did not require the 
original signal information to reconstruct the secret message.  
Furthermore, a capacity measure was introduced to select the 
audio carriers that presented the minimum distortion after 
undergoing the embedding process. 

4. Video Steganography:  In [29], a novel data hiding algorithm 
and system design for high quality digital video has been 
developed.  The authors argues that instead of targeting on a 
single degree of robustness, which results in overestimation 
and/or underestimation of the noise conditions, they applied 
multi-level embedding to digital video to achieve more than 
one level of robustness-capacity tradeoff.  

Conclusion 
The need for a medical image repository is growing at a rapid 

pace as more and more healthcare professionals utilize imaging for 
diagnosis and research. Although it is a complex task to build an 
enterprise class system that is reliable and robust, but the benefits it 
would bring to the research community is unimaginable [17]. 

In this paper we have presented a concept of a new secure 
multilayer database system for archiving digital medical data (X-
ray, MRI, CT scan, medical reports, ECG, surgical educational 
applications) based on the steganographic and cryptogaphic 
techniques.  The key components of the proposed multilayer 
system are: the confidential data is only visible to the personell 
with the granted privilieges (classification levels), data integrity 
and availability with a secure approach.  The main advantage of 
the steganographic techniques is that the embedded information 
(data) within the cover image is invisible to an outside source.   We 
use the both types of steganographic techniques lossy and lossless.  
In addition, the integration of two database systems, simply 
appearing as one system to an outside source, will ultimately save 
the consumer time, energy, and the money it costs to operate and 
maintain two separate systems. 
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