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Abstract

Steganography is the hiding of payload data within cover
data. The goal of a steganographic method is to minimize the
visually apparent and statistical differences between the
cover data and a steganogram while maximizing the size of
the payload. Current digital image steganography presents
the challenge of hiding data in a digital image in a way that
is robust to image manipulation and attack. Concealment of
the payload data is contingent upon minimizing the apparent
differences between the cover data and the stego data. There
are two basic steganographic methods: Least significant bit
(LSB) and transform-based. LSB steganography is one of the
simplest methods. Data hidden in images using LSB
steganography is highly sensitive to image alteration and
vulnerable to attack. Transform based steganography is
potentially more resistant to loss from image manipulation
and increases the difficulty to a potential attacker. This paper
describes a steganography implementation using the
insignificant coefficients of a fast transform of an image for
data hiding. The performance of this method using different
transforms is measured and the characteristics of each
transform are examined. Performance is measured by
examining the payload density and its effect on image
degradation. The performance of different transforms is
measured on a variety of image types.

Introduction

Steganography is the hiding of payload data within cover
data, so as to conceal the existence of the payload data. The
combination of payload data and cover data is called a
steganogram.

Steganography has a cousin in cryptography. The
payload may be encrypted to secure its contents as
unreadable. Steganography seeks not to make the contents of
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a message secret—which is cryptography’s role—but to
make secret the existence of a message. The two primary
classes of digital image steganography are least significant
bit steganography and transform based steganography. LSB
steganography is more susceptible to image manipulation
than transform based steganography. Transform based
steganography has the potential to achieve higher payload
capacity than LSB steganography.

The steganographic method described in this paper
embeds data in the transform domain of an image. This
method differs from other transform based steganographic
methods in that instead of slightly modifying a large number
of coefficients in either the transform or spatial domain, a
small number of insignificant coefficients are altogether
replaced. The method may be implemented using a number
of different transforms. This paper describes the
implementation using the discrete cosine transform (DCT),
fast Fourier transform (FFT), Haar wavelet transform, and
Hadamard transform. The four different implementations of
the steganographic method yield varying performances and
characteristics. The method in this paper is a first step in the
creation of a steganographic algorithm that is robust to JPEG
compression.

Transform-Based Steganographic Method

This section presents a transform (DCT, FFT, Hadamard
transform, and Haar wavelet transform) based algorithm.
Note that DCT is used in common image compression
protocols such as JPEG and MPEG. Most images on the
Internet are in the JPEG format, so this paper focuses on
storing steganographic data within the image by altering the
coefficients in the transform domain. The forward and
inverse DCT for an N by N block are given by (1) and (2)
respectively.
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The definitions of the other transforms may be found in
Ref. [4].

A step-by-step example of algorithm is described below
in figure 1. The coefficients generated by the orthogonal
transform are first divided into two classes: significant and
insignificant. This classification is made by comparing the
coefficient to the significance threshold T. The significance
threshold is the value below which the transform coefficients
will be deemed insignificant.
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Figure 1. Algorithm Dataflow
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This value is an input to the system and is chosen by the
sender. Changing the values of significant coefficients would
likely perceptibly alter the image; however, changing the
values of insignificant coefficients would not. The
coefficients deemed insignificant will be replaced with
payload data. The payload data will by scaled by the
payload-scaling  factor Sc,,,. shown by (3). With the
payload data being 8-bit characters ranging in value from 0
to 255, the payload scaling factor is:

T 1
Sc[’ayluud = 2_85 3
SCpoiuas 18 halved in (3) because of the payload shifting factor
Shpo0.e Which is shown below in equation (4).
Shpyioa ==T 4

Scaling the payload by the payload scaling factor and
then shifting it in the negative direction an amount equal to
the significance threshold ensures that the payload data
replacing the insignificant coefficients remains within the
range of insignificance. This is important because the
significance of the transform coefficients in the steganogram
image is used to determine which coefficients contain
payload data and which do not. The original coefficients
found to be insignificant are discarded. The replacement
coefficient R, is calculated in (5) to contain an element P, of
the payload data.

R, =PSCp0i + 5Py 5)

Naturally, the payload and the significance threshold
should be transmitted over different communications
channels. The extraction algorithm is easily inferable from
the embedding algorithm. The receiver first calculates the
transform of the steganogram. The receiver then classifies
each transform coefficient into significant or insignificant.
The receiver knows the significance threshold T therefore
she can calculate the payload scaling factor Sc,,_, ., as well as
the payload shifting factor Sh,, . Each insignificant
coefficient is shifted then scaled (reversing the order taken
by the sender) to yield a fragment of the payload data. The
entire payload will be generated in this way.

The payload is shifted by the significance threshold to
distribute the scaled payload across the entire range of
insignificance—both positive and negative. An alternate
method to distribute the payload in this way is to treat
positive and negative values separately, replacing positive
insignificant coefficients with positive, scaled replacement
coefficients (containing a fragment of the payload) and doing
the same for negative coefficients. As with the encryption of
payload data, the payload may also be processed before
embedding to evenly distribute its values across the entire
range of possible values. The following is a synopsis of the
embedding algorithm (taking the cover data, payload data,
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significance threshold, and transform—DCT, FFT, Haar, or
Hadamard—as parameters):

A Synopsis of the Embedding Algorithm

1. Payload data, cover data, and significance threshold are
input

Scale each member of the payload data by Sc,,..,
Shift each member in the negative direction by Sh
Perform the transform of choice on the cover data
Classify each transform coefficient as significant or
insignificant based upon the significance threshold
Index each insignificant transform coefficient and
discard them

In a logical order agreed upon by the sender and receiver
replace each discarded insignificant transform
coefficient with a replacement coefficient (5)

Perform the inverse transform on the new set of
coefficients to generate the steganogram

Output steganogram

Payload

Nk

o

Experimental Details

Measurement of the performance of different transforms for
embedding data in images is performed by embedding data
below varying significance thresholds, and subsequently
varying densities, and measuring image degradation.
Degradation is measured by mean squared error (MSE)
between the cover and the steganogram. Payload density is
the fraction of transform coefficients that are discarded and
subsequently replaced with payload data.

Several cover images and four transforms were chosen
to measure performance. Each of the four transforms, DCT,
FFT, Hadamard transform, and Haar wavelet transform, is
used to embed data in each cover image. Figure 3 through
figure 8 show images and charts of the payload densities
versus image degradation for each sample image.

The DCT, FFT, Hadamard transform, and Haar wavelet
transform are used to embed data in the cover image. The
difference between the steganogram and cover data is
calculated for each instance of embedding. The mean
squared error of the difference is calculated to measure
image degradation due to changes made embedding the
payload data.

As is shown in figure 1, the sender must provide the
algorithm with a cover image, payload data, and a
significance threshold 7. The sender must agree upon the
ordering of the payload within the coefficients (e.g. columns
then rows.) All coefficients below the significance threshold
are discarded.

The significance threshold chosen by the sender is partly
dependent upon the size of the payload. Clearly, as the
significance threshold increases, the more coefficients are
discarded and replaced with payload data. This contributes to
image degradation and the likelihood that the payload will
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be discovered. The transform used also highly influences the
significance threshold. This is because different transforms
yield widely varying scales. For example, for the image
Paris.tif shown in figure 7, the magnitudes of coefficients
vary from 3.81 x 10" to 2.32 x 10" in the DCT domain while
the magnitudes of coefficients are only as high as 4.90 x 10
in the Haar wavelet transform domain—different orders of
magnitude. Care must be taken in choosing a significance
threshold with regard to the transform used. The optimal
significance threshold will perfectly fit the payload within
steganogram.

The coefficients are altogether replaced with those
containing the payload data. To make the data extractable
(by keeping the payload data within the significance
threshold) and to avoid significantly changing the visual
characteristics of the image, the payload data must be scaled
to within the threshold.

Changing the values of significant coefficients would
likely perceptibly alter the image; however changing the
values of insignificant coefficients would not. The
replacement coefficients are based on the payload data and
on the range of insignificance, not at all on the original,
discarded coefficients.

Effects of Significance Threshold

The relationship between the chosen significance threshold
and the size of the payload a given cover image will
accommodate (primary axis) can be seen in figure 2. In
addition, the MSE was calculated for the same set of
significance thresholds (secondary axis). The relationship
between significance threshold, payload capacity, and image
degradation is illustrated below. The image used was that of
figure 8, CapeCod.tif.
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Figure 2. — Effects of Significance Threshold on Payload Density
and Mean Squared Error for the DCT
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Results

The relative performances of the transforms are uniform
across each of the three sample images. The absolute
performance of the steganographic method varied
significantly from image to image.

The embedding data using this steganographic method
achieves the highest payload density with the lowest induced
MSE when data is embedded in the Haar wavelet transform
domain. Images that are visually less complex offer greater
capacity and less degradation. This effect can be seen in
when comparing the charts in figures 4, 6, and 8. The
simplest of the images, CapeCod.tif shown in figure 4,
exhibited the least amount of image degradation at a given
payload density—for all transforms.

The performances of the transforms in the
steganographic method are uniform across the sample
images. Their performances are ordered as such:

1. Haar Wavelet Transform
2. FFT

3. DCT

4. Hadamard Transform

An interesting characteristic of the Haar wavelet
transform is the flatness of its curve in figure 6, a very
simple image. A large fraction (50%) of the coefficients of
the image in figure 5 are discarded and replaced with
payload data while keeping the MSE below .5. Other simple
images yield similar results when using this steganographic
method with the Haar wavelet transform.

Conclusion

We have embedded data in different transform domains
while inducing little image degradation with this new
approach. The performance model consists of measurement
of the changes produced when embedding data. The Haar
wavelet transform proved to be the best choice for this
method. In fact, the relative performances of each of the
transforms used were uniform across all images tested.
Future work will seek to expand upon this method to hide
data in the discrete cosine transform or wavelet domain in
compressed images.
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